IP Sec — VPN — ISA 2006

Bai 5: IP Sec trong Windows Server 2003.

Muc tiéu bai hoc

Trong bai hoc nay, chlng ta sé:

< Dinh nghia IP Sec.

» Cac thao tac bao mat.

Cac bo loc IP Sec.

»  Trién khai IP Sec trén Windows Server 2003.
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IP Security (IPSec) 1d mdt giao thirc ho trg thiét 1ap cac két ndi bao mat dua trén dia chi IP.Giao
th{rc nay hoat dong & I6p Network trong mé hinh OSI, do d6 né bao mat va tién Igi hon cac giao
thirc bdo mat khac & I6p Application nhu SSL.1PSec cling la mot thanh phan quan trong ho trg giao
thirc L2TP trong c6ng nghé mang riéng ao VPN (Virtual Private Network).
PE sir dung IPSec ban phai tao ra cac quy tdc (rule).Mét quy tac a su két hgp gitra hai thanh phan:
cac bd loc (filter list) va cac thao tac (actions).Chang han, mdt quy tic IPSec c6 ndi dung nhu sau:
“Hay ma hoéa tat ca nhiing dir liéu truyén bang &’ng dung Telnet tir may co dia chi 203.162.1.1". Quy
tac nay gdbm hai phan, phan bd loc la “quy tdc nay chi hoat déng khi cé dir liéu dugc truyén tir may co
dia chi 203.162.1.1 théng qua cbng (port) 23", phan thao tac Ia “ma hda dit liéu”.

1. Céc thao tac bao mat (security action)
IPSec cua Microsoft ho trg bon loai thao tac (action) bao mat.Cac thao tac bado mat nay gitp hé thong
cd thé thiét 1ap nhitng phién (session) trao dGi thong tin gitta cAc may dudc an toan. Danh sach céc
thao tac bdo mat trong hé thong Windows Server 2003 gém:
Block transmissions: Ngan chan nhiing géi dir liéu dugc truyén.Vi du, ban mudn /PSec ngan chan
dit liéu truyén tir may A dén may B thi giao thiic /PSec trén may B loai bd moi dit liéu truyén dén tlr
may A.
Encrypt transmissions: Ma hoa nhifng géi dir liéu dugc truyén.Vi du, ban mudn dir liéu dugc truyén
tlr may A dén may B.Nhung ban sg rang c6 ngudi sé nghe trom (sniffer) trén dudng truyén két ndi
gitra hai may A va B, vi vay ban can cau hinh cho /PSec str dung giao thirc £SP (Encapsulating
Security Payload) dé ma héa dif liéu can truyén trudc khi dua 1én mang. Lic nay, nhifng ngudi xem
trdm sé thdy nhitng dong byte ngau nhién va khdng doc/hiéu di liéu that.Do /PSec hoat ddng & 16p
Network nén hau nhu viéc ma hda dugc trong suét déi véi ngudi dung.Ngudi dung cé thé gui mail,
truyén file hay telnet nhu binh thudng.
Sign transmissions: Ky tén vao cac goi dif liéu truyén nhdm tranh nhitng ké tdn cong trén mang gia
dang nhitng gdi dif liéu dudc truyén tir nhitng may ma ban da thiét 18p quan hé tin cdy (ki€u tdn cong
con goi la main-in-the-middle).IPSec cho phép ban chdng lai diéu nay bang mét giao thirc AH _
Authentication Header.Giao thlc nay la phuong phap &y tén sé hoa (digitally signing) vao cac goi dir
liéu trudc khi truyén, né chi ngan nglra dugc gia mao va sai lIéch thong tin ch khdng ngan nglra
dudc su nghe trém thong tin.Nguyén ly hoat déng clia phudng phap nay la hé thGng s& thém mét bit
vao cudi moi géi dit liéu truyén qua mang, tir d6 chiing ta cd thé kiém tra xem dif liéu cd bi thay ddi
khi truyén hay khong.
Permit transmissions: Cho phép dif liéu dudc truyén qua, ching dung dé tao ra cac quy tac (rule)
han ch& m6t s diéu nay va khdng han ché mot s diéu khac.Vi du, mét quy tac dang nay “Hay ngan
chén tat ca nhitng dir liéu truyén tdi, chi trir dit liéu truyén trén cac céng 80 va 443"
Chii y: DGi véi hai thao tac bao mat theo phuang phap &y tén (sign) va mad hoa (encrypt) thi hé thng
con yéu cau ban chi ra /PSec dung phuang phap chirng thuc nao (cd nghia la cho /PSec biét cach
thi'c ma may nhén (receiver) va may gui (transmitter) sé trao d6i mat khéau,; sau dd, ching sé ding
mét khdu nay dé ky tén hodc ma hda cac goi dit liéu truyén di trén mang).Microsoft ho trg ba phuong
phap ching thuc: Kerberos, chiing chi (Certificate) hoac mot khda dua trén sy thoa thuan (agree-
upon key).Phuang phap Kerberos chi ap dung dugc trong cac may trong cung mot mién (domain)
Active Directory hodc trong nhitng mién Active Directory cd Uy quyén cho nhau.Phuong phap dung
cac chitng chi cho phép ban sir dung cac chiing chi PK/ (Public Key Infrastructure) dé€ nhan dién mot
may.Phuang phap dung &#hda dung chung (chia sé) trudc (preshared key) thi cho phép ban dung mét
chuodi ky tur théng thuong (plain text) lam khoa (key).

2. Cac bo loc IPSec
DE /PSec hoat ddng linh hoat han, Microsoft dua thém khai niém b6 loc IPSec (IPSec filter).Bd loc cd
tac dung thdng k& cac diéu kién dé€ quy tac hoat déng.Ddng thdi ching ciing gidi han tam tac dung
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cla cac thao tac bao mat trén mot pham vi may tinh nao dé hay mét s6 dich vu nao d6.B0 loc /PSec
chd yéu dua trén cac yéu to sau:
% Dia chi /P, subnet hodc tén DNS clia may nguon.
» Dia chi /P, subnet hoac tén DNS cla may dich.
% Theo giao thlic (TCP, UDP, ICMP) va sb hiéu cbng (port).
3. Trién khai IPSec trén Windows Server 2003
DE trién khai /PSec ban dung cac cong cu thiét 1ap chinh sach danh cho mady cuc b (local machine)
hodc dung cho mién (domain).
> May cuc bo: Click Start > Run, nhdp vao secpol.msc hoac click Start-> Programs ->
Administrative Tools-> Local Security Policy va trong clta sd console Local Security Settings
chon muc /P Security Policies on Local Machine.
> Mién: Click Start-> Programs -> Administrative Tools -> Domain Controller Security Policy va
trong clra sG console Default Domain Controller Security Settings chon muc /P Security
Policies on Domain Controller.
e T8m lai, khi trién khai /PSec ban can nhd:

v" Né&u trién khai /PSec trén Windows Server 2003 théng qua cac chinh sach
(policy), trén mot may tinh bat ky nao dé vao mdt thdi diém thi chi cd mét
chinh sach /PSec dudc hoat dong.

v' MOi chinh sach /PSec gbm mot hodc nhiéu quy téc (rule) va mot phuong
phap ching thuc nao d6.Mdc du cac quy tac Permitva Block khéng dung dén
chirng thuc nhung Windows Server 2003 van doi ban chi dinh phuong phap
chirng thuc (phuang phap chiing thuc nao cling dugc).

v' IPSec cho phép ban chirng thuc thong qua Active Directory, cac chiing chi
PKI'hodc mot khdéa dudc dung chung (chia sé) trudc (preshared key).

v MOi quy téc (rule) gdm mot hay nhiéu bd loc (filter) va mot hay nhiéu thao
tac bao mat (action).

v' Cb bdn thao tac bao mat ma quy téc cé thé dung la: Block, Encrypt, Sign va
Permit. ~

4. Cac chinh sach IPSec tao san
Bén phai ctia khung ctra s6 chinh ctia cdng cu cdu hinh chinh sach /PSec, ban s& thdy cd ba chinh
sach dudc tao san tén la: Client, Server va Secure.Ca ba chinh sach nay déu & trang thai chua ap
dung (unassigned). Ban can luu y, ngay cung mét thdi di€ém thi chi cé mét chinh sach dugc ap dung
(assigned) va hoat déng, cé nghia la khi ban ap dung mét chinh sach méi thi chinh sach dang hoat
ddng hién tai sé trg vé trang thai khong hoat dong.
Chi tiét clia ba chinh sach tao san nay:
Client (Respond Only): Chinh sach nay quy dinh may tinh cGa ban khong chi dong dung /PSec trir khi
dugc yéu cau dung /PSec tlr may d6i tac.Chinh sach nay cho phép ban c6 thé két ndi ca vai cac may
tinh diing /PSec hoac khéng dung /PSec.Vi du: Gia s ban da &n dinh chinh sach nay trén may client
va cd gang truy cap mot website trén mot may server khong yéu cdu IPSec.Trong trudng hop nay,
may server (web server) s& khdng cd gang thuc hién /PSec vGi may client nén may client sé khéng
yéu cau ap dung /PSec cho phién giao dich véi may server d6.Nhung néu may client két nbi véi mot
may server co thutc hién IPSec thi server nay s€ bao may client ap dung /PSec va lic nay may client
bat budc phai ap dung /PSec.
Chinh sach nay c6 mot quy tac chlra cac thiét lap sau:
Rule 1 (default response rule) (co nghia la ap dung cho tat ca chinh sach /PSec)
+ IP Filter List: <Dynarmic=> (c6 nghia la bo loc khdng dugc cdu hinh.Bo loc sé tu’ dong tao ra khi nhan
dugc thda thuan bao mat dir liéu _ /KE negotiation packet).
+ Filter Action: Default Response (cé nghia la thao tac bao mat khéng dugc cdu hinh va b loc
Negotiate Security filter action dugc dung).
+ Authentication: Kerberos
+ Tunnel Setting: NMone
+ Connection Type: A/l
=>M3c dinh quy tic nay sé kich hoat (active) tit ca cac chinh sach /PSec.Ban cd thé cho quy tic nay
khéng hoat déng (deactivate), nhung khéng thé g& bo nd.
Server (Request Security). Chinh séch nay quy dinh méy tinh ctia ban cht dong c6 géng khdi tao
IPSec mai khi thiét 1ap két ndi véi cac may tinh khac, nhung néu may client khéng thé dung /PSec thi
servervan chap nhan két nGi khéng dung /PSec.Chinh sach nay cd ba quy tdc chira cac thiét 1ap sau:
Rule 1

()

*,
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+ IP Filter List: A/ IP Traffic (Tat ca cac gdi dit liéu dua trén giao thic IP)
+ Filter Action: Request Security (Optional)
+ Authentication: Kerberos
+ Tunnel Setting: None
Connection Type: A/l
Rule 2
+ P Filter List: Al ICMP Traffic (Tat ca cac géi dit liéu dua trén giao thirc ICMP)
+ Filter Action: Permit
+ Authentication: A/A
+ Tunnel Setting: NMone
+ Connection Type: Al
Rule 3 (Default Response Rule)
+ IP Filter List: <Dynamic>
+ Filter Action: Default Response
+ Authentication: Kerberos
+ Tunnel Setting: None
+ Connection Type: Al
Secure Server (Require Security): Chinh sach nay quy dinh khéng cho phép bat ky phién trao déi dir
liéu nao Vvdi server hién tai ma khéng dung /PSec.Chinh sach nay cé ba quy téc chira cac thiét 1ap sau:
Rule 1
+ IP Filter List: All IP Traffic
+ Filter Action: Require Security
+ Authentication: A/A
+ Tunnel Setting: None
+ Connection Type: Al
Rule 2
+ IP Filter List: All ICMP Traffic
+ Filter Action: Permit
+ Authentication: Kerberos
+ Tunnel Setting: None
+ Connection Type: Al
Rule 3 (Default Response Rule)
+ IP Filter List: <Dynamic>
+ Filter Action: Default Response
+ Authentication: Kerberos
+ Tunnel Setting: None
+ Connection Type: A/l
5. Vi du tao chinh sach IPSec dam bao moét két n6i dugc ma hoa
Gia st ban c6 hai may tinh A va B.May A la server c6 dia chi IP 203.162.1.1 va may B la client c6 dia
chi IP 203.162.1.2.Ban sé& thiét Iap mot chinh séch /PSec trén moi méy bang cach thém vao hai quy
tac (rule), trlr hai quy tdc cd san cla hé théng (Al ICMP Traffic va All IP Traffic) gom:
% MOt quy tdc ap dung cho dif liéu truyén vao may.
% MOt quy téc ap dung cho dir liéu truyén ra khoi may.
Quy tac dau tién trén may A gom co:
e B0 loc (filter): Kich hoat cac quy tac nay khi c6 dif liéu truyén di (outbound) dén dia
chi 203.162.1.2, qua bat ky cdng nao.
e Thao tac bao mat (action): Ma hoa dir liéu do. 5
e Phuaong phap chirng thuc: Khda dung chung (chia sé) trude la chudi “hoasen”.
Quy tac thir hai 4p dung cho may A cling tuong tu’ nhung bd loc c6 ndi dung ngugc lai la “dir liéu
truyén vao (inbound) tir dia chi 203.162.1.2"
Chi y- D& tao ra mot quy tic la dau tién ban phai quy dinh cc bd loc va thao tac bao mét, roi sau dé
mdi tao ra quy tac tir cac b loc va thao tac bao mét nay.
Céac budc dé thuc hién mét chinh sach /PSec theo yéu cau trén nhu sau:
Trong khung bén tréi clia clra s6 Default Domain Controller Security Settings, ban click mouse
vao muc /P Security Policies on Active Directory va chon Manage 1P filter lists and filter
actions.
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i Default Domain Controller Security Settings

File  Action  Wew Help

=10l x|

x| amERPE 2 ak

Marne £ | Descripkion

| Palicy Assigned

@ Security Settings
-2l Account Policies
Local Policies
Event Log
#-{_@ Restricted Groups
-8 System Services
-8 Reqgistry
-8 File System
- Wireless Network (IEEE 802.11) Policie
-] Public Key Policies
I:l Software Restriction Policies
Security Policies on Active Directory

Create IP Security Policy. ..

Manage IP filker lisks and Filker actions

B Server (Request Secu...  For all IP traffic, always req...
Client (R.espond Only) Communicate normally (uns. .,
B4 Secure Server (Requir... For all IP traffic, always req...

Mo
Mo
Mo

all Tasks k
Wi g
Refresh
4 | Export Lisk... |

Manage  Help

i

Hop thoai Manage IP filter lists and filter actions xuét hién, ban click mouse vao nit Add dé
thém mét bd loc méi.Ban nhap tén cho bd loc nay, chang han “Connect to 203.162.1.2".Ban click tié€p
vao nit Add d& Wizard (nhé danh dau chon Use Add Wizard) hudng dan ban khai bao cac

thong tin cho bd loc.

Manage IP filter lists and filter actions 7] x|

tManage IF Filter Lists | tanage Filter Actions I

. Thiz dialog bow allows pou bo create and maintain the [P filter
i—r lizts that define your netwark: traffic.
—_—
The awailable [P filter lizts are shared by all 1P Security
policies.
IF Filker Lists:
M ame | Dezcription |
ANICHP Traffic Matches all ICMP packets betw...
AP Traffic: katches all IP packets from this .
Edit... | Remove |

ok |

Cancel | Apply
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I IP Filter List

-+ A P filer ligt iz compozed of multiple filkers. In thiz way, multiple subnets, [P
i: addreszes and protocol: can be combined into one [P filker.
I ame;

Connect to 203.162.1.2

Deszcription; Add... |
=] Edt... |
LI Bemove |

IP Filters: V¥ Usze &dd wizard

Mirr-:ureu:l| D ezcription | Pratocal | Source Part | D estination

1| | i

] I Cancel |
Y

Ban lam theo hudng dan clia Wizard dé khai bao cac thong tin, chi y nén danh dau vao muc Mirrored
dé€ quy tac nay cd y nghia hai chiéu, ban khéng can phai t8n cng dé tao ra hai quy tdc.Muc Source
address, chon My IP Address, muc Destination address chon A specific 1P Address va nhap
vao dia chi “203.162.1.2". Muc /P Protocol Type ban dé gia tri méc dinh va click nit Finish dé hoan
tat viéc khai bao va click OK dé quay vé hop thoai Manage IP filter lists and filter actions.

IP Filter Wizard : 7| x|

ﬁ. YWelcome to the IP Filter Wizard
-1

Thiz wizard helps wou pravide the source, destination, and
traffic-type information needed ta filker [P traffic.

Y'ou can add multiple filkers ta build an [P filker list that
matches on [P packets for multiple zource or destination
computers, or for many different braffic types.

To continue, chok Mest.

< Back

Cancel |
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IP Filter Wizard

IP Filter Descnption and Mirrored property 2
Uze the Dezcription field to zpecify a name or a detailed explanation of the |F filker.
-

Select the Mirrared check box to zpecify a filker in each direction.

Dezcription;

-
[~

v tdirored. M atch packets with the exact opposite zource and destination
addreszes.

< Back I Mewxt = I Cancel |

IP Filter Wizard el 3

IP Traffic Source 2
Specify the zource addrezs of the [P traffic.
e

Source address:

My IP Address |

IP Filter Wizard

IP Traffic Destination
Specify the destination address of the [P traffic.

Destination address;

& zpecific |P Address j

Paddiess: | 203 . 162 . 1 . 2

Subriet mask: | 255 . 255 . 255 , 25§

< Back I Mewxt = I Cancel
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IP Filter Wizard

IP Protocol Type B
Select the |P protocal wpe. [ this twpe iz TCP ar HDP, pou will alzo zpecify the
zource and destination ports. '

Select a protocol bype:
I.-i‘-.n_l,l

|u

Lkl L]

< Back

IP Filter Wizard

Completing the IP Filter Wizard

You have successfully completed the IP Filker \Wizard.

To edit your IP filker now, select the Edit properties check
bow, and then click Finizh.

To close this wizard, click Finigh.

¢ Back I Finizh I Cancel

Chon thé Manage Filter Actions dé tao ra cac thao tac bao méat.Click mouse vao nit Add.Trinh
Wizard s& hudng dan ban khai bdo cac thdng tin vé thao tac.Ban dat tén cho thao tac nay, chang
han la Encrypt.Trong muc Filter Action ban chon Negotiate security, trong muc /P Traffic
Security ban chon /ntegrity and encryption.
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Manage IP filter lists and filter actions

Manage IF Filter Listz  Manage Filker Actions

Thiz dialog box allows pou ta create and maintain the filker
actions that define the zecurity of vour network,

The awvailable filker actionz are shared by all [P Security

policies.
Filker Actions:
M ame | Dezcription
Permit Permit unzecured P packets to ..
Request Security [Optional] Aocepts unzecured communicati. .
R equire Security Aocepts unzecured communicati. .

it || Bemove | ) Useaddwizerd

Cloze | Eatizel | Apply |

Filter Action Wizard : 2|

Welcome to the IP Security Filter
Action Wizard

Ize thiz wizard to specify properties for a new filter action.

A, filter action sets the secunty requirements for a data
tranzfer. These requirements are zpecified in a list of securty
rmethiods contained in the filker action,

D ata tranzfer iz only pozzible when the computers invalved
uze the zame secunty methods. Multiple secunty methods

increase the chance that bwo computers will use the zame
rnethiod.

To continue, click Mest.

< Back

Cancel |
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Filter Action Yizard

Filter Action Mame
Mame thiz filter action and provide a brief description.

M arne:

IE ncypt

Dezcrption:

| [

< Back I Mewxt = I Cancel |

Filter Action Wizard

Filter Action General Options
Set the filter action behavior,

£ Permit
i BElock

< Back I MHewt > I

Filter Action Wizard

Communicating with computers that do not support IP5ec

Communicating with computers that do not suppart IPSec may expoge your
network, to zecurniby ks,

Do you want to allow communication with computers that do not support IPSec?

O E_QEI ot cammunicate with cormputers that do not suppart |PSec.

" Fall back to unzecured communication.

|ze thiz option if there are computers that do not support IPS e on your netwark.
Communication with computers that do not support IPSec may expose wour netwaork,
to zecurnby nzks.

< Back I Mewxt = I Cancel
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Filter Action Yizard

IP Trafhc Secunty

Specify a gecurity rmethod for 1P traffic. To add multiple zecurity methodz, edit the
filker action after completing the wizard.

Thiz filker action requires at least one zecurnity method for [P traffic.

£ Integrity and encryptior
D ata will be enciypted, authenticated, and unmodified.

i |ntegrity anly
Data will be authenticated and unmodified, but will not be encrpted.

£ Custom

Settings... |

< Back I Mewxt = I Cancel |

Filter Action YWizard ilﬁl

Completing the IP Security Filter
Action Wizard

Y'ou hiave successfully completed the [P Security Filker Action
Wizard,

To edit wour filker action now, gelect the Edit properties check
box, and then click Finish.

To cloze thiz wizard, click Finizh.

< Back I Finizh I Cancel
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Manage IP filter lists and filter actions
Manage IF Filter Listz  Manage Filker Actions

Thiz dialog bawx allows vou ta create ahd maintaia the filker
actionz that define the zecurity of pour network,.

The available filter actions are shared by all IF Security

policies.
Filker Actions:
M arme | D' ezcriptian
Encrypt
Permit Permit unzecured P packets to ..
Request Security [Optional] Aocepts unzecured communicati. .
R equire Security Aocepts unzecured communicati. .

Edt. | Bemove | © useaddwicad

Cloze | [Cancel | Apply

Tiép theo la ban tao mdt chinh sach /PSec trong do6 chira mot quy tac két hop gilra bd loc va thao tac
vira tao & budc 4.Trong khung tréi clia clra s6 Default Domain Controller Security Settings, click
mouse phai vao muc /P Security Policies on Active Directory roi chon Create IP Security
Policy va lam theo hudng dan clia Wizard. Ban nhap tén cla chinh sach vao, chang han
Encryption IPSec, ti€p theo ban phai bo danh dau trong muc Active the default response rule
dé bd qua quy tdc hdi dap méc dinh cd hiéu lue.Cac gia tri con lai ban d& méc dinh vi quy tic
Dynamic nay ban khdng dlng va sé tao ra mét quy tdc mdi.
i Default Domain Controller Security Settings . = : O] x|

File  Action  Wew Help

x| amERPE 2 ak

@ Security Settings Marne £ | Descripkion | Policy Assigned
-2 Account Policies

- 2¢ Local Policies

Event Log

#-{_@ Restricted Groups

-8 System Services

-8 Reqgistry

-8 File System

- Wireless Network (IEEE 802.11) Policie
-1 Public Key Policies

[#-[C) Software Restriction Policies
curity Policies on Ao

B Server (Request Secu,.. For all IP traffic, always req... Mo
Client (R.espond Only) Communicate normally (uns,.. Mo
B4 Secure Server (Requir... For all IP traffic, always req... Mo

tive Directory

reate IP Security Policy. ..

Manage IP filker lists and Filker actions. ..

&l Tasks »
Wi 4
Refresh

Expork Lisk...

K s | i3
Cr e ak s |
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IP Security Policy Wizard : 2|

Welcome to the IP Security Policy
Wizard

Thiz wizard helps you create an [P Security palicy. ou will
zpecify the level of zecurnity to uze when communicating with
zpecific computers or groups of computers [zubnets), and for
particular 1P traffic ypes.

To continue, click Mest.

< Back Cancel |
IP Security Policy Wizard R ed
IP Security Policy Hame *
Mame thiz [P Security policy and provide a brief description
-
M ame:

IE nciption [PSec Policy

Ezcriphion;

=)
[-

¢ Back I MHest > I Cancel |

IP Security Policy Wizard . ilﬁl

- - L]
Requests for Secure Communication
Specify how thiz policy responds to requests for secure communication,
-

E—

The default responze rule rezponds to remote computers that request zecurnty, when no
ather rule appliez. To communicate securely, the computer must respond ta requests far
gECUre commurication.

[ Activate the default responze ule.

< Back

Cancel |
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IP Security Policy Wizard o 2|

Completing the IP Security Policy
Wizard

Y'ou have successfully completed specifuing the properties
for your niew 1P S ecurity policy.

To edit wour IP Security policy now, select the Edit properties
check bow, and then click Finish,

To cloge this wizard, click Finigh.

< Back I Finizh I Cancel

Trong hép thoai <tén chinh sdch> IPSec Properties, ban click mouse vao nit Add dé tao ra quy
tdc méi. Wizard sé hudng dan ban tung budc thuc hién, dén muc chon bd loc ban chon bd loc vira
tao @ budc trén tén la “Connect to 203.162.1.2”, muc chon thao tac, ban chon thao tac vira tao tén la
“Encrypt”.D&n muc chon phudng phap chiing thuc ban chon muc Use this string to protect the
key exchange va nhap chudi lam khda d€ ma hda dir liéu, chdng han “hoasen”.Sau dé, click Finish
dé hoan tat viéc tao mot quy tdc. Tén quy tic sé xuét hién trong khung /P Security Rule clia hdp
thoai <tén chinh sdch> IPSec Properties.Click OK dé déng hdp thoai nay.

Encryption IPSec Policy Properties id |
Rules |General|
mm  Security rules for communicating with other computers
1P Security rules:
| I Filter List | Filter &sction | authentication... | Tu
O <Dynarmics Default Responze K.erberos <M
4| | i
5 5 Edt. | [ Bemoe | luseaddwioad
k. | Cancel |
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Security Rule Wizard ; il b4

Welcome to the Create IP Security
Rule Wizard

A zecurnity rile governg how and when zecurity iz invoked
bazed upon critenia, such as the zource, destination, and type
af |P traffiz, in the security rule's [P filker list,

A gecurnity rule containg a collection of security actions that
are activated when a communication matches the criteria in
the P filter list.
Security actions:

IP turneling attributes

Authentication methods

Filter actions

To continue, click Mest.

< Back

Cancel |

Security Rule Wizard : d |

Tunnel Endpoint .
The tunnel endpaint iz the tunneling computer clozest to the 1P traffic destination, %
az zpecified by the securnty mle's [P filker ligt, -

an IPSec tunnel allows packets to traverse a public or private network with the security
level of a direct, private connection between bwa compukers.

Specify the tunnel endpoint for the [P Security le:

i iThiz rule does not specify a tunnet

" The tunrel endpaint iz zpecified by the: following [P address;
o . 0 . 0 . D

¢ Back I MHest > I Cancel |

Security Rule Wizard e d |
Metwork Type -
The zecurity rule must be applied to a network, ppe, %
e

Select the netwark tupe:

£+ Al network connections
. Local area netwark, [LaM]

" Bemote access

< Back I Mewxt = I Cancel
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Security Rule Wizard

IP Filter List
Select the |P filker list far the tupe of [P traffic to which this security rule applies.

[f o [P filker i the following lizt matches vour needs, click Add to create a new one.

1P filker lists:

[ arme | D ezcription |

Add...
) A ICMP Traffic M atches all ICMP packets bet. .
O AP Traffic Matches all IP packets fram t... Edi... |

(&) Connect to 203.162.1.2

Security Rule Wizard

Authentication Method *
To add multiple authentication methods, edit the security wile after completing the %
-

wizard.

Set the intial authentication method for this secunty rule:

™ Active Directory default [Kerberos Y5 protocol]

" |ze a certificate from thiz certification autharity [CA]:

I Brawze, . |

™| Exclude the C& name fom the: certifizate request

™| Enable certificate to account mapping

£+ Use thiz sting to protect the key exchange [preshared key):

hoazen ;I

< Back I Mewxt = I Cancel |

Lé Thanh Son (Giang Vién NIIT)
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Security Rule Wizard

Completing the Security Rule Wizard

Y'ou have successfully completed specifuing the properties
for your new rule.

To edit wour zecurity wile now, select the Edit properties

check bow, and then click Finish.

[T Edit properties

To cloge this wizard, click Finigh.

< Back

Cancel |

Encryption IPSec Policy Properties

Rules |General|

CIgrT]

=

Security rules for communicating with ather computers

1P Security rules:

| IP Filker List

I Filter Action

| Authentication. . I Tu

-0 Ynamic:

1

Connect to 203.1...

Encrypt
Default Responze

Freshared key  Mc
F.erberos <M

| i

Add...

Edit...

Remave | v Usze Add wizard

] | Cancel |

Ban da hoan tat cong viéc thiét 1ap chinh sach /PSec theo yéu cau.Trong khung phai cla clra s&
Default Domain Controller Security Settings, click mouse phai vao chinh sach Encryption IPSec

va chon Assign dé chinh sach nay dudc hoat déng trén hé thdng may server (may A).
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i Default Domain Controller Security Settings - O] x|
File  Action  Wew Help
&= DE XFB |22z |12

Marne £

Descripkion

| Palicy Assigned

@ Security Settings

- Account Policies B Server (Request Secu...
¥l £¢d Local Paliies Client {Respond Cnly)
[+ zefl Event Log

B Secure Server [Requir...
] Encryption IPSec Policy

#-{_@ Restricted Groups

-8 System Services

-8 Reqgistry

-8 File System

- Wireless Network (IEEE 802.11) Policie
-1 Public Key Policies

[#-[C) Software Restriction Policies

----- @ IP Security Policies on Active Direckarsy:

Al Tasks k

For all IP traffic, ahways req...
Communicate normally (uns. .,
For all IP traffic, always req...

Delete
Rename

Properties

Help

1 | i

Mo
Mo
Mo

|.ﬁ.ssigns this policy {attempts to make it ackive).

i Default Domain Controller Security Settings - O] x|
File  Action  Wew Help
s BB B R 5

Mame £

Descripkion

| Palicy Assigned

@ Security Settings

" Account Policies E7] Server (Request Secu. .,
Local Palicies Client (Respond Only)
[+]- g8 Event Log

Secure Server (Requir,..

@ Restricted Graups EAEncryption IPSec Policy

{3 Swyskem Services

{3 Feqiskry

{3 File Syskem

"I" Wireless Network (IEEE 802,11 Palicie
I:l Public ke Policies

I:l Software Restriction Policies

----- ‘g IP Security Policies on Active Direckary

al | al

2

For all IP traffic, ahwaws req...
Communicate normally {uns. .,
For all IP traffic, always req...

Encrypt data while transfer

Mo
MW
MW
Yes

| 2

Ti€p theo, ban sé tao qhinh séch /PSec gi6ng nhu' vay cho may B va thay cac IP 203.162.1.2 béng
203.162.1.1.Ban c6 thé ki€ém tra viéc ma hoa dir liéu da dien ra gilra hai may bang console /P

Security Monitor nhu sau: chon Start -> Run va nhap vao mmec.Chon menu File ->

Add/Remove Snap-in.Trong hop thoai Add/Remove Snap-in click nit Add.Trong hop thoai Add
Stanalone Snap-in chon /P Security Monitor, click nit Add va click nat Close d& déng hdp thoai
nay lai.Click nit Ok dé€ déng hdp thoai Add/Remove Snap-in. M3 rdng muc /P Security Monitor
-> <Computer_name=> va chon mdt trong hai cach ki€ém tra: Main Mode va Quick Mode.

Lé Thanh Son (Giang Vién NIIT)
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Tﬂl Consolel - [Console Root' IP Security Monitor', 2K3-5¥R01 " Main Mode'Specific Filters]

) File

Action  Wiew

IP Sec — VPN — ISA 2006

Favorites  indow  Help

=101

=18 x|

e BE RPDE @

I:l Zonsole Rook
Elg IP Security Monikar
- [ 2K3-5vRO1

EH:l Main Mode

l:l Cuick Mode

Jdl

0 Active Palicy

{23 =enetic Filkers
£35) Specific Filters
{23 IKE Policies
{2 Statistics

Mare | Source

| Destination

| Direckion | IKE Paolicy | Authentication Methods

17 192.168.10.254
17 197.168.10.7

[l

192.165.10.2
192,1635.10.254

Quthound 9 (Default)

Preshared Key

9 (Default)  Preshared Key

|2 Ikems

6. Vidu tao chinh sach IP Sec chi cho phép 1 may tinh trong mang truy cap tai
nguyén hé thong

. Windows Catalog

windows Update

= Dorcuments 13 @ Startup

& Internet Explarer
1) Outlook Express

Settings

Help and Support

Run...

Shut Down. ..

Search b . Remote Assistance

| 5 active Divectory Users a... | B8 CiiwmpowStsystemzz... | < €11

ﬂ £ Domain Contraller

<% Active Dirsctory Domains and Trusts
Active Directory Sites and Services
Active Dirsctory Users and Computers

[ Certification Autharity

8y Cluster Administratar

> Companent Services

(=) Computer Management

4 Configure Your Server Wizard

3 Data Sources (ODBC)

D pHep

ol Distributed File System

2 bus

‘%1 Domain Contraller Security Policy

5 Licensing
~# Manage Your Server
& Microsoft \NET Framewark 1.1 Configuration
¥ Microsoft WET Framewark 1.1 Wizards
@ network Load Balancing Managsr
B Performance
(7 Remots Desktops
5 Routing and Remate Access
8y Services
B Terminal Server Licensing
» 51 Terminal Services Configuration

[ %F Terminal Services Manager

Trudc tién vao Start-=>Programs->Administrative Tools->=Domain Securi

Policy:

W E) Rzaam

Chon IPSec Security Policies on Active Directory (tén domain) ->Manage IP filter lists and

filter actions:
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tii Default Domain Security Settings g T We & - - & x ! _|= 5||

Fls  Action View Help

EEEEREEEE |
BB security Settings Mame_/ [ Description [ Policy Assigned [
Accaurk Policies @A server (Request Sec...  For all P traffic, always req... Mo
Local Policies lienk (Respond Only)  Communicate normally (uns... Mo

Event Log
{8 Restricted Groups
{18 System Services

ecurs Server (Requl... For all IP braffic, alwaysred... Mo

Y wireliess Network (IEEE 802.11) Policies
(23 Public Key Policies
(L] Software Restriction Poli

-8 1Y

All Tasks »
Yiew 3
Refresh

Export List...

Help

4 1 3]

| Manages IP Filter lists and Fiter actions.

Wistart| | B & | £ active Directory Uisers ... |[%) Default Damain Secur... B C/WINDOWSisystemz. . | e O |
Trong Tab Manage IP Filter Lists, nhan Add:

T Default Domain Security Settings g P We & - - & x‘
Fle Action Yiew Help | |

EEEEREEEE |
BB security Settings Mame_/ [ Description [ Policy Assigned [

Accourt Policies A server (Request Sec...  For all IP traffic, always req... Mo

Local Policies lienk (Respond Only)  Communicate normally (uns... Mo

Event Log ecurs Server (Requl... For all IP braffic, alwaysred... Mo

{8 Restricted Groups

{18 System Services
{28 Registry Manage IP filter lists and filter ar s x|
{8 File system
M IP Filter List:
N \irelless Network (IEEE 802.11) Policies anage [ Fiter Lists | Manage Fiter Actions |

(23 Public Key Policies This dialog box gllows you to create and maintain the I filter

" -
(] Software Restriction Policies =, lsts theat define your network. taffic.
&), 1P Security Palicies on Active Directory (abe.com) =
The awailable IP fier lists are shared by lIP Security
policies.
P Filter Lists:

Description
Iy P s

Sl
Matches all IF packels

Al ICHP Tralfic
AllP Traffic

rom this

Agd..RJ Edt. | Remave |
ok | Cancel | o

<| I 51
| [ \

Wistart| | B & | < active Directory isers a.. W B C:WINDOWSsystemaz, . | e O | ’m
D4t tén cho IP Filter List “Chi cho phep may pc-a co the truy xuat tai nguyen”, bo tuy chon
Use Add Wizard, nhan Add:

Lé Thanh Son (Giang Vién NIIT) Trang 19



IP Sec — VPN — ISA 2006

tn Default Domain Security Settings ; VM-

._ax} =B

le» AEER 2@ 2& |

BB security Settings MName _/ [ Description [ Policy Assigned |
Accounk Policies EA server (Request Sec...  For all IPbraffic, alwaysreq... Mo

Local Policies Client (Respond Only)  Communicate normally (uns... Mo

Event Log ecurs Server (Requl... For all IP braffic, alwaysred... Mo

{8 Restricted Groups
{18 System Services
8 File System Manane D Eibar st |4
Y wireliess Network (IEEE 802.11) Policies [ 2%
(23 Public Key Policies =

(] Software Restriction Policies ——  AnPfier listis composed of multiple fiters. In this way, muliple subnets, [P
&), 1P Security Palicies on Active Directory (abe.com) S addiesses and piotocols can be combined inio one IP fiter.
Hame

Chi cho phep may po- oo the truy wuat tai nauyen

i,

Deseiplion:

= Edit
=l | Benoe

IF Fiters:

Mirrored | Description | Protocol | Source Port | Destination

4 1 3]
\ \

lw‘ | @@ | < active Directory isers a.. W B CWINDOWSsystemaz. . | e O |
Trong Tab Addresses, Source Address chon A specific IP Address va nhap dia chi IP cia may
tinh ma ching ta cho phép truy cap tai nguyén, Destination Address chon A specific IP Address
va nhap dia chi IP cla may tinh chira tai nguyén.

T Default Domain Security Settings ﬂ T We & - - & x‘ —[®x]
Fle Action Yiew Help

EEEEREEEE |
BB security Settings Mame_/ [ Description [ Policy Assigned [
Accaurk Policies @A server (Request Sec...  For all P traffic, always req... Mo
Local Policies liert (Respond Only)  Communicate normally (uns... Mo

Event Log
{8 Restricted Groups
{18 System Services

Seture Server (Requl... For all TP traffic, always req... Mo

% Regiry IP Filter Properties 2lx
File System
Y wireless Nabwork (IEEE 802.11) Policies Addresses |p,nmm|| Descnplmnl 2 %
(23 Public Key Policies m 2l
(L Softwars Restriction Policies __ [ Souice address:
&), 1P Security Palicies on Active Directory (abe.com) = [ specifc 1P Address |
Har IPAddess | 192 . 168 . 10 . 10
Chi Subniet fask: 255 . 255 . 255 . 255
e |
- Destination address _|
[ specific IP Address =] _I
IFF IP addess: 192 . 168 . 10 . 1 ard
L Subnet mask: 255 . 255 . 255 . 255 plion
¥ Mingred. Match packets with the exact opposite source and destination
addizsses
‘ i
A
Cance

4 1 3]
\ \

|

Wistart| | B & | < active Directory isers a.. W B C:WINDOWSsystemaz, . | e O | ’m
Chon Tab Protocol, Select a protocol type chon TCP, Set the IP protocol port chon From any
port va To this port la 139:
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T Default Domain Security Settings g T We & - - & xl —[®x]

Fls  Action View Help

R EEEEIEE |

BB security Settings Name | Descrigtion [ Policy Assigned |
Accounk Policies @A server (Request Sec...  For all P traffic, always req... Mo
Local Policies EAclient (Respond Only)  Communicate narmally (uns... Mo
- g] Event Log B4 5ecure Server (Requi... For all TP braffic, abwaysreq... Mo

{8 Restricted Groups
-8 System Services —
L8 Reqistry e 21|
{28 File System
Y wireless Nabwork (IEEE 802.11) Policies Addresses  Protocol |Dew.pmn| 2 %

Public Key Policies m 17 | 2l
[#-[_] Softwars Restriction Policies Select & protocol type:

8, 1P Security Palicies on Active Directory {abc.com) = TP =
_ l—E = |
Mar =
Chi

Setthe IP protocol port
' From any port

|

£ From this port _I
l—

a

=13 7

® Tocmm -
& Tothis port bion
[E]
1 |
4

Cancel

4 1 3]
\ \

lw‘ | @@ | < active Directory isers a.. W B CWINDOWSsystemaz. . | e O |
Nhan OK, sau d6 chdng ta lam tugng tu nhan Add, trong Tab Addresses, Source Address chon A
specific IP Address va nhap dia chi IP cla may tinh ma chdng ta cho phép truy cap tai nguyén,
Destination Address chon A specific IP Address va nhdp dia chi IP cGa may tinh chira tai
nguyén, chon Tab Protocol, Select a protocol type chon TCP, Set the IP protocol port chon
From any port va To this port la 445.

Sau d6 nhdn OK dé déng clra so IP Filter Lists, ching ta lam tuong tu' dé tao mt IP Filter List véi tén
“Khong cho phep con lai truy cap tai nguyen”.O IP Filter List nay, chi khac & cho Source Address

chon Any IP Address, con cac budc con lai déu tuong tu nhu IP Filter List ching ta da lam.
'Fit Default Domain Security Settings g S W B » -8 | =Bl

Fle Action View Hep J

=5 BEBR @M

(5 Security settings Name_/ [ Description [ Policy Assigned |
Accourt Policies BA server (Request Sec...  For all IP traffic, abways req...  No
g Local Policies lient (Respond Cnly)  Communicate normally (uns... Mo
Event Log B secure Server (Requi... For all TP traffic, always req... Mo

-8 Restricted Groups
{18 system Services

{8 Registry IP Filter Properties 2x|
-8 File System .
Y wireless Network (IEEE 802.11) Policies CEg  Addesss | Protacal | Desciiption | 121 x|
-] Public Key Policiss " Souice adde
(1] Software Restriction Pdlicies =
(#-48, 1P Security Folicies on Active Directory (abe.con) = IA"‘V IP Address =
Nar
Kb
e |
- Destination address _I
[1& specitic 1P Address | _I
IPF IP address 192 . 168 . 10 . 1 ard
L Subretmzsk: | 255 . 255 . 255 . 255 plian
¥ Mingred. Match packets with the exact opposite source and destination
addresses.
: 2l
2

0 [ 2

\ \
Wistart| | [ @ | &5 ctive Diectory Users a... |[E) Default Domain Secur... B CilwINDOWSisystem3z. . | e Ci| | WBEY 7szan

Bay giG chlng ta sé tao 2 Filter Action tuong (ng vdi 2 Filter List ching ta da tao chon Tab Manage
Filter Actions, chon tuy chon Use Add Wizard, nhan Add:
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'fn Default Domain Security Settings ﬂ & Domain Contralle We @ - -8 x [ =lelx|
F n o Yew Help ‘ |
e = B @m| & |
BB security Settings Mame_/ [ Description [ Policy Assigned [
Account Palicies EAserver (Request Sec...  For all IP braffic, always req... Mo
Local Policies Clienk (Respond Only)  Communicate normally (uns... Mo
EventLog Securs Server (Requi... For all P traffic, always req... Mo

{8 Restricted Groups
{18 System Services

{8 File system

N \irelless Network (IEEE 802.11) Policies Mansgs [P Fiter Lists - Manage Fiter Actons |
(23 Public Key Policies

(L] Softwars Restriction Policies

This dialog box allows you to create and maintain the filter
actions that define the security of pour netwark.

&), 1P Security Palicies on Active Directory (abe.com)
The awailable fiter actions are shared by i IP Secuity
policies.

Filter Actions
Name | Descrition
Permit Pemit unsecured IP packels (o ...
Fiequest Security (Dptional) Aocepls unsecured communicali

Fequire Secuity Accepts unsecured commuricati

bgd. | Edt. | Bemove ||7‘US

Cose | Cocel | ooy

4] | >
[ \
Wistart| | B & | £ active Directory Uisers ... |[%) Default Damain Secur... B C/WINDOWSisystemz. . | e O |

n Next:

£ Domain Contraller W B o« - 8 x

B 20 &g

Mame_/ [ Description [ Policy Assigned [
A server (Request Sec...  For all IP traffic, always req... Mo
Client (Respond Only)  Communicate normally funs... Mo
Securs Server (Requi... For all TP traffic, abways req... Mo

5 security Settings
Accounk Policies
Local Policies
Event Log
{8 Restricted Groups
{18 System Services
{28 Registry
{28 File System
Y wireliess Network (IEEE 802.11) Policies
(23 Public Key Policies
(L] Softwars Restriction Policies
&), 1P Security Palicies on Active Directory (abe.com)

21 xll

x|

Welcome to the IP Security Filter
Action Wizard

Use this wizard to specily propertiss for & new filter action

4 fiker action sets the secuity requirements for a dats
tansfer. These 1equirements are specified in a list of sscuiity
methods contained in the filer action.

Diata transfer is only possible when the computers invalved
use the same securty methods, Muliple secuity methods
increase the chanee thet twa computers wil use the same
methad,

To continus, click Newt

<Back | Hewy | Cancel

T
Close Concel | doly ||

4 1 3]
\

Wistart| | B & | < active Directory isers a.. W B CWINDOWSsystemaz. . | e O | w2 BN 73 am
Man hinh Filter Action Name xudt hién, dat tén cho Filter Action dau tién 1a “Cho phep” va nhan

Next:
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‘fm Default Domain Security Settings

e Do oo | lB|x|
: |
EEEEREEEE |
BB security Settings Mame_/ [ Description [ Policy Assigned [
Accounk Policies EA server (Request Sec...  For all IPbraffic, alwaysreq... Mo
Local Policies Clienk (Respond Only)  Communicate normally (uns... Mo
Event Log ecurs Server (Requi... For all TP braffic, always req...  Ma
{8 Restricted Groups
{18 System Services |
8 registry = 7l xl
{8 File System Filter Action Wizard x|
Y wireliess Network (IEEE 802.11) Policies

Filter Action Name
(23 Public Key Policies
(£ Softuware Restrctizn ol Mame this filer action and provide 3 brief description.
oftwars Restriction Policies
&), 1P Security Palicies on Active Directory (abe.com)

Name:
IEhD phed
Deseription:
=
-]
< Back Lt > Cancel

Close cocel | denw |

4 1 3]

[ \ \
i start J G & J <) Active Directory Ussrs a... || “F) Default Domain Secur... B C:{WINDOWSisystem32. . | e O | e E) Raaan

Man hinh Filter Action General Options xuat hién, chon hanh dong tugng (ng la Permit, nhan
Next:

m Default Domain Security Settings E O Domain Controller
Ip

W & - -ax} =Bl

" |
e s @B @m &z |
BB security Settings Mame_/ [ Description [ Policy Assigned [
Accounk Policies EA server (Request Sec...  For all IPbraffic, alwaysreq... Mo
Local Policies Client (Respond Only)  Communicate normally (uns... Mo
Event Log Securs Server (Requi... For all TP traffic, abways req... Mo
{8 Restricted Groups
{18 System Services
{28 Registry
{28 File System
Y wireliess Network (IEEE 802.11) Policies Filter Action General Options
(23 Public Key Policies
) Set the filter action behavior.
(L] Softwars Restriction Policies

&), 1P Security Palicies on Active Directory (abe.com)

& [Pamil
£ Block
€ Megotiate security

< Back I Mext > I Cancel

g

.|

Close cocel | denw |

4 1 3]

[ \ \
i start J G & J <) Active Directory Ussrs a... || “F) Default Domain Secur... B C:{WINDOWSisystem32. . | e O | e E) Raaan

Man hinh Completing the IP Security Filter Action Wizard xu&t hién, nhan Finish dé& hoan
thanh viéc tao Filter Action dau tién:
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‘fm Default Domain Security Settings

Wie % o+ _ & x| ;lilﬂ|
EEEEREEEE |
BB security Settings Mame_/ [ Description [ Policy Assigned [

Accounk Policies EA server (Request Sec...  For all IPbraffic, alwaysreq... Mo
Local Policies Clienk (Respond Only)  Communicate normally (uns... Mo
Event Log ecurs Server (Requl... For all IP braffic, alwaysred... Mo
{8 Restricted Groups
{18 System Services |
18 Registry 2l

{28 File System

Y wireliess Network (IEEE 802.11) Policies
(23 Public Key Policies

(L] Softwars Restriction Policies

48, IP Security Palicies on Active Directory (abe.com)

x|

Completing the IP Security Filter
Action Wizard

‘fou have successfully completed the IP Security Filter Action
“Wizard.

To edit you fier action naw, select the Edit propstties check
b, and then click Finish,

Tao close this wizard, click Finish.

<pack | Elnlsh | Cancel

T
Close Concel | doly ||

4 1 3]

[
Wistart| | B & | £ active Directory Uisers ... |[%) Default Damain Secur... B C/WINDOWSisystemz. . | e |

\
w2 BN 73 am

Tudng ty chlng ta tao Filter Action th(r 2 c6 tén la “Khong cho phep” tudng (hg vGi hanh dong

Block, sau d6 nhan Close d& ddng clra s6 Manage IP filter lists and filter actions.
Chon IPSec Security Policies on Active Directory (tén domain) ->Create IP Security Policy.

"t Default Domain Security Settings

£ Domain Contraller VM-

Fls  Action View Help

1B

Y EEEEIEE |
BB security Settings Mame_/ [ Description [ Policy Assigned [
Accourk Policies EA server (Request Sec...  For all IPbraffic, alwaysreq... Mo

Local Policies lient (Respond Only)  Communicate normally (uns... Mo
Event Log Securs Server (Requi.,.  For all TP kraffic, sways req... Mo
{8 Restricted Groups
{18 System Services
{28 Registry
{28 File System
Y wireliess Network (IEEE 802.11) Policies
(23 Public Key Policies
(L] Softwars Restriction Policies
8 [1P Security Policies on Active Dir
age IP Fier st and fiker action!
All Tasks 3
Wiew 3
Refresh
Export List...
Help.
4] 15
|creates an 1P Security palicy.

Wistart| | B & | £ active Directory Uisers ... |[%) Default Damain Secur... B C/WINDOWSisystemz. . | e |
Man hinh Welcome to the IP Security Policy Wizard xuat hién, nhan Next:
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Wie % o+ _ & x| =l51x
: |
B2 m| @ |
BB security Settings Mame_/ [ Description [ Policy Assigned [
Accounk Policies EA server (Request Sec...  For all IPbraffic, alwaysreq... Mo
Local Policies lienk (Respond Only)  Communicate normally (uns... Mo
Event Log ecurs Server (Requl... For all IP braffic, alwaysred... Mo
{8 Restricted Groups
{18 System Services
{28 Registry
{28 File System 21

Y wireliess Network (IEEE 802.11) Policies

(23 Public Key Policies

(L] Softwars Restriction Policies

&), 1P Security Palicies on Active Directory (abe.cc

Welcome to the IP Security Policy
Wizard

This wizzrd helps you create an IP Secuity policy. You will
specify the level of security to use when commuricating with
spesific computers o gioups of computers (subnets), and for
particular IP irefic pes.

To continue, click Next.

< Back Cancel

4 1 3]

[ \ \
i start J G & J <) Active Directory Ussrs a... || “F) Default Domain Secur... B C:{WINDOWSisystem32. . | e O | w2 B 74 M

Man hinh IP Security Policy Name xuat hién, dat tén cho chinh sach la “Chinh sach truy cap tai
nguyen”, nhan Next.

‘T Default Domain Security Settings g Dommain Contraller WM. & - _ & | =151
Fle Action Yiew Help | |
R EEREEEE |
BB security Settings Mame_/ [ Description [ Policy Assigned [
ficcaunt Palicies A Server (Request Sec... For al P traffi, awaysreq,.. Mo
Local Policies

lient (Respond Only)  Communicate narmally (uns... Mo

Event Log Seture Server (Requl... For all TP traffic, always req... Mo

{8 Restricted Groups
{18 System Services

{8 File system IP Security Policy Wizard

Y wireliess Network (IEEE 802.11) Policies

(23 Public Key Policies

(L] Softwars Restriction Policies

&), 1P Security Palicies on Active Directory (abe.cc

IP Security Policy Name
Name this IP Secuity policy and provide a brief deseription

Manme:

Chinh sach iy cap tai nguyer]

Deseription:

4 1 3]

[ \
i start J G & J <) Active Directory Ussrs a... || “F) Default Domain Secur... B C:{WINDOWSisystem32. . | e O | w2 B 74 M

Man hinh Requests for Secure Communication xuat hién, nhan Next.
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1B

W B o« - 8 x ‘
: |
B em A |
BB security Settings Mame_/ [ Description [ Policy Assigned [
Accaurk Policies @A server (Request Sec...  For all P traffic, always req... Mo
Local Policies lienk (Respond Only)  Communicate normally (uns... Mo

2 Event Log ecure Server (Requi... For all TP traffic, always req... Mo
Restricted Groups

{18 System Services

{28 Registry
{8 File System 1P Security Policy Wizard 2l

E W\r;less Natv‘mrk (IEEE 802.11) Policies o for Secure C. L .
Public key Policies Specify how this policy responds to requests for secure communication.
(L] Softwars Restriction Policies P
&), 1P Security Palicies on Active Directory (abe.cc

The defauit responss rule 1esponds to remte computers that request sscurly, when no
other rule applies. Ta communicate securely, the computer must respond to requests far
secure communication.

< Back W[t > Cancs|

4 1 3]
\

|
Wistart| | B & | £ active Directory Uisers ... |[%) Default Damain Secur... B C/WINDOWSisystemz. . | e O |
Man hinh Default Response Rule Authentication Method xuat hién, nhan Next.

't Default Domain Security Settings E B Domain Contraller WMe & o+ _ o8 x |

File Action View Help | |
EREEEEIEEEE |
BB security Settings Mame_/ [ Description [ Policy Assigned [

A server (Request Sec...  For all IP traffic, always req... Mo
lient (Respond Only)  Communicate normally funs... Mo
ecure Server (Requi... For all P traffic, abways req... Mo

Accounk Policies
Local Policies
Event Log

{8 Restricted Groups
{18 System Services

{28 Registry
{28 File System 1P Security Policy Wizard 2l

E W";"’-SS Nat“‘m’k (IEEF 802.11) Policles Default Response Rule Authentication Methad E
Public Key Policies To add multiple authentication methods, edit the default response ule after

(L] Software Restriction Plicies completing the wizard, —
&), 1P Security Palicies on Active Directory (abe.cc

Set the initial authentication methad for this security rle:

1 ctive Directory default iKerberos V5 protocolf

 Use a cetficate from this certfication authority (CA}

| Browse..

™| Exclude the £ name fiam the eerificate request
™| Enable certificate to account mapping

" Use this sing to protect the key exchange (preshared key)

=

]

< Back Ne; > Cancel

4] IFI |

| | |

i start J G & J ) Active Directary Users a,.. W B CAWINDOWSisystam3z. ., | e O | w2 B 74 M
Man hinh Completing the IP Security Policy Wizard xuét hién, chdc chan rang tly chon Edit
properties dd dugc chon va nhan Finish.
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‘fm Default Domain Security Settings

VM oy B - _Ex‘ T
: |

FRIEEEEEEE |

BB security Settings [ Policy Assigned [

Accounk Policies For all IP traffic, always req... Mo

Local Policies Client (Respond Only)  Communicate normally (uns... Mo

2 E\‘Tt Ltﬂad . ecurs Server (Requi... For all TP braffic, always req...  Ma

estricted Groups

{18 System Services

{28 Registry

(8 File System 1P Securi

Y wireliess Network (IEEE 802.11) Policies

(23 Public Key Policies

(L] Softwars Restriction Policies

&), 1P Security Palicies on Active Directory (abe.cc

Mame /.
B server (Request Sec...

[ Description

21|
Completing the IP Security Policy
Wizard

‘You have successfully completed specifying the properties
for your rew 1P Security policy.

To edit your IP Security palicy now, select the Edit properties
check box, and then click Finish

¥ {Edi properties

To close this wizard, click Finish,

< Back I_,\Fimsh I Cancel
Wy

4 1 3]

[
istart| | (2 @ | < Active Directory Users a... |[*8) Default Domain Secur... B C\WINDOWSsystem3z. . | < €1\
B tuy chon Use Add Wizard, nhan Add:

Default Domain Security Settings

\
| w2 B 74 M

£ Domain Contraller

Wie % o+ _ & x| =l51x
Fls  Action View Help ‘ |
3 =
FRIEEEEEEE |
BB security Settings Mame_/ [ Description [ Policy Assigned [
Accounk Policies EA server (Request Sec...  For all IPbraffic, alwaysreq... Mo
Local Policies liert (Respond Only)  Communicate normally (uns... Mo
Event Log Seture Server (Requl... For all TP traffic, always req... Mo
{8 Restricted Groups Chinh sach truy capt... Mo
{18 System Services
{28 File System

Rl
Y wireless Netwark (IEEE 802.11) Policiss s | Genersl|
(23 Public Key Policies

2 Software Restriction Folcies @E Secuity 1ules for cammunicating with other computers
&, 1P security Policies on Active Directory (abe.com] b = £
P Securiy rules:
1P Filter List [ Filter sction [ Authentication... | Tu
<Dynamics Default Response Kerheros <N
4 | |
Add.. Edt. | | Bemoe | i

Cancel

4 1 3]

[ \ \
Wistart| | B & | £ active Directory Uisers ... |[%) Default Damain Secur... B C/WINDOWSisystemz. . | e

| BEED mean
Chung ta sé€ chon Filter List va Filter Action tuong ing sau dé nhan Apply va OK,sau d6 nhan OK

dé& hoan thanh viéc tao chinh sach truy cip tai nguyén.
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VM o _ & x| EIET
: |
B em A |
BB security Settings MName _/ [ Description [ Policy Assigned |
Accounk Policies EA server (Request Sec...  For all IPbraffic, alwaysreq... Mo
Local Policies lienk (Respond Only)  Communicate normally (uns... Mo
Event Log ecurs Server (Requl... For all IP braffic, alwaysred... Mo
{8 Restricted Groups Chinh sach truy capt... Mo
{18 System Services

{8 File system

Aul
Y wireless Nabwork (IEEE 802.11) Policies BLLS | General |
(12 Public Key Policies

2 Software Restriction Folcies @E Sty s Fot commLpicsting with other computers
&, 1P security Policies on Active Directory (abe.com] b = £

IF Security ules:

1P Filter List [ Filter sction [ Authentication... | Tu

hong cho phep .. Khong cho phep <None> Ne
Chi cho phep may...  Cho phep <Mone> Ne
<Dynarmics Default Responze Kerberas <N

kil | ol

.. Edt. | Bemove | [ |jse addwicard

Ut Cancel

4 1 3]

[
Aistart| | (2 @ | < Active Directory Lsers ... W [ CWINDOwSisystemaz. .. | < €y |
Chung ta nhdn chudt phai vao chinh sach vira tao va chon Assign:

{ii Default Domain Security Settings B Domain Controller VM B o« - B X ! |

Fls  Action View Help

oo OB ¥R @M 812 |
BB security Settings Mame_/ [ Description [ Policy Assigned [

Accourt Policies (& Server (Request Security) For all IP traffic, alwaysreq... Mo

Local Policies lienk (Fespand Gnly) Communicate normally (uns...  Na

Event Log ecurs Server (Require Security) For all IP traffic, always req Mo

{8 Restricted Groups
{18 System Services

{28 Registry
{8 File System Al Tasks 3
Y wireliess Network (IEEE 802.11) Policies T |
(23 Public Key Policies =
(L] Software Restriction Policies ename
&, IP Security Policies on Active Directory (abc.com] Properties
Help

4 1 3]

|assigns this policy (attempts to make it active). [

Wistart| | B & | < active Directory isers a.. W B C:WINDOWSsystemaz, . |
Chuing ta vao Start->Run, nhap vao cmd, sau do6 st dung Iénh gpupdate/force dé chinh sach vira

tao dugc cap nhat.
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tn Default Domain Securit | @ Domain Contraller W B . _ & | =15
Fie Action View Help h | |
= MNext powered on virtual machine
e @ B|2m 8z (et pea o e i) |
BB security Settings Mame_/ [ Description [ Policy Assigned [
Accaurk Policies EA server (Request Security) For all IP traffic, always req...  No
Local Policies B4 Client (Respond only) Communicate normally (uns...  Na
- g5 Event Log A 5acurs Server (Require Security) For all IP traffic, alwaysreq... Mo
{8 Restricted Groups EAChink sach truy cap tai nguyen Vs

-8 System Services

{28 Registry

{28 File System

- Wirsless Network (IEEE 802.11) Policies
(0 Publc key Polices % C\WINDOWS)system32\cmd.exe
[#-[_] Softwars Restriction Policies

&), 1P Security Palicies on Active Directory (abe.com)

WINS Proxy Enabled. . . . . .
DHE Suffix Search List. . . . .

[Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

Description ntel(R> PRO/18AA MT Metwork Connection
Physical Add: 6-AC-29-5D-41-8D

DHCFP Enah -

IP Addres

Subnet Ma:

Default Gate

DNS Seruvers

C:\>gpupdate sforce
Refreshing Policy...

Uscr Policy Refresh has completed.
Computer Policy Refresh has completed.

To check for errors in policy processing, review the event log.

IC=N>

4 1 3]
[ \
dstart| | 2} @ | < active Directory isers a.. | Ty DeFault Domain Security .. | B3 C:\WINDOWS' system... < Ci| B E a6 am

Bai 6: VPN trén Windows Server 2003

Muc tiéu bai hoc

Trong bai hoc nay, chlng ta sé:

binh nghia VPN.

Céc thanh phan trién khai hé théng VPN.

Bao mat trong VPN.

Su phat trién va Igi ich ctia mang riéng do VPN.

Céc giao thirc cai dat VPN.

Phan tich nhu ciu thuc tién dé Iua chon giai phap VPN.

X3

*

X3

%

e

o

R/
0.0

R/
0.0

K2
0‘0

% Khai niém VPN
VPN c6 thé dugc dinh nghia nhu 1a mét dich vu mang do dugc trién khai trén co s6 ha tang cla hé
th8ng mang cng cdng vdi muc dich tiét kiém chi phi cho céc két ndi diém-diém.VPN cho phép cac
may tinh truyén thong véi nhau thong qua mot moi truGng chia sé nhu’ mang Internet nhung van
dam bao dudgc tinh riéng tu' va bao mat dir liéu.DE& cung cép két ndi gilia cAc may tinh, cac géi théng
tin dugc bao boc bang mét header ¢é chfa nhitng thdng tin dinh tuyén, cho phép di liéu cé thé guri
tr mot may truyén qua moi trudng mang chia sé va dén dugc may nhan, nhu truyén trén cac dudng
dng riéng dudgc goi la tunnel.D€ bao dam tinh riéng tu’ va bao mét trén méi trudng chia sé nady, cac
gdi tin dugc ma hod va chi cé thé giai ma véi nhitng khda thich hdp, ngdn ngtra trudng hap "trdm"
goi tin trén dudng truyén.
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Giai phap VPN (Virtual Private Network) dugc thiét k&€ cho nhitng t& chiic ¢ xu hudng tang
cudng thong tin tir xa vi dia ban hoat dong rong (trén toan qudc hay toan cau).Tai nguyén & trung
tam cd thé két nGi dén tir nhiéu ngudn nén tiét kiém dudgc chi phi va thdi gian.
+ Cac loai VPN
C6 hai loai phé bién hién nay la VPN truy cép tir xa (Remote-Access) va VPN diém-néi-diém
(site-to-site).
VPN truy cap ttr xa con dugc goi la mang Dial-up riéng ao (VPDN), la mét két nGi ngudi dung-dén-
LAN, thudng la nhu cau ctia mét t& chlc ¢ nhiéu nhan vién can lién hé véi mang riéng ciia minh tir
rat nhiéu dia diém & xa.Vi du nhu cdng ty mudn thiét 1ap mdt VPN I6n phai cdn dén mét nha cung cap
dich vu doanh nghiép (ESP).ESP nay tao ra mét may chi truy cap mang (NAS) va cung cap cho
nhitng ngudi sr dung tir xa mét phdn mém may khach cho may tinh cla ho.Sau dd, ngugi st dung
o thé goi mdt s8 mién phi d€ lién hé vdi NAS va dung phan mém VPN may khach dé truy cip vao
mang riéng cua cong ty.Loai VPN nay cho phép cac két ndi an toan, co mat ma.
VPN diém néi diém (Site To Site): Ap dung cho cac t& chlic ¢ nhiéu van phong chi nhanh, gitra
cac van phong can trao ddi dit liéu vSi nhau.Vi du mét céng ty da quéc gia o nhu ciu chia sé thdng
tin gitta cac chi nhanh dat tai Singapore va Viét Nam, c6 thé xdy dung mdt hé thdng VPN Site-to-Site
két ndi hai site Viét Nam va Singapore tao mot duGng truyén riéng trén mang Internet phuc vu qua
trinh truyén thdng an toan, hiéu qua.Loai nay cd thé dua trén Intranet hodc Extranet.
% Loai dua trén Intranet: Néu mdt cdng ty co vai dia diém tir xa mudn tham gia vao mét mang
riéng duy nhéat, ho cd thé tao ra mot VPN intranet (VPN ndi bd) d& ndi LAN véi LAN.
< Loai dua trén Extranet: Khi mét cong ty cé m6i quan hé mat thiét véi mot cong ty khac (vi
du nhu ddi tdc cung cép, khach hang...), ho ¢ thé xdy dung mét VPN extranet (VPN mé
réng) két nGi LAN véSi LAN d€ nhiéu t6 chirc khac nhau cé thé lam viéc trén mét mdi trudng
chung.
+ Cac thanh phan trién khai hé théng VPN
PE trién khai mot hé théng VPN ching ta can cd nhitng thanh phan cd ban sau day:
- User Authentication: cung cap cd ché chitng thuc ngudi dung, chi cho phép ngugi dung hgp 1€
két ndi va truy cap hé thGng VPN.
- Address Management: cung cap dia chi IP hgp |é cho nguGi dung sau khi gia nhap hé thong VPN
d€ co thé truy cap tai nguyén trén mang ndi bd.
- Data Encryption: cung cap giai phap méa hoa dir liéu trong qua trinh truyén nham bao dam tinh
riéng tu va toan ven dir liéu.
- Key Management: cung cap giai phap quan ly cac khoa dung cho qua trinh ma hoa va giai ma di
liéu.
+ Bao mat trong VPN
Tudng Iira (firewall) 1a rao chdn viing chic gitta mang riéng va Internet.Ban cé thé thiét 1ap cac
tudng Ira d€ han ché s8 lugng c6ng md, loai géi tin va giao thirc dugc chuyén qua.M6t s§ san phadm
dung cho VPN nhu router 1700 ctia Cisco ¢ thé ndng cip d€ gdp nhiing tinh ndng cua tudng Ira
badng cach chay hé diéu hanh Internet Cisco IOS thich hgp.T6t nhat la hdy cai tudng Itra that tét trudc
khi thiét 1ap VPN.
Mat ma truy cap la khi mét may tinh ma hoa dir liéu va gli nd téi mot may tinh khac thi chi cé may
dé mdi giai ma dugc.Co hai loai la mat ma riéng va mat ma chung.
Mat ma riéng (Symmetric-Key Encryption): Moi may tinh déu c6 mét ma bi mat dé€ ma hoa goi
tin trude khi guri téi may tinh khac trong mang.Ma riéng yéu cau ban phai biét minh dang lién hé véi
nhitng may tinh nao dé cd thé cai ma 1én do, d&€ may tinh clia ngudi nhan cd thé giai ma dugc.
Mat ma chung (Public-Key Encryption) két hgp ma riéng va mét ma cong cong.Ma riéng nay chi
¢d may cua ban nhan biét, con ma chung thi do may ctia ban cap cho bat ky may nao mudn lién hé
(mbt cach an toan) véi nd.DEé giai md mot message, may tinh phai dung ma chung dugc may tinh
nguon cung cap, déng thdi can dén ma riéng cla no nira.Cé mot 'ng dung loai nay dugc dung rat
phd bién la Pretty Good Privacy (PGP), cho phép ban ma hda hau nhu bat cr thir gi.
Giao thirc bao mat giao thirc Internet (IPSec) cung cap nhitng tinh ndng an ninh cao cdp nhu
cac thuét todn ma hda tét hon, qua trinh thdm dinh quyén déng nhap toan dién hon.IPSec ¢6 hai cg
ché ma héa la Tunnel va Transport.Tunnel ma héa tiéu dé (header) va kich thugc cua mai goi tin
con Transport chi md hda kich thudc.Chi nhitng hé théng nao ho trg IPSec mdi c6 thé tdn dung dugc
giao thlrc nay.Ngoai ra, tat ca cac thiét bi phai sir dung mot ma khda chung va cac tudng Ira trén moi
hé théng phai cé cac thiét 1ap bdo mat giéng nhau.IPSec cé thé ma hda dir liéu gitra nhiéu thiét bi
khac nhau nhu router véi router, firewall véi router, PC véi router, PC v8i may chu.
May cht AAA
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AAA 13 viét tat cla ba chi Authentication (thdm dinh quyén truy cdp), Authorization (cho phép)
va Accounting (kiém soat).Cac server nay dudc dung dé dam bao truy cdp an toan hon.Khi yéu cau
thiét 1ap mot két néi dugc gui téi tir mdy khach, nd sé phai qua may chu AAA dé€ kiém tra. Cac thdng
tin vé nhitng hoat déng clia ngudi sir dung la hét siic can thiét dé theo ddi vi muc dich an toan.
+ Su phat trién va Igi ich ciia mang riéng ao VPN
VPN ¢4 thé dugc phat trién trén nhiéu méi trudng khac nhau: X.25, Frame Relay, ATM, Internet.Tuy
nhién trén cadc mdi trudng khac nhau thi su’ phat trién ctia VPN ¢ cac dic diém khac nhau vé mét ki
thuat cling nhu vé mat dap (ng yéu cau cla khach hang.
Su' phat trién cua dich vu tao mang riéng ao trén internet (IP VPN) la mét xu thé tat yéu trong qua
trinh héi tu gilra internet va cac mang dung riéng.Cé bon ly do dan dén qua trinh hoi tu nay & viét
nam cling nhu trén thé gidi: B
- Su’ phét trién vé mat dia ly cta thi trudng dan dén su gia téng s8 lugng nhan vién hoat ddng phan
tan diéu nay gay kho khan trong viéc quan ly cla cac mang dung riéng.Nhu cau lién lac trong khi di
cong tac hay xu hudng lam viéc trong khi di cong tac hay xu huéng lam viéc tai nha, xu hudng hoi
nhap va méd rong cua cac cong ty dién ra manh mé lam cho cac hé thdng mang dung riéng khong dap
Ung dugc nhanh chong.VPN chinh la mét giai phap trong truGng hap nay.
- Nhu cau str dung tac nghiép truc tuyén.Su phat trién cia nén kinh t€ dan dén xu hudng lam viéc vdi
nhiéu nha cung cap dich vu, san pham ciling nhu’ d6i véi nhiéu déi tugng khach hang khac nhau.Moi
nha cung cap dich vu san pham, khach hang st dung ciu tric mang khac nhau (tha tuc, ¢ng dung,
nha cung cap dich vu, hé thong quan tri mang Iudi...).Diéu nay la mot thach thirc 16n d6i v8i mot
mang dung riéng trong viéc két ndi vai tat ca cac mang nay.
- Chi phi cho viéc cai dat va duy tri mo6t mang dién rong(WAN) la I6n.Diéu nay dac biét anh hudng téi
cac doanh nghiép cé pham vi hoat dong vugt ra khoi bién gigi quoc gia.
- Nhu cau tich hgp va don gian hoa giao dién cho nguGi st dung.
Mot VPN dudgc thiét ké tot sé dem dén nhiéu Igi ich cho cong ty, nhu:
- M@ rong két ndi ra nhiéu khu vuc va ca thé gidi.
- Tang cudng an ninh mang.
- Giam chi phi so v@i viéc thiét Iap mang WAN truyén thdng.
- Gillp nhan vién lam viéc tur xa, do do6 giam chi phi giao thong va tang kha nang tuong tac.
- Ban gian héa mo hinh kién trdc mang.
- Cung cép nhitng cd hdi két ndi toan cau (diéu nay rat khd va dat néu két ndi truc ti€p bang dudng
truyén riéng.)
- HO trg lam viéc tUr xa.
- Cung cap kha ndng tuang thich véi mang Iugi bang thong rong.
- Gilp thu h6i vén nhanh (return on investment) so véi mang WAN truyén théng.
- Quan ly dé dang: thudng cd kha nang quan ly s6 lugng ngugdi st dung (kha nang thém, xoa kénh
két nai lién tuc, nhanh chong).Hién nay nhu cau st dung tu van tir bén ngoai, cac ngudn luc tir bén
ngoai d€ phuc vu cho cdng tac kinh doanh d& trd thanh mét xu hudng.
- Kha nang lua chon toc do toi da tir toc d6 9,6 Kbit/s tdi T1/E1, hodc st dung
céng nghé DSL.
- Kha nang cung cdp dich vu mét cach nhanh chéng: VPN dugc cung cap trén mang IP tich hgp dugc
mot s8 uu diém cla mang nay do 1a kha néng lién két I6n, mang IuGi san cd vi vy giam thiéu thdi
gian cung cap dich vu.
Dai véi nha cung cdp dich vu:
- Tang doanh thu ti luu lugng st dung cling nhu xuat phat tir cac dich vu gia tang gia tri khac kem
theo.
- Tang hiéu qua sir dung mang internet hién tai.
- Gia tang thém kha ndng tu van thiét ké mang cho khach hang day la mét yéu t6 quan trong tao ra
m&i quan hé gan bo gitta nha cung cap dich vu véi khach hang dac biét 1a cac khach hang I16n.
- Dau tu khéng 16n nhung hiéu qua dem lai cao.
- M@ ra linh vuc kinh doanh mdi d6i v&i nha cung cap dich vu.Thiét bi stif dung cho mang VPN.
M6t mang riéng ao hiéu qua bao gdm cac déc diém sau:
- Bdo mat (Security).
- Tin cay (reliablitity).
- Khd nang quan tri hé thng mang (network management).
- Kha nang quan tri chinh sach (policy management).
£ Céc giao thirc cai dat VPN
v 1PSec
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IP Sercurity hay con goi la IPSec dua trén nén tang chudn cung cdp mét khoa cho phép bao mét gitra
hai thiét bi mang ngang hang:
- DUt liéu dugc tin cay (Data confidentiality).
- Thdng qua viéc md hod dif liéu nhdm bao vé dif liéu khoi su tdn cong cua céc hacker. Céc thuat
toan ho trg ma hoa bao gom: DES, 3DES, and AES.
- Tinh xac thuc va toan ven cua dif liéu (Data authentication and Data integrity).
viéc lam nay théng qua chifc ndng HMAC nd kiém tra cac géi dif liéu d€ khong lam xao tron cho viéc
nhan dir liéu.Cac chirc ndng ho trg HMAC bao gém: MD5 and SHA-1.
- Phat hién I0i (Anti-replay detection).
- La viéc lam thong qua viéc ma hoa so thir tu cac goi dir liéu.
- Tinh xac thuc clla mang (Peer authentication) viéc lam nay dam bao chdc chdn dir liéu trudc khi
dugc truyén trén mang

e Giao thirc IPSec
IPSec c¢6 3 tang giao thdc chinh:
- Internet Key Exchange (IKE): Gilp cho cac thiét bi tham gia VPN trao ddi v8i nhau vé théng tin
an ninh nhu ma hoa thé nao? Ma hda bang thuat toan gi? Bao Iau m& hoa 1 [an? IKE cd tac dung tuw
dong thda thuan cac chinh sach an ninh gilra cac thiét bi tham gia VPN.Do d6 IKE gilp cho IPSec c6
thé &p dung cho céc hé thdng mang md hinh 16n.
Trong qua trinh trao dGi key,IKE dung thuét todn ma hda ddi x'ng (symmetric encrytion) dé bao vé
viéc trao d6i key gilra cac thiét bi tham gia VPN.
- Encapsulation Security Payload (ESP): C6 tac dung xac thuc (authentication) ma héa
(encrytion) va dam bao tinh tron ven dir liéu (securing of data).Day la giao thirc dudc dung phd bién
trong viéc thiét lap IPSec .
- Authentication Header (AH): Co tac dung xac thuc, AH thi thugng it dugc sir dung vi n6 da co
trong giao thirc ESP.

+ Internet Key Exchange (IKE)
a. Co ché hoat dong cua Internet Key Exchange (IKE)
Nhu da néi & trén giao thirc IKE sé c6 chiic ndng trao dbi key gitra cac thiét bi tham gia VPN va trao
d6i chinh sach an ninh gilta cac thiét bi.Va néu khdng cd giao thlc nay thi ngudi quan tri phai ciu
hinh thu cong.
Nhiing chinh sach an ninh trén nhirng thiét bi nay dugc goi la SA (Security Associate)
Do d6 céc thiét bi trong qua trinh IKE s& trao d6i vdi nhau tat ca nhitng SA ma nd c6 va giilta cac thiét
bi nay sé tu tim ra cho minh nhirng SA phu hgp véi d6i tac nhat.
Nhitng key dugc trao déi trong qua trinh IKE cling dugc ma hda va nhiing key nay sé thay déi theo
thdi gian (generate key) dé tranh tinh trang bruteforce ctia Attacker.Va dudi day la cac giao thirc xac
thuc cling nhu ma hoa key trong qué trinh IKE
Oakley(Tham khao thém trén RFC 2412), ISAKMP (RFC 2408), Skeme.
Giao thurc IKE str dung UDP port 500.
b.Cac giai doan hoat dong cuia IKE (IKE Phases)
- IKE Phases 1 (B3t budc xay ra trong qua trinh IKE):

e Budc 1 : Xac thuc gilta cac thiét bi tham gia VPN (Authentication the peers).

e Budc 2 : Trao ddi cac SA.
Va Phases 1 nay cé 2 ché dd hoat dong la Main mode (Can 6 message dé hoan thanh cac budc
1&2) va Aggressive mode (Can 3 message dé hoan thanh cac budc 1&2).
- IKE Phases 1.5 (khdng bat budc).
Giao doan nay cd tac dung cap phat dia chi IP LAN, DNS thong qua DHCP va xac thuc User
(Authentication User).Giao thirc dugc goi trong qua trinh nay la Xauth (Extended Authentication).
- IKE Phases 2 (bat budc phai xay ra).
Sau khi trai qua Phase 1 & 1.5 IUc nay gilta cac thiét bi da co6 day da cac thong tin vé nhau nhu
chinh sach ma hda, xac thuc (SA) va key.
Va nhd IKE thi gilta cac thié€t bi da xay dung dugc 1 kénh truyén ao an ninh .
Dén day gilra cac thiét bi lai ti€p tuc trao ddi cho nhau 1 SA khéac.Cai SA dugc trao déi ltc nay Ia
chinh sach cua giao thirc IPsec (chinh sach an ninh dong géi dir li€u) n6 khac véi SA cua giao
thirc IKE (Iam thé& nao dé xay dung 1 kénh an toan).Cai SA cla IPsec nay nd s& trao ddi vai nhau viéc
ma hda ddéng gdi dif liéu theo ESP hay AH, nd hoat dong theo dang tunel mode hay transports
mode, thdi gian ma hda la bao 1au?
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Pay 13 md hda dir liéu chir khdng con 13 ma hda trao déi khda (key) nhu dién ra trong qué trinh IKE.
Dén Iic nay néu mudn trao ddi vai ai thi nd s& trao d6i SA IPSec v6i ngudi d6 va dit liéu dugc guri trén
dudng truyén dugc ma hda dua vao SA IPsec nay.
c. Cac chirc nang khac cia IKE giap cho IKE hoat dong t6i vu han bao gom:
- Dead peer detection (DPD) and Cisco 10S keepalives la nhitng chi’c nang b6 dém thdi
gian.Nghia la sau khi 2 thiét bi da tao dudc VPN IPsec vdi nhau r6i thi nd sé thudng xuyén guri cho
nhau géi keepalives d€ ki€m tra tinh trang clia ddi tac.Muc dich chinh dé phat hién hong hoc cla cac
thiét bi.Thong thudng cac gdi keepalives s& git moi 10s
- Ho trg chirc ndang NAT-Traversal: Chlc ndng nay co y nghia la néu trén dudng truyén tur A tGi B
néu cd nhitng thi€t bi NAT or PAT d(ing gitra thi Iic nay IPSec néu hoat déng & ché do tunel mode
va enable chlic ndng NAT- Trasersal s& van chuyén géi tin di dugc binh thudng.
- Chirc ndng Mode Configuration :
Chtrc ndng nay co tac dung pushing cac chinh sach bao mat cling nhu thong tin vé IP, DNS ,
Gateway cho ngudi dung di dong khi ho quay VPN vao hé théng .
Ngoai ra Cisco c6 cung cap giai phap cho viéc nay do la Easy VPN.
- Chirc nang cu6i cung IKE ho trg la Xauth.Xauth sé cho phép phudng thiic AAA (Authentication,
Authorization, Accounting) hoat dong déi vai viéc xac thuc user.Ta ciing nén luu y phan
nay,Xauth khong de Ién IKE ma viéc xac thuc cua giao thlfc Xauth nay la xac thuc ngugi dung chlr
khong phai qua trinh xac thuc dién ra trong Phares 1.

< Encapsulation Security Payload (ESP)
ESP st dung IP protocol number la 50 (ESP dugc dong goéi bdi giao thic IP va trudng protocol trong
IP 1a 50).
Giao thlc ESP sé lam cong viéc la ma hda (encryption), xac thuc(authentication), bao dam tinh tron
ven cla dif liéu (Securing of data).Sau khi dong géi xong bang ESP moi thdng tin vé ma hda va giai
ma sé nam trong ESP Header. .
Céc thuat toan ma hda bao gom DES, 3DES, AES.
Céc thuat toadn dé xac thuc bao gdém MD5 hodc SHA-1
ESP con cung cap tinh ndng anti-relay d€ bao vé cac gdi tin bi ghi dé 1én no.
DuGi day la mdt mé hinh ctia qua trinh thuc thi ESP trén user data dé bao vé giita 2 IPsec peers

Figure 3-7. ESP Packetization Process

User Data :
; Padding MNext
Data | (IP Packet, TCP or UDP | Padding Langth Header
Segment, etc.)
TN -
—— — ',/
i -
Security Somnenca
ESP | Parameter Nﬂmber Encrypted Data ICV
Index (SPI)
IP ESP ESP
IP Packet Header Header SOy o it Trailer

+ Authentication Header (AH)
Giao thirc AH chi lam cbng viéc xac thuc (authentication) va bao dam tinh tron ven dit liéu.Giao thirc
AH khéng co6 chldc nang ma hoa dir liéu.Do d6 AH it dugc dung trong IPSec vi nd khong dam bao tinh
an ninh .
Budc thir 1: Giao thirc AH s& dem géi dif liéu (packet) bao gém payload + IP header + Key cho chay
qua 1 giai thuat goi la giai thuat Hash va cho ra 1 chudi s6.Cac ban nhé day la giai thuat 1 chiéu,
nghia la tir géi dir liéu + key = chudi s6.Nhung tir chudi s6 khong thé hash ra = dit liéu + key.va
chuoi s6 nay sé dugc gan vao AH header.
Bu'dc thir 2: AH Header nay s& dugc chén vao giita Payload va IP Header va chuyén sang phia bén
kia.Duang nhién ta cling nhd cho rdng viéc truyén tai géi dir liéu nay dang chay trén 1 tunel ma trudc
dd qua trinh IKE sau khi trao déi khda d& tao ra .
Budc thir 3: Router dich sau khi nhan dugc gdi tin nay bao gém IP header + AH header + Payload
s& dugc chay qua giai thudt Hash 1 [an nifa d€ cho ra 1 chudi s6 .
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Budc thir 4: So sanh chudi s6 n6 vira tao ra va chudi s6 ctia né néu giéng nhau thi n6 s& chdp nhan
géi tin. Néu trong qua trinh truyén géi dir liéu 1 attacker sniff ndi tin va chinh stra né dan dén viéc goi
tin bi thay d6i vé kich ¢8, ndi dung thi khi di qua qua trinh hash s& cho ra 1 chudi s8 khac chuoi s6
ban dau ma router dich dang c6.Do do gai tin sé bi drop.

Thudt toan hash bao gom MD5 va SHA-1.Va trong trudng hgp nay IPSec dang chay & ché do
transports mode .

Dudi day la mot vi du vé AH:

Figure 3-6. AH Packetization Process

User Data
Data | (IP Packet, TCP or UDP
Segment, etc.)
o |

~
5 |

l Security
Mext Payload Sequence
AH LHeader Length i li;;’?;tgﬂ Mumber 5 Baia
e — _ i |
IP Packet Hﬂl:der H:;;er Data
Bang so sanh gilfa 2 giao thic ESP va AH:
Security Feature AH ESP

Layer-3 IP protocol number 51 50
Provides for data intergrity Yes Yes
Provides for data authentication Yes Yes
Provides for data encryption No Yes
Protects against data replay attacks Yes Yes
Works with NAT No Yes
Works with PAT No No
Protects the IP packet Yes No
Protects only the data No Yes

v PPTP
Point — To — Point Tunneling Protocol(PPTP) dugc phat trién béi Microsoft né cung cap mét
gidi phap bao mat cho remote access. T4t ca nhitng di¥ liéu can thiét s& dudc van chuyén tir client qua
mang céng cong téi mot server (VPN gateway).
Mot vai dic diém chinh ctia PPTP:
> Compression (nén): nén dir liéu dugc thuc thi thdng qua giao thurc Microsoft's Point-to-
Point Compression (MPPC) vGi PPP payload.N6 ho trg bgi ca PPTP va L2TP.
> Encryption(ma hod): dif liéu dugc ma hod dua trén giao thirc Microsoft's Point-to-Point
Encryption (MPPE).Ma hoa diI liéu st dung thuat toan RSA's RC4 .
» User authentication: User authentication s€ dugc hoan thanh bgi phugng thirc xac
thuc:PPP vi du: PAP or CHAP.
> Data delivery: st dung giao thurc PPP, n6 dugc dong goi & trong mét géi tin PPTP/ L2TP.
» Client addressing: PPTP and L2TP ho trg cg ché gan dia chi tu dong sir dung Network
Control Protocol (NCP) ciia PPP.
_ ¢ Thanh phan cua PPTP.
O day ta s& ndi dén PPTP dua trén mat ki€n tric client-server véi két ndi remote access bao gom 2
phan:
* Client dugc quy dinh nhu la mot PPTP Access Concentrator (PAC).Gidi han cia nd chinh la su sai
Iéch,van dé bgi vi cac thiét bi ctia CISCO hay st dung thudng da gidi han phién truyén remote
access.Tuy nhién vdi PPTP thi chic nang nay da dudc phan chia ra mét PC, va mot server.
* Server la mot PPTP Network Server (PNS).Server sé chiu trach nhiém xac dinh dudng ham tir
PAC né s& cé nhiém vu bao vé gdi dit liéu PPP trong dudng ham, kiém tra nhdm bao vé, giai ma cac
gdi tin va dong goi cac gdéi tin PPP va géi tin IP dé tdi dich.
e Cach thirc hoat dong cua PPTP
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PPTP la giao thic hudng két nGi ma PAC va PNS duy tri mot trang thai két ndi.Phién truyén dugc tao
ra khi PAC khdi tao mot két noi PPP tGi PNS.Hai két n6i nay sé xay dung nén mot phién truyén: mot
diéu khién két néi (control connection) va mét di liéu k&t ndi (data connection).M6t phién truyén
dugc thiét 1ap PAC va PNS c6 thé sir dung GRE thdng qua dif liéu két ndi dé truyén tin hiéu téi ngudi
dung. N6i mdt cach téng quat két néi dir liéu dugc goi la: mét dudng ham (Tunnel).
Control Connection
Diéu khién két néi sé chiu trach nhiém thiét 1ap, duy tri va dy nhanh dit liéu dudng ham (data
tunnel) nd st dung giao thirc TCP nham van chuyén,mang céc thdng tin tdi dich vdi cong 1a :1.723
K&t nbi nay c6 thé dugc thiét 1ap tir PAC hodc PNS.
C6 2 PPTP messages c6 thé dugc st dung cho control connection:

o Control

0 Management (this is currently not defined in the RFC)
a.1.Setting Up the Control Connection
Cai d&t mét Control Connection bao gbm su trao déi gitta 2 dau cla goi tin:
Start-Control-Connection-Request.
Start-Control-Connection-Reply.
Ban dau sé gui mot ban tin dau tién khi ma phan hdi lai cho ngusi dung vdi khoang thai gian la
1s.Bang dudi day sé md ta két qua c6 thé bao gom mét goi tin phan hdi.Han nifa viéc khdi tao két
noi, nhitng message cho phép PAC cé kha nang chia sé thong tin v&i PNS.Mo6i PNS/PAC yéu cau mot
control connection riéng biét.

Code Description
1 Control connection successfully established.
2 General error.
3 Control connection already exists.
4 The requestor is not authorized to establish a control connection to the receiver.
5 The requestor’s protocol version is not supported.

Vi ca PNS and PAC déu cd thé khdi tao mdt control connection.Do dé mdt mién xung dot cé kha ndng
xay ra néu ca 2 cling c8 géng tao modt control connection trong cling mét thdi diém.Chi mét control
connection dugc ton tai gitra PNS and PAC .
MOt mién xung dot xay dén khi tai cing mét thdi diém ca PNS and PAC déu guii mét Start-Control-
Connection-Request messages.Trong tinh trang dé viéc khdi tao v8i mét IP address cao (32 bit) dugc
st dung va mot control connection ngay lap tirc dugc két thuc.
a.2 duy tri mét Control Connection(Maintaining the Control Connection)
Keepalives dudc st dung trén Control Connection d&€ dam bao chéc chdn dugc két ndi giita PAC
and PNS, bat c(r thiét bi ndo trong s& chiing khéng hoat ddng c6 thé phat hién ra nhanh nhat.Cé 2
loai keepalive messages cho Control Connection :

0 Echo-Request

o0 Echo-Reply
Ca PAC and PNS d&u c6 thé& khai tao mét keepalives.Keepalive messages dugc sinh ra néu khéng
c6 control message dugc nhan trong khoang thai gian la 60s.Néu mot PAC/PNS khong nhan mot
Echo-Reply phan hoi tir yéu cdu, control connection sé bi két thuc.
a.3 Terminating the Control Connection
Control connection cling chiu trach nhiém xac dinh bat ky mot data connections va qua trinh control
connection, viéc xac dinh control connection sir dung bdi 2 thanh phan sau:

0 Stop-Control-Connection-Request.

0 Stop-Control-Connection-Reply.
Hinh dudgi day la mot vai ly do ma tai sao control connection cé thé bi chdm dut:

Code Description
1 General teardown request.
2 The peer’s version of the protocol can’t be supported.
3 The sender of the request message is being shut down.

7

< Tunnel Connection

Tunnel chifa tdt c& nhitng PPP Packet.GRE dudgc s dung nhu [a mét giao thic van chuyén cho PPP
packets.M6t control connection xac dinh tdc dd thuc t& va thong s6 cua ving dém nhdm st dung dé
dam bao chdc chdn PAC/PNS khdng tao ra nhiing van dé diéu khién ludng.Nhirng théng s& khac can
dugc xem xét la viéc gan dia chi PAC.Cac thudt toan ma hoa va nén cling sé dugc str dung néu
c6.Van dé tiép theo dugc xem xét la dif liéu ngudi dung s& dugc dong géi va van chuyén qua dudng
ong nhu thé nao.
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b.1 Thiét Iap Két néi Puong ham (Setting Up the Tunnel Connection)
Khi mét trang thai bt dau-diéu khién két néi-yéu cau (Start-Control-Connection-Request) va bét
dau-diéu khién két néi-tra 18i yéu cau (Start-Connection-Reply) clia cac gdi tin d& dudgc trao doi
thdng qua diéu khién két ndi (control connection) thi viéc ké ti€p la cai ddt mot két ndi dudng ham
(dir liéu).N6 sé bao gom cac qua trinh sau:

e Outgoing-Call-Request

e Outgoing-Call-Reply

e Incoming-Call-Request

¢ Incoming-Call-Reply

¢ Incoming-Call-Connected
PPP dugc sir dung & day la mot gidi phap cho dialup.Vi vay hau hét cac PPP dudc thuc thi va danh
muc dugc tim thady & day khi PPP va PPTP dugc phan chia.
Outgoing dudc goi la nhitng géi tin dudc sinh ra khi cé mot trang thai két ndi tir PNS t&i PAC, PAC
dugc ndi dén nham dé thiét 1ap mdt dudng ham téi PNS.Két ndi nay cling cung cip thdng tin nhdm
diéu chinh dit liéu dugc truyén théng qua dudng ham tir PAC T&i PNS, nhu la nhitng thong tin trong
mét clra s& windows.
Outgoing reply sé giri mot loat cac két qua tra IGi tir PAC t&i PNS(nhu hinh dudi):

Code Brief Description Detailed Description

1 Connected The tunel is established with no errors.

2 General error The tunel could not be established based on the error value
in the error code field.

3 No carrier The tunel could not be established because no carrier was
detected

4 Busy A busy signal was detected, causing the tunel to fail.

5 No dial tone The outgoing call failed because no dial tone was detected.

6 Time-out The PAC didn't establish the tunnel within the required
amount of time.

7 Do not accept The outgoing call was administratively denied.

Trong hau hét cac trudng hgp chi ¢ code 1, 2, 6, va 7 dudc st dung bdi vi chic nang.

PAC dudc trién khai thuc t& trong mét Client thay vi mét thiét bj trung gian..

G6i tin Incoming-Call-Request dudc guri tir PAC t&i PNS dé chi ra rdng mdt yéu ciu ngudgc trd lai sé
dugc thiét 1ap tir PAC t&i PNS.GAi tin nay cho phép PNS thu nhan nhiing thong tin vé IGi goi trudc do
dugc tra Ioi hoac chdp nhan.

Tin Incoming-Call-Reply dugc gui tir PNS tSi PAC dé€ tra 16i chdp nhén hay tir chi mot yéu cau két
nGi.Nhirng gdi tin nay cling cd thé chira nhitng thdng tin diéu khién ludng PAC phai st dung trong
tunnel dé truyén tdi PNS.

Hinh dudi ddy cho ta nhitng két qua cd thé xay ra tir PNS:

Code Description
1 The PAC should answer the incoming call.
2 The incoming call can't be established based on the error value in the error code field.
3 The PAC should not accept the incoming call.

G6i Incoming-Call-Connected dugdc gui tir PAC t&i PNS dé dap lai (response) nhitng théng tin tra
I5i (reply).Do d6 IGi goi incoming sé st dung co ché bat tay 3 budc: request, reply, and connected.
b.2 bong goi dir liéu truyén (Encapsulating the Payload)

GRE dudc st dung dé chira cac gdi PPP dugc truyén gitta PAC va PNS.Dudi dy 1a mét vi du vé goi
PPTP, ta c6 thé& nhin thdy géi PPP dugc dong gdi trong GRE, nhitng gdi nay s& dugc dong gdi trong
mot goi tin IP.Go6i PPP chira dif liéu nguGi dung thuc té€ la goi chifa cac giao thdc nhu IP, IPX, hodc
mot vai loai khac.

Figure 4-1. PPTP Tunnel Packet

GRE
P PPP
Enhanced PPP Payload
Header Headar Header

GRE header dugc sir dung dé€ déng goéi goi PPP khdng phai l1a mét standard GRE header, nhung né lai
dugc mét phan nho cho PPTP.Su khac nhau chinh gilta standard GRE header va PPTP GRE header la
PPTP GRE header cé thém mét trudng mdi la acknowledgment dudc st dung dé xac dinh xem cd hay
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khéng mét géi GRE dugc nhan & dau cudi cia tunnel.GRE acknowledgment nay la qua trinh khong cé
bt c thr gi 1am viéc véi gdi dif liéu ngudi duing, thay vao d6, né dugc dung dé xac dinh tdc dd cla
géi truyén qua tunnel. N6i cach khac, PPTP str dung mdt giao thirc clra s8 trugt d€ khdng ché luu
lugng cia nhitng géi dua vao tunnel bang viéc st dung trudng sequence va acknowledgment .
Kich thudc clra s6 cd thé dugc thay déi ddng trong sudt qua trinh ton tai clia tunnel.Muc dich cua
PPTP khdng phai la nhitng géi tin truyén lai do bi m&t hay di ra ngoai cu tric clra s6 hién tai: diéu
nay la trach nhiém cua thiét bi nguon.
b.3 cat bo mét két néi tunnel (Tearing Down a Tunnel Connection)
Khi mot két ndi tunnel khong con can thiét, nd sé dugc gd bo bdi thi€t bi PPTP.Hai thong bao dugc
trao ddi dé xur li qua trinh g& bd nay la:

e Call-Clear-Request.

e Call-Disconnect-Notify.

e CaPAC va PNS déu c6 thé khdi tao mét huy bé két ndi tunnel.
Théng bao Call-Clear-Request dudc gui ti ngudi yéu cau nham bao hiéu két néi tunnel dang dugc
huy bo (torn down).
MOt Call-Disconnect-Notify phan hoi lai cho ngudi nhan biét tinh trang cla tunnel dugc yéu cau.
b.4 Vi du vé két néi (PPTP Example PPTP Connection)
Dugi day la nhirng giai thich v& mot x(r Ii cg ban va thong bao da thiét 1ap mot két ndi PPTP.
P&y la mét tng quan ngdn gon V& viéc cai dat mot phién PPTP tiéu biéu:
1. The PAC connects to the PNS using TCP on port 1723.
2. The PAC sends a Start-Control-Connection-Request message.
3. The PNS responds with a Start-Control-Connection-Reply message.
4

The PAC sends an Outgoing-Call-Request message, including a caller ID to identify the PAC for
the tunnel, to request a tunnel connection from the PNS.

5.  The PNS responds with an Outgoing-Call-Reply message to the PAC and selects its own caller 1D
for the tunnel.

6. The PAC sends a Set-Link-Info message, specifying the PPP options it wants to use for the tunnel.

7. Once the tunnel is up, other Set-Link-Info messages can be shared to change parameters such as
window size.
Néu khéng cé nhitng thdng bao nao nhan dugc trén két ndi diéu khién (control connection) trong
60 gidy, thi PNS s& guri nhitng Echo-Request toi PAC va gia st PAC c6 thé di téi dudc, PAC sé tra I5i
vdi mét thdng béo Echo-Reply.Nhiing théng béo nay dugc diing dé bao dam réng diém dich clia
tunnel van con hoat ddng va cd thé truyén tdi dich.
Dan dan két ndi tunnel s& dugc huy bd.Mét s6 ly do chung dé tunnel bi huy bd bao gém:
e Nhirng van dé vé kha nang vugt ngoai pham vi dugc tim thay (Reachability problems have
been found).
e (o l6i xay ra(An error condition exists).
e PAC va PNS d3 bi ngat (The PAC or PNS is shutting down).
e Tunnel khéng con can thiét (The tunnel is no longer needed).
DuGi day la mot vi du cia mét PAC dang hoan thanh mot phién truyén PPTP t&i mot PNS:
1. PAC dau tién gii mot thdng bao Set-Link-Info d& Théng tin vdi nhitng tham s& cdu hinh cla
tunnel va sau dé gui mot yéu cau két thic LCP Tdi PNS, nhdm chi ra mot phién PPP can phai
dugc déng.

2. Véc phan hoi lai, PNS dau tién gri mot gdi tin Set-Link-Info Thoéng tin véi nhitng tham s cau
hinh cla tunnel va sau d6 gui mot LCP acknowledgement tGi LCP termination request.

3. PAC gui mot Clear-Call-Request message tdi mot PAC Lién he vdéi no.

4. Nhitng PNS phan hdi lai v8i mot Call-Disconnected-Notify message t&i PAC Tai diém nay tunnel
dugc hoan thanh.

5. PAC gui mét Stop-Control-Connection-Request message tGi PNS.

6. PNS tra I8i v8i mdt Stop-Control-Connection-Reply message. Tai diém nay, két néi diéu khién
TCP da dugc két thic va phién truyén PPTP khong con ton tai gitra PAC va PNS.
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e Nhirng van dé vdi viéc sir dung PPTP (Issues with the Use of PPTP)
Trong bat ky mdt su’ thuc thi VPN nao, ban s& phai giai quyét nhitng van dé nhat dinh vé PPTP dé
thuc hién t6i vu va véi cuc ti€u nhitng van dé,day 1a mot s6 van dé chung ban s& can dé giai quyét:
o Vvan dé phan manh (Fragmentation problems).
o Van dé lién quan t8i bao mat (Security concerns).
o Van dé vé chuyén ddi dia chi (Address translation issues).
v L2TP
L2TP gidng nhu PPTP déng gdi di liéu trong nhitng frame PPP va truyén nhirng frame nay théng qua
mot IP backbone.Khéng giéng nhu' PPTP, L2TP sir dung UDP nhu mét phuong thic dong goi ca sur
bao tri tunnel lan dif liéu ngudi dung.Trong khi PPTP s dung MPPE dé ma hda (théng qua PPP), thi
L2TP lai dya vao mot gidi phap an toan han:Nhirng géi L2TP dugc bao vé bdi IPsec ESP dang st dung
& tang transport trong mé hinh OSI.M3c du ta cé thé sir dung L2TP Khéng cé IPsec, van dé chinh vdi
cach ti€p can nay la vdi viéc lam do L2TP khong thuc hién su ma hoda va bai vay su tin cay khéng
dugc dam bao.Bdi vay, da s6 L2TP su thi hanh s€ bao gobm su stf dung cla IPsec.
L2TP La mot giai phap truy nhap tir xa.N6 gom co hai thiét bi: mot client va mot server sy bao tri
tunnel va dit liéu Budng ham(tunnel) dugc dung gilra hai thiét bi nay st dung cau trac gdi, don gian
hoa chinh la su thuc thi cta L2TP.
Cho dén khi IPsec dugdc giGi thiéu XAUTH nhdm su chling thuc nguGi sir dung, nhiing phucng phap
trén nén tiéu chuén duy nhat vé su’ chlring thuc ngudi dung st dung PPTP va sau d6 L2TP.Va ngay ca
bay gid, XAUTH con & mot IETF- RFC, vi vay su thi hanh clia mot nha cung cap cé 1€ da khong thich
hop .
< Hoat dong cua L2TP
Thiét 1ap moét L2TP tunnel gébm cé hai budc dé sir dung tunnel PPP cho mét phién truyén:
1. Thiét I&p mot két ndi diéu khi€n cho dudng ham (tunnel).
(Establish a control connection for the tunnel).
2. Thiét 1&p mét phién truyén dé truyén dir liéu ngudi str dung théng qua tunnel
(Establish a session to transmit user data across the tunnel).
Nhifng thanh phan ma dugc ding dé€ hoan thanh hai budc trén la:
a.Téng quan vé IPSec (IPsec Review)
IPsec la mot giao thirc Lép 3 nham bao vé gdi tin IP & L3p-3 va cac I8p trén trong mé hinh OSI.Khéng
k& viéc dinh nghia nhitng qua trinh bao vé dit liéu nhu su toan ven dif liéu va su’ chfng thuc véi
nhifng chifc nang HMAC, va tinh bao mat di liéu véi nhitng giai thuat ma hda, IPsec cling dinh nghia
khudn dang cla nhitng géi tin va lam sao d€ nhitng géi tin dugc truyén qua dudng hdm mét cach an
toan va t6i vu nhat.Ki€éu dudng ham (Tunnel mode) dugc st dung cho nhitng két néi site-to-site va
remote access connections, trong khi ma ki€u van chuyén (transport mode) dudgc st dung cho
nhitng két nGi dac biét point-to-point.Trong tunnel mode IPsec bao vé toan bo go6i nguyén ban.
V@i viéc dugc chap nhan va st dung réng rai, IPSec cé mot s6 han ché sau:
e Chi IPsec lam viéc vGi TCP/ IP nhitng giao thirc khac sé khong lam viéc trir phi Tunnel dang
st dung GRE.
e Nhiing tham s6 dugc thong nhét gitfa nhitng hai mang, mot su’ khéng thich ('ng trong nhiing
tham s6 cling 1a nguyén nhan gay ra két ndi bi hdng.
e BGi vi IPsec van hanh tai I6p mang, nén tat ca cac giao thifc cla I&p trén va nhirng (ng dung
c6 d€ chdp nhan nhiing chinh sach ('ng dung vao két ndi IPsec gilta hai thiét bi; khéng c6 qua
trinh chuyén biét véi nhitng I8p dudi khac .
b. Cé4c kiéu Tunnel (Tunnel Types).
V@i L2TP, C6 hai ki€u tunnel:
Voluntary (tu nguyén): PC (cta) ngudi sir dung va server tinh nguyén la endpoints cla tunnel.
Compulsory(bat budc): PC clia ngudi s dung khdng la endpoint ctia tunnel thay vao d6, mét thiét
bi khac nao do phia trudc PC clia ngugi st dung, nhu mot server truy cap, dong vai tro tunnel
endpoint diéu nay tuong tu vdi viéc sir dung mot hardware client thay vi mot software client.
VGi mot tunnel tinh nguyén(Voluntary), remote access client chay phan mém L2TP/IPsec va tao nén
két ndi VPN tGi server, no lam viéc trong nhifng tinh hudng ngi ma ngudi st dung cling dang st dung
mot két ndi dialup dé dat dén ngudi phuc vu hay dang st dung LAN NIC .
MOt dudng ham bt budc(Compulsory), thiét bi thay mdt ngudi sir dung chiu trach nhiém dé thiét
l&p dudng ham.Thiét bi ma bt dau dudng ham thong thudng dugc goi la L2TP Access Concentrator
(LAC).Trong PPTP day la qua trinh két thuc dudc goi mét Front End Process (FEP).Mot server thong
thudng dudc goi la L2TP Network Server (LNS).Vi khdch hang dugc doi hoi d€ sir dung dudng ham
dudc tao ra bsi Gom ldc/ FEP, Budng ham dugc goi la "Bat budc."
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Thong thudng, LAC/FEPs Bugc st dung trong nhitng tinh huéng ma mot cong ty khong mudén xur ly
chlrc nang L2TP trén giao dién ngudi sif dung (cia) nd, nhung mudn giam bdt L2TP VPN client-side
ngoai d6i véi mot ISP.Nhirng ngudi sir dung sé& st dung dialup hay PPPoE dé thiét 1ap mot két nGi PPP
t&i ISP.Thiét bi ISP sé la mot LAC/FEP va ISP s€ chiu trach nhiém vé luu lugng xuyén qua tunnel PPP
t&i LNS cla van phong cong ty.

Figure 4-2. L2TP Compulsory Tunnel
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LAC/FEP dién hinh c6 kha ndng cua loc luu lugng xuyén qua dudng ham tdi dich dudc dua vao moi s&
dién thoai ngudi sir dung quay s6 hay username ctia ngudi s dung,y dinh dugc dua vao ca hai
phuang phap nay, ISP biét sir dung két ni dudng ham LNS nao (trong trudng hgp & dau ISP dang
cung cap dich vu nay tdi nhiéu khach hang).Ngudi s dung dau tién ma nhifng mat s6 vao trong ISP
s€ gay ra LAC/ FEP mang Ién trén dudng ham t&i LNS tai ngudi stif dung la van phong cong ty.Tat ca
cac khach hang dialup khac clia cong ty nay ndi t8i LAC/FEP sé s dung dudng ham tdi van phong tap
doan LNS.

c./IPsec Tunnel

Vi L2TP St dung IPsec nhu mdt su’ van chuyén, két ndi IPsec dau tién phai dugc thiét I1ap gitra LAC va
LNS.Pau tién, mot két ndi quan ly ISAKMP/ IKE phai dugdc xay dung; sau vai gidy mot ESP transport
mode phai dugdc xay dung.

Théng tin L2TP dugc ddng géi trong mét ESP payload dudc hién thi nhu hinh dudi:

Figure 4-3. L2TP Encapsulation
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D .L2TP Control Messages

VGi PPTP, mot k&t ndi TCP dudc st dung dé trao d8i nhitng gdi tin diéu khién control messages).TCP
bao dam mot su’ truyén thdng dang tin cdy cta PPTP control messages. Vi L2TP tin cdy trén UDP dé
truyén nhitng control messages, L2TP s dung mdt qua trinh bd sung dé bao dam su truyén thdng
cla control messages.Bén trong mot L2TP ¢ mot truGng Next-Received.Nhirng trudng server nay lam
mot chiric nang tuang tu’ nhu trudng Acknowledgment trong TCP header,mot truGng khéac, Next-Sent,
servers lam mét chirc ndng tuong tu nhu trudng Number trong TCP header.Nhitng trudng ndy cé thé
dudc sir dung cho su sdp xé&p thr tu va su’ khéng ché luu lugng clia nhitng control messages va
tunneled packets.

L2TP str dung phan 16n nhitng control messages st dung PPTP.

Table 4-5. L2TP Control Messages
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Message

Start-Control-
Connection-
Request

Start-Control-
Connection-

Reply

Start-Control-
Connection-
Connected

Outgoing-Call-
Request

Outgoing-Call-
Reply

Set-Link-Info

Hello

WAN-Error-
Notify

Call-Disconnect-

Notify

Stop-Control-
Connection-
Notification

Description

L2TP client gli diéu nay tdi L2TP server dé thiét 1ap két néi diéu khién; né ciing
bao gém gia tri Tunnel-ID ma s& dudc st dung dé xac dinh duy nhat phién truyén;
thong bao nay cd thé ciing dugc dung dé chuyén vao mét phién ban ghép ndi, yéu
cau mot su bat dau lai cia két ndi.

L2TP servergUi théng bdo nay dé tra 18i cho mdt Start-Control-Connection-Request
message.

L2TP Client guri t&i L2TP server sau khi nhan dugc L2TP server, chi ra rang tunnel
da dugc thiét 1ap thanh cong .

L2TP Client gui diéu nay d€ tao ra dudng ham dif liéu.N6 cting bao gom mét Call-
ID, ma dudc sit dung dé theo ddi moi phién truyén bén trong tunnel.Tinh hudng
nay c6 thé xay ra trong tunnel mode bat budc, ndi ma nhiéu dialup clients dang st
dung gi6ng LAC.Gia tri Call-ID thong thudng dugc tham chiéu téi nhu mot gia tri
Session-I1D

L2TP server acknowledges ghi nhan Outgoing-Call-Request message; sau khi nhan
dudc diéu nay,L2TP client phan hoi véi mot Start-Control-Connection-Connected
message.

P&y dudc st dung bdi L2TP client va server d€ dam phan hay nhiing thay déi
tham sG két ndi PPP .

SU dung L2TP client va server nhu mét co ché keepalive.Khi mét 1Gi chao gui dugc,
mot ching thuc dugc chg dgi tir thiét bi khac; néu nd khéng dugc thira nhan bén
trong mot thai gian, dudng ham dugc hoan thanh.

Pugc guri bdi L2TP tdi tat ca L2TP clients, chi ra mot 16i trén giao dién PPP

Ca hai L2TP client va server ¢ thé phat sinh thdng bao nay, chi ra mét két néi bén
trong mot dudng ham (Call-ID) dang dugc hoan thanh.

Ca hai L2TP client va server ¢ thé phat sinh thdng bao nay chi ra L2TP tunnel
dugc huy bo.

e L2TP/IPSec Versus PPTP
Dau tién ta s& khao sat mot s6 su khac nhau cg ban gilta nhitng hai giao thic L2TP va PPTP sau d6
tim hi€u nhirng Igi th€ ma mai giao thirc co.
a.Su’ khac nhau giira hai giao thirc (Protocol Differences)
Co6 mot vai su’ khac nhau gilta PPTP Va L2TP / IPsec.Tuy nhién, ta s€ chi tap trung vao ba su khac

nhau co ban:

0 Qua trinh ma hoa (Encryption process).

o Thuat toan ma hoa (Encryption algorithms).

o Chirng thu'c ngudi dung (User authentication).
V@i PPTP, chi PPP payload dugc ma hda & phia ngoai phan header dugc guri vao trong clear text.Mat
khac, L2TP/IPsec ma hoa toan bd goi tin L2TP (control or data).PPTP st dung MPPE d€ ma hdéa PPP
payload.MPPE s dung giai thuat ma héa RC-4 clia RSA, n6 ho trg 40- 56 va 128 bit khoa ma hoa (chi
diém bat ddu va diém cubi cung la dugc thuc hién cho PPTP dién hinh).L2TP/IPsec ho trg cac thudt
todn ma hoa DES (56-bit keys), 3DES (168-bit keys), va AES (128, 192, and 256 bit keys).
D3 dugc cd chitng minh rdng RC-4 ¢d thé bi cracked.Giéhg nhu cac ng dung DES vdi Ipsec, tuy
nhién diéu nay khong dudc chirng minh véi 3DES va AES, lam cho L2TP / IPsec c6 mét su’ lua chon
ma hoda an toan han. B
PPTP c6 thé ciing dudc st dung vdi nhitng hé théng Windows 95 va cao hon.L2TP Chi dugc ho trg
trén Windows 2000, XP.
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b. Nhirng loi thé cua PPTP (PPTP Advantages)
Dugi day la nhirng Igi thé ctiia PPTP so vdi L2TP/IPsec: B
PPTP la mét giao thic hau nhu don gian hon so véi L2TP/IPsec vi vay n6 de dang hon cho viéc thiét
Iap va do tim loi. B
PPTP c6 thé cling dugc st dung véi nhitng hé théng Windows 95 va cao han.L2TP chi dugc ho trg
trén Windows 2000 XP va windows server 2003 .
Nhiing PPTP clients va servers PPTP ¢4 thé dudc cai dét gilta nhitng thiét bi NAT va cling cd thé 1a
nhifng thi€t bi PAT, néu nhitng ban do thiét bi PAT cd gia tri la caller-ID cho nhiing thi€t bi khac
nhau.L2TP/IPsec ciing lam viéc v&i NAT, nhung s€ bi pha huy v&i PAT trr phi c6 NAT-T, IPsec trén
TCP, hoac mot vai pudng thlc clia nha cung cdp khac dugc sir dung.Nhitng phuang thifc IPsec yéu
cau cau hinh dac biét trén nhirng thié€t bi IPsec, PPTP thi khéng can.
c.Nhirng loi thé cia L2TP(L2TP/IPsec Advantages)
DuGi day la nhiing Igi thé cla L2TP/IPsec so v&i PPTP :
IPsec ho trg su’ chifng thuc manh mé han théng qua st dung nhitng thé hay EAP han so vdi PPP's
PAP/CHAP/MS-CHAP.
IPsec cé thé cung cip su chiing thuc dif liéu, su’ toan ven dit liéu, tinh bi mét dit liéu, va su’ bao vé
trong khi ma chi PPTP cung cap tinh bi mat cho di¥ liéu.
IPsec m& hda toan b gdi PPP trong tét ca cac trudng hgp.PPTP khéng ma hoa dé diéu chinh mot
khdi tao LCP, bédi vay nd de bi anh hudng han déi véi phién truyén hay mot su' tan cong trd lai phién
truyén.

+ PHAN TICH NHU CAU THUC TIEN DPE LUA CHON GIAI PHAP VA GIAO THUC VPN

THICH HOP R

< VPN VOI CAC DOANH NGHIEP
Khai thac nhirng thé manh cta cdng nghé dé téi vu hda qua trinh hoat dong, kinh doanh Ia mét trong
nhitng méi quan tam hang dau cltia cac doanh nghiép (DN) hoat dong trong nhiéu linh vuc khac
nhau.Mot hé thng mang hoan hao khéng chi gidi quyét tét nhitng van dé bén trong mang ndi bé ma
con phai cé kha ndng két ndi linh hoat, dap (ng tét nhu cu két néi gitta cac diém khac nhau nham
tao thanh mdt hé théng mang théng nhét.Viéc dap ('ng cac nhu cau két ndi tir xa nay khdng thé ndi
khac hon la dich vu VPN ma mot hé thdng mang nang dong phai dugc tich hgp.VPN hién nay khong
chi dap Ung tot nhirng yéu cau vé két ndi chia sé dit liéu ma nd con cé kha nang cung cap dudng
truyén cho nhitng i'ng dung trén nén tang IP nhu VoIP, Video Conferencing.
Nhitng ('ng dung nay sé& mang lai cho ngudi sir dung su’ ti uu, tiét kiém, linh hoat.D€ thiét 14p mdt
hé théng nhu vay, ta cd thé sir dung phdn mém hay phan ciing dua trén nén tang hé théng mang IP
trén cac dudng truyén nhu Leasedline, ATM, Frame Relay, ISDN hay cac dudng truyén xDSL nhu
SHDSL, ADSL,...
Sau day la nhifng théng tin cd ban vé cdng nghé VPN va cac yéu cau can thiét dé thiét Iap mot hé
th8ng mang riéng 40.Vay VPN la gi? Lam sao dé xdy dung mdt hé théng VPN tién Igi, bado mat, tiét
kiém chi phi va phu hgp cho DN?
VPN-Virtual Private Network (mang riéng &o) la mot ky thuét théng qua céc kénh riéng dé tao két
ndi Point-to-Point (diém dén di€ém) hay Point-to-MultiPoint (diém dén nhiéu diém) gitfa cac diém
giao dich théng qua ha tang mang cong cong (nhu mang Internet) hay nhiing dudng thué bao
riéng.Cac kénh truyén dan riéng nhu Leasedline, Frame Relay c6 mét chi phi dau tu phan cling kha
cao va tang dan theo khoang cach giita cac diém két ndi, hoat déng trén nén tang céng nghé dinh
tuyén IP cli nén vdi nhitng luu lugng giao théng mang I6n cac tuyén ndi két nay khéng dugc toi uu
13m.V&i mét chi phi thué bao kha cao, nhu vay cac dudng thué bao riéng nay chi thich hgp cho nhiing
cdng ty 16n cb nhiéu chi nhanh ndm & cac dia diém khac nhau.Su’ phat trién cta cdng nghé Multi
Protocol Label Switching (MPLS) vdi kha nang truyén tai cao, linh hoat, bdo mat han sé la mot
giai phap mang dudng truc cd kha nang truyén tai tat ca cac tin hiéu va dang dan thay thé cac dudng
thué bao truyén thdng trong giai phap VPN.VGi cac DN vira va nho, cd thé thuc hién VPN trén céng
nghé MPLS qua dudng truyén bang rong ADSL hay SHDSL.D{T liéu trén cac tuyén két nbi nay dugc
bado vé bdi cac cd ché ma hod khac nhau tuy kha ndng cuia cac thiét bi phan ciing hay chuong trinh
phan mém nham dao bao dif liéu cta ban khdng bi that thoat, bi ngdn chan bdi cac truy cap trai phép
trén dudng truyén chung.Nhitng ca ché thong dung bao gém IPSec va SSL (Secure Sockets Layer).
Dich vu VPN gilip dudc gi cho DN?Trién khai dudc mdt hé théng mang tich hop dich vu VPN sé gitp
DN ¢ dugc mdt hé thdng mang linh hoat, uyén chuyén va c6 kha ndng dap ('ng ndi két cho moi nhan
vién, hay cac ddi tac tin cdy truy cp vao hé théng mang ndi bd clia cdng ty nhdm mang lai hiéu qua
hoat dong cao nhat cho DN.Van dé khoang cach da tré nén dan gian hon bao giG hét, khi ta thuc thi
dugc cac két n6i vé trung tdm thong qua nhiing kénh két nGi cong cdng bat ky nhu trén dudng truyén
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Internet hay trén dudng modem két ndi quay s6 vé hé thdng luu trif trung tdm.Haon nifa ¢ thé hap
nhat cadc mang lai thanh mdt viing mang théng nhat nham chia sé di liéu dung chung trén cac mang
nay vai nhau va cho ban mot giai phap sao luu dif liéu.Khong chi la viéc chia sé dif liéu trén dudng
truyén, véi mét thué bao cd chét lugng tét, ban cd thé trién khai thém nhitng dich vu hitu ich khac
nhu thiét 1ap mét hé théng VoIP nham tiét kiém tdi da chi phi lién lac gilra trung tdm va cac chi nhanh
van phong, cdng ty ndm & cac vung dia ly khac nhau vi mot chi phi cudc goi theo md hinh Trung tam
-Chi nhanh la bang 0.Day la mot giai phap kha dn tugng va hiéu qua trén moi phuang dién phan cing
va phan mém.Bén canh mét dich vu mdi mang lai nhiéu hiéu qua cling dudc thuc hién trén dudng
truyén nay dé la dich vu hdi thao truyén hinh, mét dich vu gitp DN ¢é thé t& chirc cac cudc hop truc
tuyén gitfa trung tdm va nhéan vién cac phong ban & cac chi nhanh vao bat ky Iic nao nham giam bét
chi phi di lai nhu cac cudc gap mat truyén thong gitra cac cac doi tugng nay va trung tam lanh dao.
Dua vao thuc té ta nhan thay c6 2 giai phap dé ban cé thé tham khao véi mét chi phi dau tu ban dau
khéng qua cao. B B

VPN trén nén tang phdn mém: vdi su ho trg cla thi€t bi dan dudng (Router ADSL) trén dutng
truyén ADSL.SUr dung mét Router cé kha nang ho trg DDNS, Virtual Server ...ban c6 thé két hop vdi
ISA 2006 Server dé c6 dugc mét hé théng VPN Server cé chi phi tiét kiém nhat.Tuy nhién, véi mét hé
thong nhu vay chi dap (ng co gidi han s6 lugng nguGi truy cap vao hé thGng mang tai cing mét thai
diém.

VPN trén nén tang phan clrng va kénh thué riéng: kha ndng quan ly dé dang, cd tich hop
nhirng tinh nang Firewall sang gia gilp bao vé nhiing tuyén két nGi bdo mat han so véi viéc dung VPN
mém.Cac thiét bi phan clrng cho phép ban tao nhiéu chinh sach truy cap khac nhau nham bao mat hé
thong bén trong ctia ban.Thudng thi cac phan cliing di theo s6 lugng tir 500 don vi ngudi st dung tré
Ién.Cac thiét bi chuyén dung thudng co chi phi dau tu kha cao nhung kha nang chiing mang lai tuong
(rng v&i mifc d6 dau tu’ ctia DN.Bén canh dé cd nhirng thiét bi phan clrng VPN Server clia cac hang
san xuat th( ba vai chi phi thap han, pht hgp cho mét DN c6 quy mé vira va nho vdi s6 lugng nhan
vién di dong thudng xuyén cdng tac ngoai cong ty cé nhu cau két ndi vé hé théng mang clia cong ty
dé truy xudt dif liéu phuc vu cbng viéc.

Giai phap 1: Dua vao ha tang mang ADSL san cd cta ban vdi chi phi dau tu thap nhat:

DaGi vai DN vira va nhd, s6 lugng nhan vién di dong ra ngoai khéng qua nhiéu thi giadi phap dung thiét
bi phan cling cua cac hang th(r ba sé gilp ban gidi quyét tot nhirng yéu cau nay.Trén thij trudng hién
nay, c6 mot s6 hang da san xuat Router cd tich hgp kha tét chifc nang ctia mot VPN Server phan
ciing.Va chi phi dau tu cac thiét bi nay kha khiém t6n so vdi cac thiét bi chuyén dung cta cac hang
ndi tiéng khac.

VGi mot Router ADSL va mét dudng thué bao bang thong rong tuong ddi cao (ADSL hay ADSL2+) la
ban ¢4 thé thiét 1ap dugc mdt hé thdng mang cd kha néng dap (ng tot dich vu VPN cho cac may PC
tir xa.Viéc két ndi vé may chu ban cé thé dang ky mot dia chi IP tinh hay st dung IP déng dua trén
cdng nghé DDNS ma Router nay ho trg.VGi kha nang ho trg 16 dén 32 tuyén két ndi bao mat dong
thai, thi€t nghi da dap (ng kha tét cho nhu cau ciia mét DN vira va nhé.Hon nifa, néu ban can néi
mang LAN v&i mét chi nhanh ctia minh, viéc thiét 1ap cling dugc Router ho trg dé dang thong qua kha
nang két noi Site to Site, Site to MultiSite.Va ban nén thiét Iap mot may Server lam Radius Server
dung xac thuc quyén cla nguGi sir dung mudn truy cap vao hé théng mang LAN, nhu vay mang cla
ban sé bdo mat hon so vai viéc dung chi don thuan kha nang ho trg cla thiét bi.V4i giadi phap nay,
van dé la ban chi can chon cho minh mét thiét bi bang théng rong phu hgp, cé kha nang phuc vu tot
yéu cau can thiét ciia minh vdi mot chi phi khéng qua cao.

Giai phap 2: Dua vao mot nha cung cap dudng truyén vdi cac thiét bi phan cirng clia cac nha san xuat
thir 3:

V8i mirc dau tu tuong déi, ta ¢ thé chon cho minh giai phap thué mét kénh truyén dan riéng thdng
qua mét s6 nha cung cap dich vu.Trong dé cé thé k& dén VTN (Cong ty Vién Thdng lién tinh) cung
cap dich vu MegaWAN sé cho ban 2 chon lua: dudng truyén SHDSL hay ADSL véi toc do dudng
truyén riéng dat dugc kha cao (SHDSL-WAN t6c dé cao nhat dat 2,3Mbps hay ADSL-WAN téc dé cao
nhét dat dugc 8MBps) va c6 thém nhitng dia chi IP tinh.Thué bao MegaWAN, véi moi diém dau cudi
ban can thué bao cac dudng két ndi t6i VNPT.Thong qua hé thdng Router dan dudng, qua giao thic
chuyén mach th& hé mdi MLPS (Multi Protocol Label Switching) s& gilip cac thiét bi ciia ban chuyén tai
cac géi tin nhanh chdong va bao méat.Tuy theo khoang cach giilra cac ving dugc VTN phan dinh ma c6
cac muc thué bao khac nhau.Thiét ké str dung cho két nGi nGi bd nhung trén dudng truyén riéng nay
ban c6 thé déng ky sir dung thém dich vu Internet véi mdc chi phi hgp ly.VTN cung cip 3 dich vu VPN
cd ban: MegaWAN néi tinh, MegaWAN lién tinh va MegaWAN qudc té.
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Thiét bi dau cudi CPE (Modem/Router ADSL-SHDSL) st dung cho cac dudng truyén nay cd thé sir
dung cac thiét bi clia cac nha cung cap co uy tin trén thé gigi nhu Cisco, Netgreen, Juniper,
CheckPoint,... véi gia thanh kha dat, nhung nhifng gi ma cac thiét bi nay mang lai dang vdi gia tri ma
phai dau tu.Néu khong ta cd thé sir dung cac thiét bi mang clia cac nha san xuét khac cé gia thanh
thap hon rat nhiéu nhung vé co ban c6 thé dap ng kha tdt céc yéu cau vé két ndi cho hé théng
mang.

Thong tin cac goi thué bao duGng truyén ma ta cé thé Iua chon:

Thuc hién VPN trén dudng truyén MegaWAN, tai moi diém két néi ta can nhitng yéu ciu sau:

Cudc thué cdng megaWAN: bao gdbm cudc ddu ndi hoa mang va cudc thué cdng

Céng L3p dat dudng L3p dit dudng Cudc thué cdng
day thué bao mdi | day thué bao c6
san, du diéu kién
ky thuat
ADSL 600.000 300.000 181.818
(2M/640K) d/l&n/céng d/l&n/céng VNB/cbng/thdng
SHDSL 1000.000 700.000 272.727 VNB/cdng/
(2M/2M) d/l&n/céng d/lén/céng thang.
Cudc thué kénh dudng lén cho dich vu MegaWAN ndi tinh:
Téc do ( Cudc dudng Cudc ddu nbi hoa mang( bat
Kb/s) Ién budc)
(1000d/thang) | -T6c do dudi 512Kb/s:
256 688 150.000 dong/lan
512 1.107 -T6c do trén
768 1.340 512Kb/s:500.0000 dBng/Ién
1024 1.661
1600 2.399
2048 2.753

Cudc thué kénh dudng Ién MegaWAN lién tinh( mét s6 téc d6 lam chuén)

To6c do Cudc dudng 1én Cudc dau ndi hoa
kénh (10004) mang
(Kb/s) (bat budc)
NOi Can Céach Khong thap hon
viing viing viing cudc dau nGi hoa
128 1105 | 1616 | 2354 mang kénh
256 1550 | 2175 | 3137 dudng 1én
1024 106 2932 | 4187 MegaWAN ndi
1544/1536 | 417 6591 | 10240 | tinh, khong cao
2048 6303 | 7668 | 10997 | hon cudc dau noi
hoa mang kénh
MegaWAN quéc
té

V@i cac qui dinh vé vling cudc :+Vung 1: Bao gom cac tinh
thudc mién Bac dén tinh Quang Binh +Vung 3: Bao gém cac
tinh tir Quang tri dén cac kénh MegaWAN lién tinh c6 hai diém
két nGi cing ndm trong mot ving (1,2,3) tinh Khanh Hoa va
tinh Bac Lac, Ddc Nong +Vung 2: Céc tinh con lai Cu6c noi
vlung: Ap dung cho Cudc can vung: ap dung cho cac kénh
MegaWAN lién tinh két ndi tir vung 1 dén vung 3 va ngudgc lai,
ving 2 dén vung 3 va ngugc lai

Song song do, VTN cling cung cdp nhifng tuyén két n6i MegaWAN quéc té.Tuy nhién do dich vu
MegaWAN la mang dudng truc riéng clia VNPT nén ban chi c6 thé thuc hién dudc dang két ndi diém-
diém, diém-da-diém gilra trung tdm va chi nhanh ma khéng thuc hién dugc két néi dang Remote tir
mot PC trén mang Internet vao bén trong mang LAN cua cdng ty.Dé thuc hién diéu nay ban cé thé
két hgp thém giai phap 1 vao.

Giai phap 3: thué bao dudng truyén Internet riéng (Lesea-Line), thiét bi chuyén dung:
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Day la gidi phap cd chi phi dau tu cao nhat véi kénh truyén Internet riéng va nhirng thiét bi chuyén
dung clia cac hang thiét bi mang néi tiéng nhu Cisco, Nortel, Juniper,...SU dung giai phap két ndi nay
s& mang lai cho ban su linh hoat, uyén chuyén t6i da.Hé théng mang ludn san sang vSi moi két néi tir
bt cr noi dau, tai bat c thdi diém nao.
Sau khi thiét 1ap dugc mdt hé thdng VPN 8n dinh, bado mét.Xem nhu ta da thiét 1ap xong nén tang dé
chay nhitng 'ng dung hitu ich khac nhu VoIP, Video Conferencing (hoi thao truyén hinh).Nhirng cong
nghé hién nay dang dugc ing dung, khai thac cé hiéu qua trong hau hét cac DN c6 qui m6 I6n trén
thé gi6i nhdm gidm thi€u cac chi phi lién lac, giao dich nhd vao hé thdng mang san c6 clia cong ty.
DE thuc thi hé théng VoIP, tai moi diém dau cudi chi can trang bi thém mdt VoIP Gateway cd kha
nang dau ndi vao hé thdng tdng dai ndi bd PBX la ta cd thé thuc hién cac cudc gilta cac hé théng téng
dai thong qua cac tuyén két ndi nay.Cac thiét bi nay cling cd nhiéu lua chon tir cac nha cung cap thiét
bi mang VoIP khac nhau, tir nhitng san phdm binh dan cho téi nhitng san phdm chuyén nghiép c6 kha
ndng chay trén nhiing hé théng I8n vai kha ndng dap (ng nhiéu cudc goi dong thdi.Ung dung VoIP
giup tiét kiém tGi da chi phi lién lac gilra trung tdm va tat ca cac chi nhanh khac nhau.
PE thuc thi Video Conferencing ta can trang bi thém nhirng thiét bi chuyén dung hay cé thé thué bao
cac thiét bi nay thong qua VTN (ddi vdi nhitng cudc hop cé qui md) hay FPT. DGi vdi nhiing cudc hop
hay trao d&i qui md nho ta cé thé st dung nhitng phan mém ho trg kha ndng hdi thao qua mang LAN
v@i gia thanh khong qua cao.
Qua cac phan trén ching ta nhan thay rang, két néi VPN mang lai cho DN nhiéu Igi ich thuc t&, giup
cho nhitng nhan vién thudng xuyén di céng tac xa chi déng han trong cng viéc.DN c6 thé trién khai
de dang, nhanh chéng véi chi phi thap nhat dua vao ha tang mang san cé (dudng truyén ADSL t6c do
cao).GiG day, nhg vao VPN ma khoang cach da dugc xéa ma. N

+ LUA CHON GIAO THUC PHU HOP VOI NHU CAU THUC TE
ISA Firewall ho trg ba giao thirc VPN cho mang riéng o site-to-site: 1PSec tunnel mode,
L2TP/1PSec va PPTP.
IPSec tunnel mode dugc gidi thiéu cling ISA 2004.Vdi giao thirc nay, ISA Firewall cé thé dugc dung
nhu mét céng vao VPN site-to-site cling vdi cac cong vao VPN thudc nhdm thir ba.Diéu nay chi thuc
hién dudc vdi cac IPSec tunnel mode, vi md hinh nay vén bi xem la kém an toan va kha nang thuc thi
thap han so vdi L2TP/IPSec.Ngoai ra, ho trg dinh tuyén cho mé hinh IPSec tunnel mode la rat kho,
nang né va bi gidi han.
L2TP/1PSec la giao thic VPN site to site dugc yéu thich hon vi ca hai mat cia mang riéng ao site-to-
site déu dung ISA Firewall va cdng vao VPN thudc nhdm thir ba ho trg L2TP/IPSec.L2TP/IPSec ho trg
céc khoa pre-shared nén trong mdi trudng san xuét an toan, ban cé thé dung thdng tin thdm dinh
chitng chi cho ca tai khoan may va tai khoan ngudi diing dé chiing thuc “dudng hdm” mang riéng do
(VPN tunnel).Pay I3 ki€u cdu hinh rat an toan, nhung hau hét cic cdng ty déu thich ding ché& dd
tham dinh non-EAP cho tai khodn ngudi dung giao dién deman-dial va thdm dinh chirng chi cho tai
khoan may. . B
PPTP la giao thirc ho trg cac két ndi VPN site to site dé dang nhat.Khong can chiing chi, PPTP “chi lam
viéc va 1am viéc”.Cé mét diém han ché la PPTP kém an toan hon L2TP/IPSec vi ham bdm thdng tin
thdm dinh dugc gui qua kénh khdng dugc ma hda. Do d6, mic bao mét két néi PPTP cung c&p phu
thudc 18n vao do phiic tap clia mat khau. PPTP khéng cung cip cac chilic ndng tir chéi va bao vé
trong qua trinh Idp lai nhu & L2TP/IPSec. B
S dung IPSec tunnel mode dé két néi téi cdng vao mang riéng do clia nhém thir ba la cach dé
nhat.Viéc dau tién la ban nén xem xét thong tin sir dung ISA Firewall véi cic cdng vao VPN clia nhém
th(r ba tai website cla Microsoft.
NéEu phan hudng dan nay khong gidi quyét dugc van d€, ban can phai xem xét dén IPSec. Hay dam
bado chdc chén rang cac tham s& IPSec d& chinh xac trén ca hai mét.Ngay ca khi d& c6 cac tham s6
chinh xac, ban van c6 thé gdp phai van dé véi cdng vao VPN phu thudc non-RFC.Vi du, ta da timg
nghe néi dén mét s6 bao cdo vé tudng Ira Sonicwall khdng lam viéc véi c6ng vao ISA Firewall VPN.Ly
do bdi chiing khéng phai 1a ban thé cua RFC va khdng cho phép IKE s dung c6ng ngudn thay vi UDP
500.Do ISA Firewall 1a mdt ban thé ctia RFC, nd cd thé duing mét céng ludn phién va do dd, khdng
can két ndi téi thiét bi Sonicwall.Véi Sonicwall, ban ¢é thé dung ban update phan mém dé bién thiét bi
thanh kiéu RFC.
Mét van dé phé bién khac 1a cac tai khoan ngudi dung VPN site-to-site khéng dugc cau hinh chinh xac
phu hgp vdi tén giao dién demand-dial.Khi diéu nay dién ra (co6 mét s6 [an xuat hién ca lic mang
riéng &o da dudc két néi), khdng cd bat ky luu lugng nao di qua dugc cdng vao VPN tir mang nay tdi
mang khac.Hodc cd thé ban s& thdy dudng nhu cac két ndi dudc phép thuc hién, nhung khdng phai
tlr mang khac.Ly do la bdi két néi VPN site-to-site khéng dugc thiét 1ap. Ban cd thé kiém chling diéu
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nay bang cadch ma console RRAS va kiém tra nit Remote Access Clients & khung bén trai. Néu thay cé
mot két ndi client truy cp tUr xa cho c¢6ng vao VPN tir xa, chirng td két ndi VPN client truy cip tir xa
da dugc thuc hién chir khong phai la két nGi VPN site to site.Cac két ndi client truy cap tur xa sé khong
cho phép dinh tuyén qua c6ng vao VPN.
Vi nhitng ly do dd, khuyén cdo cac admin quan tri ISA Firewall nén st dung L2TP/IPSec v3i mot may
thdm dinh chlng chi. Tuy nhién hau hét cac trudng hgp trién khai ban dau déu cai dat mang riéng ao
site-to-site dung khda “tién chia sé&” nhdm xay dung kha nang dang tin cay vao giai phap va loai bd
mot so thira k€ phurc tap trong PKI. Sau khi giai phap VPN site to site hoan chinh thgi gian thir nghiém
cudi cung, nén chuyén khach hang sang may cé cd ché thdm dinh ching chi va ndi I5i tam biét véi
cac khda tién chia sé.
Sau day ta hay dat van dé tim ki€ém, lua chon giai phap an toan dif liéu trong VPN, trong dé dé cap,
so sanh hai giai phap vé VPN, do la giai phap VPN truyén thong dua trén IPSec (Internet Protocol
Security) va gidi phap SSL (Secure Socket Layer) gitp cho viéc quyét dinh lua chon giai phap VPN phu
hgp.
IPSEC VPN: VPN & LOP MANG (Network Layer VPN)
IPSec (Internet Protocol Security) la giao thifc mang vé bao mat va thudng dugc lién két véi VPN (tat
nhién cd thé dung IPsec & trong mang cuc bd LAN).IPSec cho phép viéc truyén tai dir liéu dugc ma
hoéa an toan & I6p mang (Network Layer) theo mé6 hinh OSI théng qua mang cong cong nhu
Internet.VPN I68p mang dé cap dén nhirng thach thirc trong viéc dung Internet nhu' la mét moi trudng
truyén dua cac luu lugng da giao thific va nhay cam .
Viéc thiét 1ap mét dudng ham IPSec (IPsec tunnel) gilta hai thuc thé, trudc tién, phai thda thuén vé
chinh sach an ninh (security policy), gidi thudt ma hda (encryption algorithm), ki€u xac thuc
(authentication method) s& dugc dung dé tao kénh.Trong IPSec tat ca cac nghi thirc I16p trén 16p
mang (tr I6p 4) nhu TCP, UDP, SNMP, [Only registered and activated users can see links] POP, SMTP,
KaZaa...déu dugc ma hoa mét khi kénh IPSec dudc thiét lap.
SSL VPN LA GI?
Thuét ngir SSL VPN dugc dung dé chi mdt dong san pham VPN méi va phat trién nhanh chdng dua
trén giao thifc SSL.Cling can nai ro la ban than giao thifc SSL khong mdi nhung lién két SSL véi VPN
la mo hinh mdi.Dung SSL VPN, két nGi gilra ngudi dung tir xa va tai nguyén mang cong ty thong qua
két ndi [Only registered and activated users can see links] & I6p (tng dung thay vi tao “"dudng ham” &
I6p mang nhu gidi phap IPSec.SSL VPN la giadi phap VPN hudng ('ng dung (application based VPN).
SSL VPN hay IPsec VPN? -
Trudc tién, can phai khang dinh 1a SSL VPN va IPSec VPN khdng phai la hai cdng nghé loai trir 1an
nhau.Thudng thi hai cdng nghé ndy ddng thdi dugc trién khai trong cling mdt cdng ty.Viéc xem xét
cac khia canh lién quan dén chi phi/lgi nhuan (cost/benefit) cling nhu cac van dé cong nghé ma hai
giai phap SSL va IPsec dé cp gilip cho viéc lua chon trién khai VPN s& trd nén dé dang hon. Ching ta
xem xét van dé dudi cac mat sau day:

% Kiéu két noi, kiéu truy cép:
IPSec VPN phu hdp cho cac két ndi theo kiéu site-to-site.N6 1a su’ Iua chon tdt nhét cho cdc mang LAN
tUr xa két ndi véi nhau hay két ndi v8i mang trung tam.Cac két n6i yéu cau bang théng rong, hiéu suat
cao, dif liéu 16n, két ndi lién tuc (always on), cd dinh la d6i tugng cung cap cla gidi phap IPsec VPN
truyén théng nay.Tuy nhién, khi dugc dung cho muc dich truy cap tai nguyén tap trung tur cac vi tri
phan bé rai rac khap naoi, hay khi ngudi dung di dong tir xa tir cac vi tri cdng cdng it tin cdy nhu san
bay, nha ga, khach san, tiém ca phé internet mudn truy cap vao tai nguyén cta céng ty ho thi giai
phap IPSec VPN td ra nhiéu bt cip va dé chinh la uu diém cta SSL VPN.
C6 thé 18y mét vi du dién hinh viéc trién khai SSL VPN ciia Cong ty Bao hiém Viét Nam (Bao Viét)
dugc trinh bay trong hdi thao vé An ninh mang do Cdng ty Juniper Networks t6 churc tai TP. HO Chi
Minh ngay 30/11/2004.Giai phap SSL VPN cta Juniper dua trén dong san phdm NetScreen phu hop
nhu cu clia Bao Viét.Bao Viét cé hang ngan cac dai ly bao hiém rai khdp cac tinh thanh trong ca
nudc, tir dé c6 hang tram cac két n6i di dong dén Trung tdm dir liéu clia Bao Viét.Do do giai phap SSL
VPN la rat phu hgp.Tuy nhién, Bao Viét du tinh xay dung thém mot trung tam dir liéu th( hai va viéc
két ndi hai trung tam nay (dang site-to-site) qua moi truGng Internet thi giai phap IPSec can dugc
xem xét.

< Phan mém khach (Client software):
IPSec VPN yéu cdu can phai c6 phan mém client cai dét tai cdc may tinh d€ ban hodc may tinh xach
tay.Diéu nay lam han ché tinh linh ddng cla ngudi dung vi khdng thé két ndi VPN néu khdng ¢ phan
mém IPSec client dugc nap.Trong khi véi giai phap SSL VPN, chi can hé diéu hanh c6 tich hgp mét
trinh duyét (browser) bat ky ho trg SSL Ia thuc hién dugc mot két néi an toan.Su’ cé mét khap nai clia

Lé Thanh Son (Giang Vién NIIT) Trang 45



IP Sec — VPN — ISA 2006

trinh duyét trén tat ca cac thiét bi tir may tinh dén PDA, dién thoai thong minh... lam c6ng nghé VPN
dua trén SSL dé trién khai hon.
Vi can phai cai phan mém IPsec client trén cac thiét bi truy cap tir xa, nén diéu nay lam tang thém chi
phi quan tri, cdu hinh.VGi mét cong ty c6 hang tram, tham chi hang ngan nguGi dung tir xa thi viéc cai
dat, quan ly, ho trg ngudi dung trong gidi phap IPSec la cong viéc ton nhiéu thgi gian, cong suc, tai
nguyén va tién bac cta cong ty.SSL VPN that su la gidi phap hiéu qua trong trudng hgp nay.

< DO tin cay cha thiét bi truy nhap hay mang tir xa: B
V@i IPSec VPN, ngudi dung tir xa hay mang LAN tir xa két ndi véi trung tdm c6 thé dé dang truy cap
dén toan bd tai nguyén mang nhu thé ho dang ngbi tai trung tdm.Vi vy, cac thiét bi hay mang tir xa
phai tin cay (trusted), mat khac vi cac thiét bi truy cap dugc quan ly va cai dat cau hinh nén IPSec
VPN dap Ung nhu cau nay.Tuy nhién, moi viéc trd nén khoé khan néu nhu ching ta cung cap giai phap
nay cho ngudi dung tur xa khong cé do tin cay tuong tu va cac thiét bi truy cap da dang nhu PDA,
dién thoai thong minh (smart phone) khong do chiing ta quan ly hay cai dat cau hinh IPSec client.

% Kiém soat truy cap (Access Control):
IPSec VPN dudc thiét k& d€ md rong pham vi cia mang LAN.Ngudi dung & cac chi nhanh van phong
cling muon truy cap khong han ché tai nguyén mang mot cach hiéu quda, doi hédi cac chinh sach an
ninh clla mang tr xa cling tuagng tu nhu clla mang tai trung tdm. Do dé cac giai phap IPSec dugc ap
dung rat hiéu qua cho mo hinh site-to-site.Su’ viéc s€ khac di néu ching ta cho phép cac nhan vién
thudng xuyén di chuyén, cac dai ly, cAc nha cung cip, nha thiu, cac ddi tac thuong mai két néi vao
mang ching ta.Va giai phap SSL VPN la mét lua chon hdp ly nhdm giam thi€u nguy cd dén tir cac két
ndi nay nhd co ché ki€ém soat chi tiét (granular access control).

< D0 bao mat (security):
Khi so sanh SSL VPN va IPsec VPN thudng ¢ cau hoi dugc dat ra “Giao thirc nao an toan han?"That
ra, ca hai nghi thirc bdo mat nay déu hoan tat nhiém vu tuong tu.Ching déu cung cap mét phuang
phap trao d6i khda an toan (secure key exchange) va phuong phap ma hda manh. M3c du hai cong
nghé khac nhau, tién hanh thiét 1ap, trién khai trén cac hé thdng theo cac phuong thirc khac nhau,
thé nhung ching déu chia sé chung mot s6 dac trung cg ban doé la cg ché ma héa manh, dung khda
phién (session key), kha nang xac thuc s dung cac phugng phap, cong nghé nhu: Triple DES, 128-
bit RC4, MD5, SHA1, RADIUS, Active Directory, LDAP, X.509.

< Tuong thich Firewall, NAT:
Viéc két noi IPSec thong qua Firewall ciing la mét khd khan.IPSec dung cac giao thirc AH
(Authenticated Header) hodc/va ESP (Encapsulating Security Payload).Néu Firewall clia ISP ngdn
khdng cho hai nghi thirc nay di qua hodc ngan cdng UDP ma IKE (Internet Key Exchange) diing dé
thuang lugng cac thong s6 bao méat trude khi két néi thi IPSec khdng thé thuc hién dugc.Mot thach
thirc khac la su khéng tuang thich cta IPSec vaéi dich dia chi mang NAT (Network Address
Translation).Trong khi d6, gidi phap SSL VPN tudng thich hoan toan véi Firewall, NAT hay server
proxy.

< Ung dung:
IPSec VPN ho trg tat ca cac iing dung trén nén tang IP.Mot khi kénh IPSec dugc thiét lap, tat ca cac
dich vu 'ng dung tUr cac ing dung truyén théng nhu web, thu dién tur, truyén tép dén cac ing dung
khac nhu ICMP, VoIP, SQL* net, Citrix ICA, cac 'ng dung da dich vu... déu cho phép di ngang qua
ké&nh nay. Pay la mét vu diém clia IPSec VPN, nhét la IPSec VPN cé thé cung cip két néi an toan cho
cac ung dung khoéng dua trén nén Web (non Web-based applications). Vi vay, cac may khach (client)
dung IPSec thuc hién két n6i VPN dugc goi la fat-client do kha néng cung (rng nhiéu dich vu va (rng
dung.Trong khi dd, kha nang truy cap cac ing dung, dich vu cla giai phap SSL VPN duGng nhu han
ché& han. SSL VPN cung cap cac (ng dung trén nén Web (Web-based application), cac ¢'ng dung e-
mail (POP3/IMAP/SMTP).Cac may khach (client) chi can dung trinh duyét (browser) c6 ho trg SSL thuc
hién két n6i VPN ma khong can cai dat phan mém client nén dugc goi la clientless hoac thin-client.Da
s6 cac giai phap SSL VPN khéng cung cdp cac Ung dung dung cdng TCP déng nhu FTP hay VoIP.Hién
nay, moi ngugdi van chi bi€t dén SSL VPN chi ho trg cac ing dung trén nén Web. That ra, SSL VPN ho
trg ca cac ing dung trén nén TCP st dung chuang trinh chuyén tiép cdng (port forwarding applet)
nhu Terminal Services (RDP protocol) hodc ('ng dung chia sé tép CIFS (Common Internet File
Service), Citrix ICA... (riéng dong san pham Cisco VPN 3000 Concentrator hién chua ho trg Citrix ICA,
héng Cisco dy dinh s& ho trg ing dung nay trong phién ban sap tdi ).

% XU HUONG
Hién nay, v&i xu hudng thuang mai dién tr, nhiéu ('ng dung trén nén Web dugc xay dung.Hang
Gartner da du doan: “Dén cubi nam 2004, 60 % cong ty st dung thin-client VPN (SSL VPN) thay vi
full, fat-client VPN (IPSec VPN)”[7].Thém vao d6, hang Frost and Sullivan danh gia dén nam 2008,
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doanh s0 giai phap SSL VPN sé vugt qua 1 ty USD va chi phi trung binh cho mét ngudi dung cua giai
phép SSL VPN tir 60 USD dén 200 USD so véi 150 USD dén 300 USD khi duing giai phap IPSec
VPN[7]. Nhin vao con s0 an tugng trén, ching ta cd cam tudng tuang lai thudc vé SSL VPN, Tuy
nhién theo nghién cfu méi nhat cla Infonetics Research ([Only registered and activated users can
see links]) (quy 3 ndm 2004), gidi phap VPN va Firewall phan cirng chi€m 82%, phan mém VPN chi€m
12%, SSL VPN chi chiém c6 5% va du bao dén nam 2007 mdi chiém 14% thi phan VPN va Firewall.Vi
vay, c6 thé tam két luan gial phap IPSec VPN dang chiém uu thé, nhung khuynh hudng dung giai
phap SSL VPN dang gia téng.
Hang Juniper sau khi mua lai hdang chuyén vé san phdm bao méat mang NetScreen vao dau nam 2004
hién dan dau thi truGng SSL VPN véi 57 % (Hinh 3).K€ ti€p la F5 (14%), Aventail (12 %), Nokia
(9%).Chang khéng [6 Cisco hinh nhu' cham chan trong cudc chai nay. San pham chuyén vé Firewall
series 500 PIX cla hang hién chi ho trg IPSec.Dong san phdm cha dao vé VPN 3000 Concentrator mdi
ho trg ca hai cong nghé IPSec va SSL VPN. Nhung xét vé t6ng thé cac giai phap VPN va Firewall thi
Cisco System van dirng dau, ti€p theo la Checkpoint Software Technologies, thi ba la Juniper
Network. R

% KET LUAN
Giai phap VPN nao la t6t nhat cho két ndi tir xa? Diéu nay phu thudc nhiéu yéu t6 nhu phan tich &
trén.IPSec VPN phl hgp cho cac két ndi thudng truc site-to-site, nham dam bao an toan cho tat ca
cac dich vu trén nén IP tU Web, email, truyén tép dén cac ing dung VoIP va da dich vu.Trong khi do,
SSL VPN thich hgp cho cac iing dung trén nén Web, cho phép két ndi an toan bat ky thiét bi nao ho
trg trinh duyét web. Ca hai cong nghé déu an toan hay cé nguy cd mat an toan giéng nhau.Tuy
trudng hap ma giai phap nao sé& dugc uu tién thiét 1ap, nhung thudng thi cac td chic trién khai ca hai
céng nghé VPN nay trén ha tang cd sG mang cua ho.

< Bao mat Wi-Fi: Lua chon giai phap
Bao mat la van dé rat quan trong va dac biét rat dugc su’ quan tam cta nhirng doanh nghiép.Khéng
nhirng thé, bao mat ciing la nguyén nhan khién doanh nghiép e ngai khi cai dat mang cuc bo khong
day (wireless LAN).Ho lo ngai vé bao mat trong WEP (Wired Equivalent Privacy), va quan tam tdi
nhifng gidi phap bao mat mgi thay thé an toan han.
IEEE va Wi-Fi Alliance d& phat trién mét giai phap bao mat hon la: Bao vé truy cdp Wi-Fi WPA (Wi-Fi
Protected Access) va IEEE 802.11i (cling dudc goi la "WPA2 Certified" theo Wi-Fi Alliance) va mot giai
phap khac mang tén VPN Fix cling giip tang cuGng bao mat mang khong day.
Theo nhu Webtorial, WPA va 802.11i dugc s dung tuong 'ng la 29% va 22%.Mat khac, 42% dugc
st dung cho cac "giai phap tinh thé" khac nhu: bdo mat hé thong mang riéng ao VPN (Vitual Private
Network) qua mang cuc b6 khong day.
Vay, ching ta nén lya chon gidi phap bao mat nao cho mang khéng day?
WEP: Bao mat qua toi
WEP (Wired Equivalent Privacy) cd nghia la bdo mat khong day tuang duang vdéi co day. Thuc ra,
WEP da dua ca xac thuc ngugi dung va dam bao an toan dir liéu vao cing mét phucng thifc khong
an toan.WEP str dung mdt khod ma hod khdng thay déi cd db dai 64 bit hodc 128 bit, (nhung trir di
24 bit s dung cho vector khéi tao khod ma hoa, nén db dai khoa chi con 40 bit hodc 104 bit) dugc sir
dung dé xac thuc cac thiét bi dugc phép truy cdp vao trong mang, va cling dudc st dung d€ ma hod
truyén dif liéu. 3
Rat don gian, cac khoa ma hoa nay dé dang bi "bé gay" bdi thuat toan brute-force va ki€u tan cong
th(r 16i (trial-and-error). Cac phan mém mien phi nhu Airsnort hoac WEPCrack sé cho phép hacker ¢
thé pha v& khod ma hod néu ho thu thap du tir 5 dén 10 triéu géi tin trén mét mang khong day. Véi
nhitng khod ma hoa 128 bit cling khong kha han: 24 bit cho khdi tao ma hoa nén chi cd 104 bit dugc
st dung dé mé& hoa, va cach thirc cling giéng nhu ma hoa c6 d6 dai 64 bit nén ma hod 128 bit cling
dé dang bi bé khod.Ngoai ra, nhitng diém yéu trong nhiing vector khdi tao khod ma hoa gitp cho
hacker 6 thé tim ra mat khau nhanh han vdi it géi thdng tin hon rat nhiéu.
Khong du doan dugc nhitng 10i trong khoa ma hoa, WEP c6 thé dugc tao ra cach bao mat manh mé
hon néu sk dung mot giao th{rc xac thuc ma cung cap mdi khoad ma hod mdi cho mdi phién lam viéc.
Khod ma hoa sé thay doi trén moi phlen lam viéc.Diéu nay sé gay kho khan han cho hacker thu thap
du cac géi dir liéu can thiét dé co thé bé gay khoad bdo mét.
Giai phap tinh thé: VPN (Vitual Private Network) Fix:
Nhan ra su yeu kém cta WEP, nhiing ngerl st dung doanh nghiép da kham pha ra mot cach hiéu
qua dé bao vé mang khdng day WLAN clia minh, dugdc goi Ia VPN Fix.Y tudng cd ban clia phuang
phap nay la coi nhirng ngudi sir dung WLAN nhu nhitng ngugi stf dung dich vu truy cap tur xa.
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Trong cach ciu hinh nay, tat cdc nhitng diém truy cAp WLAN, va cling nhu cadc may tinh dudc két ndi
vao cac diém truy cap nay, déu dugc dinh nghia trong mdt mang LAN &o ( Vitual LAN).Trong ¢ sG ha
tang bao mat, cac thiét bi nay dugc doi x&r nhu la "khong tin tudng". Trude khi bat clr cac thiét bi
WLAN dugc két ndi, chiing sé phai dugc su’ cho phép tir thanh phan bao mat cia mang LAN.D{ liéu
cling nhu két ndi clia cac thiét bi sé phai chay qua mdt may chd xac thuc nhu RADIUS chdng
han...Ti€p do, két ndi sé dugc thiét Iap thanh mat tuyén két ndi bao mat da dugc ma hoa bdi mot
giao thic bao mat vi du nhu IPSec, gidng nhu khi st dung cac dich vu truy cap tir xa qua Internet.
Tuy nhién, giai phap nay ciing khong phai la hoan hao, VPN Fix can luu lugng VPN I6n han cho tudng
Ira, va can phai tao cac tha tuc khéi tao cho tirng ngudi sir dung. Hon nira, IPSec lai khong ho nhitng
thiét bi cd nhiéu chirc ndng riéng nhu thiét bi cdm tay, may quét ma vach... Cudi cling, vé quan diém
kién tric mang, cau hinh theo VPN chi la mét giai phap tinh thé chir khdng phai la su két hgp vdi
WLAN.

Giai phap bao méat bang xac thuc )

Mot su that la khi da kham pha ra nhitng 16i vé bao mat trong mang LAN khong day, nganh cong
nghiép da phai t6n rat nhiéu cdng stic d€ giai quyét bai todn nay.Mét diéu can ghi nhé 1a ching ta
can phai déi dién véi 2 van dé: xac thuc va bado mét thdng tin. Xac thuc nhdm dam bao chac chan
ngudi st dung hap phap cd thé truy cip vao mang. Bao mét gilt cho truyén dit liéu an toan va khdng
bi lay trdm trén duGng truyén.

M6t trong nhitng uu di€ém cla xac thuc la IEEE 802.1x si dung giao thirc xac thuc mé rong EAP
(Extensible Authentication Protocol).EAP thuc su 1a mot co s6 t6t cho xac thuc, va cé thé dugc sir
dung véi mét vai cac giao thirc xac thuc khac.Nhirng giao thirc d6 bao gbm MD5, Transport Layer
Security (TLS), Tunneled TLS (TTLS), Protected EAP (PEAP) va Cisco's Lightweight EAP
(LEAP).

That may man, su lua chon giao thirc xac thuc chi can vai yéu t6 cd ban.Trudc hét, mot co ché chi
can cung cap mdt hodc 2 cach xac thuc, ¢ thé goi la su' xac thuc qua lai (mutual authentication), cé
nghia la mang sé xac thuc ngudi sir dung va ngudi s dung ciing sé xac thuc lai mang.Diéu nay rat
quan trong vSi mang WLAN, bdi hacker ¢ thé thém diém truy cip trai phép nao dé vao gitfa cac thiét
bi mang va cac diém truy cap hgp phap (kiéu tan cdng man-in-the-middle), d€ chin va thay ddi cac
goi tin trén dudng truyén di liéu.Va phuong thirc ma hoa MD5 khong cung cap xac thuc qua lai nén
cting khong dugc khuyén khich stif dung WLAN.

Chuén m3 hod 802.11i hay WPA2

MOt giai phap vé lau dai la sir dung 802.11i tuong duang véi WPA2, dugc chifng nhan bdi Wi-Fi
Alliance.Chuén nay st dung thuét todn ma hod manh mé va dudc goi Ia Chudn ma hoa ndng cao AES
(Advanced Encryption Standard).AES st dung thuat toan ma hoa d6i xirng theo khdi Rijndael, str dung
khoi ma hoa 128 bit, va 192 bit hodc 256 bit.

DE danh gid chudn ma hoa nay,Vién nghién cltu qudc gia vé Chudn va Cong nghé clia Mi, NIST
(National Institute of Standards and Technology), da théng qua thudt todn ma d&i x&’ng nay.Va chuén
ma hod nay dugc st dung cho cac cd quan chinh phu Mi d€ bao vé cac théng tin nhay cam.

Trong khi AES dugc xem nhu la bao mat tot hon rat nhiéu so vdi WEP 128 bit hodc 168 bit DES
(Digital Encryption Standard).D& dam bao vé mét hiéu ndng, qua trinh ma hod can dugc thuc hién
trong cac thi€t bi phan ciig nhu tich hgp vao chip.Tuy nhién, rat it card mang WLAN hodc cac diém
truy cdp cb ho trg ma hod bang phan cirng tai théi di€ém hién tai. Hon nita, hau hét cac thiét bi cdm
tay Wi-Fi va mdy quét ma vach déu khdng tuong thich véi chudn 802.11i.

WPA (Wi-Fi Protected Access)

Nhéan thdy dugc nhitng kho khan khi nang cap Ién 802.11i, Wi-Fi Alliance da dua ra giai phap khac goi
la Wi-Fi Protected Access (WPA).MGt trong nhirng cai ti€n quan trong nhat ctia WPA la st dung ham
thay d6i khoa TKIP ( 7emporal Key Integrity Protocol).WPA ciing st dung thudt todn RC4 nhu WEP,
nhung ma hod day du 128 bit.Va mét déc diém khac la WPA thay d6i khoa cho mai géi tin.Cac cong
cu thu thap cac géi tin d€ pha khod mé hod déu khong thé thuc hién dugc véi WPA. B&i WPA thay doi
khod lién tuc nén hacker khéng bao gid thu thap du di liéu mau dé tim ra mat khau.Khdng nhiing
thé&, WPA cdn bao gom kiém tra tinh toan ven cla thdng tin (Message Integrity Check).Vi vay, dif liéu
khdng thé bi thay ddi trong khi dang & trén dudng truyén.

MGt trong nerng diém h&p dan nhat clia WPA 13 khong yéu cau nang cap phan ciing.Cac nang cap
mlen phi vé phan mém cho hau hét cac card mang va diém truy cap sur dung WPA rat dé& dang va cé
san.Tuy nhién, WPA ciing khdng hd trg cac thiét bi cdm tay va may quét ma vach. Theo Wi-Fi
Alliance, c6 khoang 200 thiét bi da dugc cap chiing nhan tuang thich WPA.

WPA cé san 2 Iuya chon: WPA Personal va WPA Enterprise.Ca 2 lua chon nay déu st dung giao thic
TKIP, va su khac biét chi la khoa khdi tao ma hoa luc dau.WPA Personal thich hgp cho gia dinh va
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mang van phong nho, khod khdi tao s& dugc sir dung tai cac diém truy clp va thiét bi may
tram.Trong khi d6, WPA cho doanh nghiép cdn mot may chi xac thuc va 802.1x dé cung cdp cac
khoa khdi tao cho moi phién lam viéc. . .
Trong khi Wi-Fi Alliance d& dua ra WPA, va dudc coi la loai trir moi 16 hdng dé bi tén céng cua WEP,
nhung ngudi st dung van khdng thuc su tin tudng vao WPA.C6 mét 16 hdng trong WPA va 10i nay chi
xay ra véi WPA Personal.Khi ma st dung ham thay ddi khoa TKIP dudc st dung dé tao ra cac khod
ma hod bi phat hién, néu hacker cé thé doan dudc khoa khdi tao hodc mét phan cla mat khau, ho c6
thé xac dinh dugc toan bé mét khau, do d6 cd thé gidi mé dugc dif liéu.Tuy nhién, 16 hdng nay ciing
sé bi loai bd bdng cach st dung nhiing khoa khdi tao khdng dé doan (dirng s dung nhiing tir nhu
"PASSWORD" d€ lam mat khau).
Diéu nay cling c6 nghia rang ki thuat TKIP ciia WPA chi la gidi phap tam thdi, chua cung cdp mot
phuong thic bdo mat cao nhat.WPA chi thich hgp véi nhitng cong ty ma khong khong truyén dir liéu
"mat" vé nhitng thudgng mai, hay cac thong tin nhay cam...WPA cling thich hgp v&i nhitng hoat dong
hang ngay va mang tinh th{r nghiém cong nghé.

% Keét luan:
Trong khi sir dung VPN Fix qua cac k&t ndi WLAN co thé 1a mét y tudng hay va cling s& la m@t huéng
di dang.Nhung su khong thuan tién cﬁng nhu gia ca va tang luu Iu‘dng mang ciing la rao can can
vugt qua.Su chuyen ddi sang 802.11i va ma hoa AES dem lai kha ndng bao mét cao nhét. Nhung cac
td chirc, co quan van dang sir dung hang nghln nhitng card mang WLAN khdng hd trg chudn nay.Hon
nifa AES khdng hd cac thiét bi cam tay va may quét ma vach hodc cac thiét bi khac...Dd 1a nhimng gidi
han khi Iya chon 802.11i. B B B
Su' chuyén hudng sang WPA van con la nhiing th(r thach.Mdac du, van con nhiing 16 héng vé bao mét
va c6 thé nhiing 16 h&ng mdi sé dudc phat hién.Nhung tai thdi di€m nay, WPA 13 lua chon t6t.
Chac han nhiing ai lam viéc trong mdi trudng cong nghé théng tin déu it nhiéu co nghe dén cac giai
phap truyén thdng mang bang cong nghé VPN thong qua mang Internet gilip cac hé théng mang noi
bd van c6 thé lién két véi nhau hay cac ngudi dung & xa, thudng xuyén di chuyén ra khdi van phong
ctia minh van c thé truy cép tai nguyén hé thdng mang dé lam viéc nhu dang & chinh vén phong clia
minh b4t chdp khoang cach dia ly, khdng k& khdng gian, th&i gian ma chi can cd san dudng két néi
Internet.
Cac ky thuat sr dung trong VPN
Do ddc diém cla ky thudt tunneling 1a truyén cac gdi dif liéu trong cac “dudng hdm” do cac két néi
dau cuGi tao ra nén ta phai chu y viéc thiét lIap cac co ché bao mat, dam bao an toan dif liéu trén
dudng truyén (IPSec, PPTP, L2TP, L2TP/IPSec). Céc ky thuét va tiéu chudn dugc sir dung trong VPN
nhdm muc dich dam bao cho su luu thdng clia cac di liéu nhay cam trd nén an toan han khi truyén
qua mdi trudng Internet khéng dugc bao mat, dién hinh 1a cac ki thuét nhu:
« Encryption: la qua trinh ma hoéa dit liéu, chi c6 thé giai ma bdi cac hé théng dudc chi dinh trudc
do, nghia 1a hé th8ng nhan phai c6 khda ma héa méi c6 thé giai ma dudc cac dif liéu nay. C6 hai hé
thong khda ma hoa:
+ Hé thong khoa ma hda bi mat (secret-key): thiét bi guri va thi€t bi nhan cing st dung chung
mot khoa dé& ma hda va giai ma dir liéu.
+ Hé thong khéa ma hoéa dung chung (public key): s dung dén hai khoa, mét trong hai khéa
dugc cdng khai dé bt clr ai cling ¢ thé sir dung. Tén clia public key do mét ngudi dung quan ly, cac
ngudi dung khac s& sir dung public key nay dé giao ti€p vdi ngudi dung quan ly public key d.Tudng
Ung V@i public key sé c6 thém mét private key khac nifa clia riéng ngudi dung tao ra private key
nay.LUc nay moi ngudi déu cé thé st dung public key d& ma hda di liéu, nhung chi nhitng ai cd
private key mdi cé thé gidi ma cac dif liéu dé ma thdi.Hai hé th6ng ma hda théng dung nhat hién nay
la PGP (Pretty Good Privacy) va DES (Data Encryption Standard).
» Authentication: cg ché ki€ém tra d€ chdc chan rang dif liéu da dugc truyén dén ding ngudi nhan
muon gui, cling nhu’ dam bao cho cac dit liéu da dugc truyén mot cach chinh xac va toan ven.
» Authorization: tir chGi hodc cho phép truy cap vao cac tai nguyén mang sau khi ngudi dung da
dugc nhan dang va xac thuc thanh cong.
Céc giao thurc chinh st dung trong VPN
C6 4 giao thirc phd bién vai tinh bao mat cao dugc st dung trong VPN bao gom:
- IPSec (IP Security): la mdt tiéu chuén dugc phét trién bdi IETF nhdm dam bao an toan trong qua
trinh truyén dan va xac thuc ngugi dung truy cap qua mang cong cong. Khong giéng nhu cac ky thuat
ma hda khac, IPSec hoat déng & tAng Network trong mé hinh OSI, vi thé viéc trién khai IPSec khdng
bi |é thudc vao cac (rng dung trong toan mang.
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e PPTP (Point-to-Point Tunneling Protocol): do Microsoft, 3COM, va Ascend Communications
phat trién, hoat dong & tang Data link thap han dé bd sung va thay thé cho IPSec.
» L2TP (Layer 2 Tunneling Protocol): giao thirc nay két hgp gilra 2 giao thirc L2F (Layer 2
Forwarding) va PPTP (Point to Point Tunneling Protocol) do Cisco nghién cfu d€ thay thé& cho
IPSec.L2TP dugc dung dé géi cac frame PPP (Point-to-Point Protocol) d€ guii qua cac mang X25, FR,
va ATM
« SSL (Secure Sockets Layer): la giao thifc da muc dich dugc thiét k& dé tao ra cac giao tié€p gilta
hai chuong trinh (’ng dung trén mét c6ng dinh trudc (socket 443) nhdm ma hda toan b thdng tin
di/dén, ma ngay nay dudc st dung rong rai cho giao dich dién tir nhu truyén s6 hiéu thé tin dung,
mat khau, s& bi mat cd nhan (PIN) trén Internet.Sép tdi c6 thé& SSL Ia mét lua chon t&i uu cho céc
tuyén két n6i VPN.Mac du vay, IPSec van la giao thirc VPN dugc st dung nhiéu nhat hién nay.

+ Uu / Nhugc diém caa VPN
Su'ra ddi cia VPN da& danh ddu mot budc phat trién méi cia cdng nghé mang may tinh nhd p dung
nhitng ky thudt va giao thdc t6i uu tao ra nhitng Igi ich ma khéng ai cé thé phi nhan dugc nhu: e
Giam bét chi phi trién khai: gia thanh dau tu’ cho VPN thé’p hon réat nhiéu so vdi cac giai phép truy”én
thong mang khac vi VPN khéng nhat thiét phai str dung cac cTerng truyen truc ti€p nhu cac gidi phap
Frame Relay, ATM, hay ISDN.Thay vao dé la cac ha tAng mang san cé clia cac ISP dé truyen thong.
- Giam bét chi phi trién khai: gia thanh dau tu’ cho VPN thap han rat nhiéu so véi cac giai phap
truyen thong mang khac vi VPN khong nhat thiét phai stif dung cac duGng truyen truc tlep nhu cac
giai phap Frame Relay, ATM, hay ISDN.Thay vao dé 1a cac ha tdng mang san c6 cla cac ISP dé
truyén thong.
» Giam chi phi nhan vién va quan ly: do gidm dugc cac kénh truyén dudng dai nén chi phi diéu
hanh cidc mang WAN s& gidm dang k€. Nghia 1a ban sé khéng con phai dau tu’ chi phi va nhan luc cho
viéc diéu hanh, quan ly, dao tao nhan luc quan tri cac hé théng mang dua trén cac kénh truyén riéng
nita khi str dung VPN vi tit ca déu dugc ISP quan ly va kiém soét.
« Tang cudng kha nang két néi: ban c6 thé yén tdm két ndi vao cadc mang ndi bd & cach xa hang
ngan km dé 1am viéc khi cé san mot dudng truyén Internet.
- Giao dich an toan: VPN st dung giao thc tunneling dé truyén di liéu trén cdc mang vdi cac cong
nghé tién ti€n nhu ma hoéa dir liéu, xac thuc ngudi dung, quan ly quyén truy cap, v.v... dam bao dé an
toan bao mét t&i da va giam thi€u céc 16i truyén xuéng mirc t6i thiéu.
« Tan dung hiéu qua bing thong dudng truyén: cic doanh nghiép, t& chirc thudng st dung cac
dudng truyén leased line vGi bdng thong I16n nhung lai khong st dung hét bang thong gay ra tinh
trang lang phi. Néu sr dung VPN chung vdi cac iing dung Internet, ban vira tiét kiém dugc chi phi
thué cac kénh truyén khac cho VPN, vira tan dung triét dé lugng bdng thdng du thira d6 vao cac iing
dung hitu ich nhu: VoIP, Video conference...
Tuy nhién, bén canh dé VPN ciing con tén tai mét vai khuyét diém khién ngudi dung phai can nhic
trudc khi sir dung nhu
« Bi 1& thudc vao dudng truyén Internet: néu bang thdng va su 6n dinh cua dudng truyén
Internet khong t6t sé anh hudng rat I6n dén giao ti€p VPN (v3i cac két ndi VPN st dung Internet lam
dudng truyén chinh).
- Thi€u dong bo vé giao thirc: méc du dua trén cong nghé IP rong khap toan cau nhung cac giao
thirc ho trg cho VPN con chua thdng nhdt, moi nai sir dung giao thirc va thiét bi ho trg VPN khac nhau
nén kha nang tuong thich gitta cdc mang con thap.Céc chuyén gia mang van cé thé giai quyét dugc
van dé nay nhung sé gay nhiéu kho khan va lam giam hiéu nang ctia toan mang khi st dung cac giai
phap non-IP.

+ Nhirng yéu t6 can can nhac khi sir dung VPN
Trudc khi quyét dinh chon va dau tu giai phdp VPN dé thuc hién cac phién két ndi tir xa cho hé théng
mang cta minh, ban can phai can nhac ki mét s6 yéu t6 sau day: 3
- Y&u tdé bao mat: do dif liéu dugc trung chuyén qua cdc mang cdng cdng rat hon loan va méat an
toan trong khi tinh bdo mat ddéng vai trd séng con déi véi cac dit liéu nhay cdm cuia cac té chirc va
doanh nghiép.Ngoai ra con phai ddm bao cho cac dit liéu truyén-nhan dugdc chinh xac, khong bi mat
hoac sai sot, va dif liéu phai dugc ma hda trudc khi truyén ra moi trudng bén ngoai.Khi quyét dinh
trién khai VPN trong cac hé théng mang I8n thi phai chon cac giai phap tucng thich vai cac giai phap
bao mat dir liéu nhu firewall, proxy, v.v...
- Kiém tra tinh tucng thich va chat lugng cha cac thiét bi: néu khdng kiém tra kha néng tuong
thich va chét lugng clia cac thiét bi trong hé théng mang VPN trudc khi trién khai thi sé rat khd dam
bao dugc chat lugng dich vu cho toan hé thong khi dua vao st dung, dac biét la khi stif dung cac thiét
bi t&r nhiéu hang san xuat khac nhau.Vi vay, cac thiét bi nay can phai dugdc dau tu trang bi tir mot
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hang san xuét duy nhat d€ déng bd va dat dudc hiéu ndng cao nhéat, cling nhu’ can phai dudc thir
nghiém & cac khoang cach cang xa cang t6t trudc khi dua vao trién khai.
» Kha nang quan ly tap trung: hé thong mang can phai dugc cau hinh, quan ly tap trung thong
qua mét 'ng dung cu thé€ duy nhét d€ hé thng ki€m soét cd thé luu lai cac file log giam sét gidp cho
viéc theo ddi, quan ly va khac phuc su c6 dé déng han trude khi toan bd hé thdng bi sup d6 hoan
toan, gay anh hu’dng ngh|em trong dén cong viéc.
- Tinh dé trién khai: g|a| phap VPN phai dé trién khai va cdu hinh, khi trién khai cac hé thong mang
VPN ma dién rdng thi can phai chac chan rang (ing dung quan ly pha| c6 kha nang theo dai va luu lai
moi hoat dong ctia moi kénh tunnel trén toan hé théng. .
» Tinh deé st dung: cac phan mém may chu va client sir dung cho mang VPN phai dé st dung va
khdng quéa phurc tap, déc biét la cac ing dung client d& ngudi dung dau cudi dé dang trién khai va sur
dung.
» Kha nang mé rong: khong chi dap ing nhu cau sr dung hién tai ma hé théng mang VPN con phai
c6 kha ndng md réng phuc vu cho cac nhu cau nang cao cua tugng lai. Va cac thanh phan, thiét bi bé
sung phai lién lac cling nhu giam thiéu t6i da su thay ddi cac thiét bi cd san.
» Hiéu suat hoat dong cua hé thong mang: can phai lua chon cac thiét bj that chinh xac sao cho
vlra hoat dong lién lac v8i nhau, vira cé kha nang x{ ly t6t moi tac vu x(r ly mot cach nhanh chéng va
hiéu qua, dac biét Ia tién trinh ma hoa dir liéu.NEu sir dung cac thiét bi cé hiéu ndang x(r ly kém s& lam
hiéu ndng hoat dong cla toan hé théng mang giam sut nghiém trong va mat on dinh.
« Quan ly béng thdng: dé€ dat dugc hiéu ndng hoat dong, ludn ludn san sang vdi chat lugng cao
nhat thi bat budc ban phai quan ly bang thong dudng truyén cla toan hé théng sao cho hiéu qua
nhét, k& ca béng thdng danh cho cac ngudi dung, nhém lam viéc, cac i'ng dung doi hoi giao tiép
mang véi cac chinh sach uu tién hap ly.
 Chon ISP dé truyen thong: chon lua ISP cling la mot yeu to rat quan trong anh hudng rat I6n
dén hiéu sudt cua mang VPN, ISP dugc chon phai thuc sy’ 6n dinh va cd thé ho trg cho ngudi dung
VPN bat cf lic nao.

+ Céc kiéu mang VPN
VPN dudc nghién clru va phat trién nhdm muc dich gilp ngudi ding tir xa va ngudi dung clia cac
mang trong cung mét dan vi & cac vi tri dia ly khac nhau déu c6 thé truy cp vao cac ngudn tai
nguyén ndi bd thdng nhat, tap trung.Dong thdi cé thé ki€m soat truy cap cac tai nguyén mang cla
khach hang, nhan vién ho trg, va cac ddi tac kinh doanh mét cach chdt ché dé dam bao an toan cho
hé th6ng mang. Xuét phat tir cc nhu cdu nay, VPN da dudc phat trién va chia loai ra lam 3 ki€u
mang chinh sau day:

< Remote Access VPN
Ki€u mang nay thudng danh cho nhém ngudi 6 nhu cau lam viéc tir xa, nhan vién kinh doanh hay di
chuyén ra khéi van phong lam viéc cta minh van cé thé truy cap vao cac ngudn tai nguyén chung
trong mang. Dan gian ban chi can cd san mét dudng Internet 1a c6 thé két ndi vé hé thdng mang
chinh ctia minh (c6 thé dung modem quay sd hay tai cac diém truy cdp Internet cong cong).

« Intranet VPNs
P&y la ki€u mang VPN dlng dé lién két cac chi nhanh vén phong & nhiéu nai khdc nhau vao cling mot
hé th6ng mang Intranet ndi bd.Néu khéng ap dung cdng nghé VPN thi bat budc cac chi nhanh phai
thiét 1ap cac kénh két nbi dudng truc truc ti€p vao mang Intranet bang cac Backbone router nhu 1a
mot Backbone WAN ma chi phi du tu rét cao, khé trién khai va khé ma réng vé sau.Trong trudng
hgp nay, giai phap Intranet VPN sé ti€t kiém dugc rat nhiéu chi phi dau tu khi ap dung giai phap
Backbone WAN va lam gidm bét téng gid thanh dau tu cho toan bd hé théng mang Intranet xudng
nhiéu [an va con rat nhiéu uu diém khac so vdi Backbone WAN:
Cau hinh Intranet dang Backbone WAN
e S& khdng con phai lo 18ng vdi khoan chi phi dau tu rat I16n dé trang bi cac Backbone router cho cac
thi€t bi dau va cudi trong mang Backbone WAN khi trién khai Intranet VPN.
» Giam bét chi phi va s6 lugng nhan vién ho trg ky thuat cho cac mang chi nhanh & xa so vdi
Backbone WAN. B
e Cung cdp cac kénh két n6i dang Pear-to-Pear dé dang hon nhd st dung Internet lam méi trudng
giao tiép.
e C6 thé trién khai cac bién phap du phong tét nhat khi st dung cac VPN tunnel két hap véi cdng
nghé chuyén mach t6c dd cao nhu FR.
Cau hinh mang Extranet VPN
Extranet VPNE
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Extranet VPN khdng hoan toan cach ly véi “thé gidi bén ngoai” nhu’ Remote Access VPN va Intranet
VPN, ma md& rong hon va cé thé cho phép cac nhdm ngudi dung bén ngoai nhu cac dGi tac,
khach hang, nhén vién cd lién quan truy cap vao cac ngudn tai nguyén mang. .
NEu ap dung cac giai phap Extranet VPN, viéc thiét Iap cac mang Extranet trd nén de dang hon rat
nhiéu va mang lai cho ban nhiéu Igi nhuén hon véi rét nhiéu uu diém nhu: gia thanh dau tu rat thép
so v6i mang truyén théng; dé dang trién khai, duy tri cling nhu sira déi, bé sung vé sau; c6 nhiéu lua
chon dé tim dudc nha cung cp dich vu phu hgp vdi nhu cau st dung cuia tirng té chiic, doanh nghiép
do su phat trién manh mé cla Internet; gidm bét chi phi dao tao va thué cac chuyén vién quan ly do
mot phan ha tang hé théng mang Extranet VPN (dudng truyén Internet) do cac ISP quan ly, nhg do
lam giam bat chi phi van hanh hé théng mang.
Qua céc thong tin trén ching ta cd thé nhan thdy nhiing Igi ich thiét thuc ma gidi phap VPN mang lai
cho DN khi trién khai, tich hop ching vao ha tang mang cta minh. Va téi sé gidi thiéu sau hon vé cac
giao thirc mang VPN va hudng dan cac budc don gian nhat dé thiét 1ap mot hé thdng mang VPN trén
ca server lan client trong bai viét ti€p theo cta s6 bao tdi, cac ban nhg dén doc nhé.

+ UNG DUNG VPN TRONG CAC TRUONG HOC
Nhiém vu c8p bach dét ra hién nay cho cac nha quan tri mang clia cac trudng hoc 1a 1am sao cé thé
thiét Iap dugc mot hé thdng bao mat an toan cho hé thong thong tin clia trudng hoc.Hé thdng bao
mat nay vlra phai dam bao tinh riéng tu ngan chan moi thdm nhap pha hoai trai phép tir bén ngoai,
vUra phai dam bao viéc két ndi va khai thac thong tin trén mang Internet dugc thong sud6t.Sau day la
nhiing giai phap hién dang dugc ('ng dung rét phé bién trong cac mang Intranet clia cac cdng ty da
qudc gia nhu: Siemens, Ericsson... do la cong nghé mang riéng ao (VPN).
Hién nay cac trudng (Pai hoc, Cao dang, Trung cap...) 8 Viét Nam d3 va dang ti€n hanh xady dung hé
th8ng mang Intranet riéng dé phuc vu cho viéc nghién clitu va hoc tap cua gido vién, sinh vién, hoc
sinh.Hau hét cdc mang nay déu dugc két ndi véi mang Internet, cac két ndi ndy dudgc dung dé trao
ddi thdng tin ndi bd cling nhu véi céc trudng hoc khéc va gilp cho gido vién, sinh vién cé diéu kién
ti€p can va khai thac nguoén tai nguyén khoa hoc phong phu trén Internet.Internet mang lai cac Igi ich
khdng thé phl nhan déi véi cong viéc hoc tap va nghién clru, tuy nhién né cling con c6 diém bét Igi
khong thé tranh khoi.Cu thé dé 1a cac k& hd ma nhitng ké pha hoai Igi dung dé€ danh cdp thdng tin,
pha hoai mang ndi b6 clia cac trudng. Day la mét thach thirc d6i véi cac can bd quan tri mang tai cac
truGng.Dac biét la trong thdi gian gan day khi cac Hacker thudng xuyén tham nhap pha hoai danh
cép théng tin va tung ra nhiéu loai virus nguy hiém lam té liét hé théng mang.

+ Cac ky thuat sir dung trong VPN

% Tuodng Ira
Tudng Ilra 1a mét hé th8ng ndm gitta mang ndi bd va mang cdng cdng nham kiém soét tat ca cac goi
tin di qua bd dinh tuyén c6ng va do dé né dugc xem nhu mét hé théng loc géi.

< Ma hda va xac thuc
Ngoai ky thuat blc tudng Ira thi ma hoa va xac thuc cling la mot trong nhirng ky thuat quan trong
dugc sir dung trong VPN.

< Mat ma trong truyén thong mang
Van dé “truyén di liéu qua nhitng kénh khdng an toan” dugc giai quyét bang cach: phai dam bao tinh
riéng tu ctia kénh truyén.DGi véi VPN khong can bt cr su’ thay ddi nao trong hé thng giao nhén trén
mang, dif liéu van dudc truyén qua cac kénh théng tin khdng an toan nhung & dang ma hda dé cho
nhitng ngudi ma cd khod gidi ma méi cé thé nhan dugc.

* Ma hoa va xac thu'c trong VPN:
Tat ca cac két ndi an toan nhat thié€t phai bao dam dugc 3 chirc nang sau:
- Kha nang ma hda dir liéu.
- Kha nang xac thuc.
- Kha nang bao dam tinh toan ven dit liéu.
Pay cling chinh la cac chirc ndng cd ban nhat cia mét mang VPN.
Cac giao thirc VPN
+ IPSec
IPSec la khung ctia chudn mé& nhdm dam bao cac két ni an toan qua mang IP véi kha ndng ma hda
va xac thuc & I8p mang. N6 dudc str dung dé bao vé mét hodc nhiéu dudng két ndi gitta cac cap tram
cht (host) hodc cac cdp céng an ninh (router, firewall).IPSec st dung hai giao thirc: AH va ESP dé
cung cap tinh bao mat cho dir liéu, cac giao thirc nay co thé: str dung ddc Iap hodc thuc hién két hgp
v6i nhau dé€ tao ra cac dich vu an ninh & ca IPv4 va IPv6.Mdi giao thirc déu ho trg hai ché do: truyén
tai va dudng ham (transport va tunnel).
+ Radius:
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Nhifng nét dac trung clia Radius:
Cau truc Client/server: Network Access Server (NAS) hoat dong nhu mot client clia Radius
server.Radius server c6 trach nhiém nhan cac yéu cau két ndi cia ngudi dung thong qua NAS, xac
thuc ngudi dung va gui tra lai cac théng tin cdu hinh cho client d€ chuyén téi ngudi dung.
An ninh mang (Network Security): Cac giao dich dugc xac thuc thong qua viéc sir dung chung
mot khéda (secret) ma khoa nay khong bao giG dudc glri qua mang.
Co ché xac thuc mém déo: Radius server cd thé xac thuc mdt loat cac phuong phap xac thuc ngudi
ding khac nhau chang han nhu: CHAP, Unix login...
+ CHAP (Challenge-Handshake Authentication Protocol)
Thong thudng thi qué trinh xac thuc 1a khdng bét budc, néu cac bén két ndi mudn xéc thuc thi thong
tin vé qua trinh nay phai dugc xac dinh trong giai doan thiét Iap két n6i. Cac qua trinh dién ra nhu
sau:
- Sau khi két ndi vat ly dugc thiét lap mot bén sé gl “Challenge message” cho bén kia.
- Bén nhan dugc “Challenge message” sé xac thuc bang mét gia tri cé dugc qua thudt toan bdm mot
chiéu v@i dau vao la cac thong tin dugc cung cap trong “Challenge message”
- Bén yéu cau xac thuc s& kiém tra lai gia tri nhan dugc dé vdi gid tri ma no tinh todn dugc.Néu phu
hgp thi két noi dugc thiét 1ap, néu khong thi két nGi bi hay bo .
- Sau mdt khoang thdi gian nao do cac budc trén cd thé dudc ti€n hanh lai va xac thuc cé thé tién
hanh trén ca 2 chiéu cua két noi.

£ Mang WAN, dich vu truy nhap tir xa (RAS) va VPN
Mot mang dién rong WAN (Wide Area Network) gom 2 mang hodc nhiéu han két ndi véi nhau
qua cac kénh thué riéng (leased line). WAN cd thanh phan cg ban nhu sau: mang, bd dinh tuyén
cdng, dudng day dién thoai (Hinh 1a).
Dich vu truy nhap tir xa (RAS: Remote Access Services) st dung RAS server cho phép nguGi
dung tir xa thdng qua server nay truy nhap vao mang trung tam nhu mot ngudi sit dung trong mang
(Hinh 1b).

Wan \ WA x Mauai =l | Mang :E'L.”"_I"j \
- d = Y
Phn?l'lg I.Jl'lijy nhad E:y
nhanh
Dhrting T'ining
POTS IBDH

Thudng

Rovter Rowter

Rowter

! Hinh 1a: WAN Hink 16: RAS
MGi quan hé gita VPN va WAN
Giai phap cho mang vira va nho:
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WAM vita va nho

Céu ndi I

Enrding thmé rigng
Frarne Relay

Yang
frung tam

Hinh 2. VPN & WAN cho mang vua va nho
MGi quan hé gidia VPN va RAS
Giai phap cho mang vira va nho:

RAS
Bgng rhd Modermn 1 Hgud
IEDH Hn:-:y ELLT
g aus
EDH Ifodem LEDH

FRI

Hinh 3. VPN & RAS cho mang via va nho

4 Giai phap xay dung mot 'ng dung thuc té

« Altavista Tunnel 98 -
Altavista Tunnel Ia mét san phdm cla Digital Equipment Corporation (nay la Compaq) ho trg thiét 1ap
cac két néi dudng ngam.
Altavista Tunnel 98 c6 2 version: Extranet Server va Telecommuter Client. Extranet Server quan ly cac
két ndi & trong mang LAN (hodc WAN) con Telecommuter Client dudc sir dung dé thiét 1ap va quan ly
két ndi tGi Extranet Server.Extranet Server cling c6 thé hoat ddng nhu mét client va khi dé né cho
phép 2 mang LAN két nGi vGi nhau.Server luu trif cac thong tin vé ngudi dung nhu: User name,
password va cac thong tin khac dung dé xac thuc.Cac co cdu dé dam bao an toan dit liéu dudc sur
dung thong qua xac thuc ngudi dung va ma hoa ludng dir liéu.

e Cac uu diém cha Altavista Tunnel
Trong khi cac giai phap VPN khac sir dung cac dia chi IP cd dinh dugdc cau hinh trudc trén may 6 ca 2
phia dé& cung cip cac két néi an toan thi Altavista Tunnel thuc hién bdng mét cach khac.Altavista
Tunnel cho phép ngudi dung dang nhap tur nhiéu khu vuc khac nhau va st dung cac dia chi IP khac
nhau.Kha ndng nay cho phép ngudi dung di chuyén tir khu vuc nay sang khu vuc khac ma van duy tri
dugc két n6i vao mang LAN,
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Altavista Tunnel si dung thut todn RSA 1024 bit ma cdng khai (puclic key) dé xac thuc. Sau khi
ngudi dung da dugc xac thuc Altavista Tunnel sir dung RSA RC4 d€ ma hda gdi tin.Thuét todn MD5
dugc st dung d€ dam bao tinh toan ven cua cac géi tin.Cac khda dudc st dung trong két néi dugc
thay ddi sau tir 30 dén 1440 phut (tly thudc ciu hinh dudc thiét 1ap trén server), qua trinh nay dugc
thuc hién tu dong va khong anh hudng tdi cac hoat dong clia ngudi dung.

e Cdché lam viéc cua Altavista Tunnel
Mang Altavista Tunnel bao gom 2 phia: ngugi dung & xa (remote user hodc remote LAN/WAN) va
mang noi bo (cd mot sd host va Altavista Tunnel server) va ca hai phia déu c6 kha nang két noi
Internet.
Tunnel va Host trén mang LAN c6 cac dia chi IP vat ly va ngoai ra trén Tunnel Server con c6 mét dai
dia chi IP &0 san sang dé& gan cho cac két ndi dudng ngam.Moi két ndi dugc nhan 2 dia chi IP 40, mot
cho phia client va mét cho phia server.
Cac lubng dit liéu t6i mang riéng ao dau tién dudc dinh tuyén bang phan mém trén client: Tir dia chi
vat ly cta client - dia chi ao ctia né - dia chi IP ao cia tunnel server.
Tai Tunnel Server cac géi tin lai dugc dinh tuyén tdi cac host trong mang riéng.Theo cach nay thi
client hoat dong nhu la mot node trong mang LAN.
Khi remote user khdi dong mot phién két nGi vdi tunnel server thi yéu cau két n6i d@ ma héa dugc gui
di.Yéu cau nay dugc xac thuc trén tunnel server qua cac thong tin vé ngudi dung dudc luu & day.Néu
yéu cdu dugc chap nhan thi server s& gii mét dap ('ng da ma hoa cho client rdi 2 bén trao déi cac
khda dé€ tién hanh thiét 1ap két néi.
Céac phan mém Altavista Tunnel 98 ¢ ca hai phia dé dugc cai dat nhu cac giao thifc mang riéng
biét do d6 nd khéng lam anh hudng tdi cac két ndi khac.Ngudi ding cé thé cling Idc thiét 1ap nhiéu
két noi dudng ngam khac nhau.

LAN2
1
| Physical IP | | |
2.15.1.3 21512 2.15.1.4 2.15.1.5 2.15.1.6
. s ] ]
Tuvnnel IF
1.1%6.5.2
2151
Firewall
Internet
-
119561
Firewall
Turnnel IF
1.1%6.5.1
m Workstation Workstation
119563 119562 119563 119564 119565
LAN1

Hinh 4. M6 hinh mgt mang su’ dung Altavista Tunnel
e Cau hinh Altavista st dung cho mang BKNet
0 Két noi don téi LAN
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Hinh 5. M6 hinh thuc té (client to WAN)
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Hinh 6. M6 hinh thut t& (LAN to WAN)
Cau hinh cac may trong mang WAN hoan toan gidng trong trudng hgp trén.Cac Tunnel Server & day
ddng vai tro nhu cac security gateway, xur ly cac goi tin trudc khi gi chiing vao mang ndi bo.

% Kétluan
VGi nhitng di€m manh ctia minh, rd rang cdng nghé VPN dang la mot trong nhiing giai phap hitu hiéu
nh&t d& bado mat vé mang Intranet clia cac trudng khi két ndi vao Internet.Tuy nhién viéc nghién clu
va xay dung thanh cong mot mang riéng ao doi hadi nhiéu cong sirc cling nhu' chi phi, doi hdi nhiéu
kién thirc chuyén sau vé hé thng mang dac biét la cac ky thuat va giao thi’c mang LAN, WAN.Trén
day la nhirng cac théng tin can thiét nhat vé cong nghé VPN va phuang an xay dung mét ing dung
thuc té.Viéc trién khai mét VPN cu thé s& gilp cac trudng bao méat thdng tin khi ma rong cac két ndi
mang ra bén ngoai va Internet, ddng thdi tan dung triét dé€ cac Igi ich clia mang toan ciu Internet
mot cach an toan nhat.Véi cac cong nghé vé an toan di liéu dugc ap dung trong mang riéng ao thi né
hoan toan cé du do tin cdy dé cé thé dugc trién khai trén dién rdng. Trong diéu kién kinh té& hién nay
clia Viét Nam thi viéc thiét 1ap cac mang riéng o sé gilp cac trudng cé thé tu bao vé minh va té chirc
khai thac thong tin trén mang Internet mot cach hiéu qua va an toan nhat.

+ THIET LAP MO HINH VPN
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< Cac budc dé dién ra mét két ndi VPN (How a VPN connection work)

A VPN extends a private network across shared or public
 networks, such as the Internet

Domain \ || N
Controller =5 l_q I I
VPN Client

~ ~ 3
~— W | &
VPN server ‘ . VPN server transfers ‘

m answers the call data

Cosen Sveriws | Microsoft
Autharifed Trairers) Fastne:

g Parne

VPN server authenticates
and authorizes the client

NETPRO

e VPN client calls the VPN Server:
VPN client thuc hién viéc két n6i dén VPN Server thdng qua viéc gui yéu cau hay thuc hién mot cudc
goi o dén VPN Server.
VPN Server & day dong vai tro nhu la mét VPN getway cho phép cac VPN client truy cdp vao toan bd
mang bén trong.

e VPN Server answer the call:
VPN server tra I6i yéu cau dé bang mot cudc goi o

e VPN Server Authentication and Authorizes the client:
VPN Server thuc hién quyén xac thuc bang cach lién hé véi Domain controller va xac nhan cac user dé
dugc Gy quyén cho phép két néi hay khong.

e VPN Server transfer data:
Khi d& hinh thanh 1 VPN tunnel VPN server s& lam nhiém vu chuyén tai giita VPN client va mang ndi
b6 bén trong.
Qua do ta thdy duoc tao ra mot két ndi VPN rét don gian, chi phi thdp, khdng can mot duong ddy vat
I, va yéu cdu phan cung.
Ngoai ra con ndng cao kha ndng béo mét bang viéc xac thuc va ma hoa, bao mat dia chi IP qua mang
internet do qud trinh ma hoa duong truyén.

7

< Componsents of a VPN Connection (Cac thanh phan cua mot két n6i VPN).

VPN Tunnel
;| Tunneling Protocols
LVPN Server | Tunneled Data
/,‘ T — i

| VPN Client

Domain
Controller 1 i
{ Authentication | Transit Network |
L]
A DHCP ! |
Server Address and Name Server Allocation |
L.

\-\.

e Srrwe | amcrmeen NETPRG

Mot két ndi VPN bao gdm cac thanh phan sau:
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v VPN Server:
La mot server cai dat cac dich vu Routing and Remote Access va dugc cau hinh vdi vai tro la mot VPN
servet d& tao ra mot két ndi VPN gitra VPN client va mang internal bén trong.
v VPN Client:
La mot may tinh bat ky thuc hién qua trinh yéu cdu két ndi VPN dau tién dén VPN server.
v' Transit Network:
La mot mang chia sé & d6 cho phép cac dit liéu dugc dong gdi di qua.Transit Network & day chinh la
mang internet.
v" VPN Tunnel:
La mot phan cla két n6i ¢ do6 dir liéu dudc dong goi va ma hoa.
v" Tunneling Protocol:
La giao thirc dudc str dung dé quan i cac Tunnel va déng gdi dit liéu (Giao thic TCP/IP).
v Tunnel Data:
DU liéu dugc truyén qua két ndi riéng Point — to — point
v" Authentication:
Qua trinh xac thuc cho phép ta nhan ra VPN client nao dudc Uy quyén truy cap vao mang bén trong
v Domain Controller:
Cung cap cac nhan t6 bao mat, la cac user va Gy quyén cho cac VPN client khi truy cap vao mang két
noi internal bén trong
v' Address and name Server Allocation:
C&p phat dia chi IP va phan giai DNS.Thudng dung DHCP Server dé cap IP hodc cap dai dia chi IP tinh
trén may chi VPN Server.
< Encryption Protocols for a VPN Connection (Cac giao thifc ma héa két noi VPN).
Trong winserver 2003 cd s dung 2 giao thirc ma hda la: PPTP va L2TP/1PSec.

Category Description
PPTP Uses PPP user authentication and MPPE
Uses PPP user authentication over a connection that is
L2TP/IPSec encrypted with IPSec

Hién nay L2TP/ IPSec la giao thifc ma hoda va bao mat rat tét nén nd dugc khuyén cao sl dung trong
cac mo hinh truy cap tu xa nhu: VPN Client (Client thuc hién viéc két ndi VPN dén VPN server trudc,
khi két ndi dudc thiét 1ap Client cd thé truy cAp dén bén trong mang Internal), VPN site—to-site (M6t
VPN server cua site nay sé két néi dén mot VPN Server cla site khac théng qua mang internet, khi két
ndi dugc thiét 1ap thi may tinh ca ca 2 site cd thé truy cdp lan nhau ).

.'_ Examples of Remote Access Server Using L2TP/IPSec ]

M O ¢ ,, o

Remote ‘1 Remote
Access Server | I Access Server
_ Remote User to Corp Net _ Branch Office to Branch Office |

% Lab thu'c hanh cau hinh VPN

v VPN Client-to-Site with Radius

e Trén may Radius Server:
Vao Control Panel->Add Remove Programs, chon Add Windows Components, sau dé chon
Networking Services, nhan Details:
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ﬂ ) RADIUS SERVER

windows Components Wizard

Windows Components
“au can add or remave campanents of Windows.

To add or remove a component, olick the checkba, & shaded box means that only _[of x|
patt of the companent will be installed. To see what's included in 3 component, ick

Details.
Companents: [ show updates Sort byt |Name

8 Intemmet Explorer Enhanced Secuity Configuration 0omMe 4 e
Manageenl and Manitaring Toals .3 M ation. P —
1 39 0ther Network File and Print Services 0.0ME vour computer, click Remove. Remove
[1 £ Remnte Storane PRI

Description: Contains a variety of speoialized, network-related services and protosols

Total disk space required 44HE
Space avalable on disk 23830 ME

Carcel | Hielp

“g-Licensing
" )Mouse

& Natwork Connections

{ Phone and Madem Options
[ Portable Media Devices

3 Power Options

© JiPrinters and Faxes

@ Regional and Language Optit
'S, Scanners and Cameras

[ scheduled Tasks

@), sounds and Audio Devices
¢ speech

T\ Stored User Names and Pass
{system See information abo, .,
[k Taskhar and Start Menu Cuskarmize the Statt...
(B vMuars Taols Custarizes and con...

| B citwinpowsisystem3e... | [ Control Panel

Wistart| | B & | |2 dd or Remave Prograns |75 windows Component... WEe
Chon Intenet Authentication Service, nhan OK:

) RADIUS SERVER
indows Components Wizard

To add or remove & component, elick the check bor. A shaded box means that only part
of the component will be installzd. To see what's included in a component, click Details.

Subgampanents of Networking Services
] /| Dyramic Host Configuration Protocol [DHCF) =10

[ (= Remote Access Quarantine Service [ show updates Fort by: |Name

|
[ B RPC aver HTTP Prowy 1 e
] = Simple TCPAF Services
T = windows Intemmet Name Service fINS)

ation. Used  rarely

wour computer, click Remove: Remove

Description;  Enables authentication, aulharization and aceounting of diahup and YPN
users. 1S supports the RADILIS protacol

Total disk space required 44MB Details
Spave available on disk: 8388.0 MB

cBeck | News | cencel | Hielp

“g-Licensing
" )Mouse

& Natwork Connections

{ Phone and Madem Options
[ Portable Media Devices

3 Power Options

© JiPrinters and Faxes

@ Regional and Language Optit
'S, Scanners and Cameras

[ scheduled Tasks

@), sounds and Audio Devices
¢ speech

T\ Stored User Names and Pass
{system See information abo, .,
[k Taskhar and Start Menu Cuskarmize the Statt...
(B vMuars Taols Custarizes and con...

Wistart| | B & | |2 dd or Remave Prograns |75 windows Component...
Nhan Next dé dong clra s6 Windows Components Wizard:

| B citwinpowsisystem3e... | [ Control Panel
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ﬂ ) RADIUS SERVER

windows Components Wizard

Windows Components
“au can add or remave campanents of Windows.

To add or remove a component, olick the checkba, & shaded box means that only
patt of the companent will be installed. To see what's included in 3 component, ick
Details.

Components: [T show updates Sort by |Name -

8 Intemmet Explorer Enhanced Secuity Configuration 0omMe 4 [ER—

1 89 Management and Monitoring Toals E.3MB
x 1B

it atian. Used  rarely
1 39 0ther Network File and Print Services 0.0ME vour computer, click Remove. Remove
[ £ Remnte Sinrane some

Description: Contains a variety of speoialized, network-related services and protosols

Tatsl disk space required 44MB Detal
S pave avallable on disk 3980 ME Dt

Carcel | Help |

“g-Licensing
" )Mouse

& Natwork Connections

{ Phone and Madem Options
[ Portable Media Devices

3 Power Options

© JiPrinters and Faxes

@ Regional and Language Optit
'S, Scanners and Cameras

[ scheduled Tasks

@), sounds and Audio Devices
¢ speech

T\ Stored User Names and Pass
{system See information abo, .,
[k Taskhar and Start Menu Cuskarmize the Statt...
(B vMuars Taols Custarizes and con...

|ijﬂddnrRemnvergrams | i) Windows Component. @ %
gua trinh cai dat:

| B citwinpowsisystem3e... | [ Control Panel

Wistart| | B &
Qua trinh cai dat dich vu bat dau, ching ta nhan Finish dé hoan thanh

) RADIUS SERVER W B o« - 8 x

windows Components Wizard

Completing the Windows
Components Wizard

“You have successfuly completed the Windows
Companents Wizard

™ Show updates Sort by: |Name -

Size 20.90ME

tion, Used  rarely
wour computer, click Remove: Remove

To close this wizard, click Firish,

o [

“g-Licensing

" )Mouse

& Natwork Connections

{ Phone and Madem Options

[ Portable Media Devices

3 Power Options

© JiPrinters and Faxes

@ Regional and Language Optit

'S, Scanners and Cameras

[ scheduled Tasks

@), sounds and Audio Devices

¢ speech

T\ Stored User Names and Pass

{system See information abo, .,

[k Taskhar and Start Menu Cuskarmize the Statt...
WMnare Tools Custormizes and con...

Wistart| | B & | |2 dd or Remave Prograns |75 windows Component... W ES e
C4u hinh Radius Server bang cach vao Start->Programs->Administrative Tool-> Intenet
Authentication Service:

| B citwinpowsisystem3e... | [ Control Panel
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ﬂ ) RADIUS SERVER

[ Certification Autharity

Cluster Administrator
> Companent Services
(=) Computer Management
4 Configure Your Server Wizard
3 Data Sources (ODBC)
E Distributed File System

Event Vigwer
5 Licensing
BB Local Security Policy
~fl Manage Your Server
R Microsoft WET Framewark 1.1 Canfiguration
& Microsoft NET Framework 1,1 Wizards
@ Wetwork Load Balancing Manager
8 Performance
(2 Remote Desktops
E} Routing and Remots Access
9 Services
windows Update B Terminal Server Licensing

Terminal Services Configuration
) accessories » B Terminal Services Manager
< Internet adth E

windows Catalog

Documents ¥ i) Startup
& Internet Explorer
1) Outlook Express

Search b . Remote Assistance

Settings

Help and Support

Run...

Windows Server 2003 Enterprise Edition

Shut Down...
distart | [ @ | B CAWINDOWS|system32.., [(EOES e
Chon tuy chon Radius Clients bén trai clra s0, nhan chudt phai chon New RADIUS Client:

¢ Internet Authentication Service

© RADIS SERVER We % - _ & x; SR
File Action  View Help |
EEEEEEEELE |
@ Intermet Authentication Service (Local) Friendly hame [ Address [ Protocal | Client-Vvendar |
R}

{1 Remate Ac There are na items to show in this view,
P Remote At ey

{1 Conmection ——————————
View 3

Refresh
Export List...

Help

Wew client [

Wistart| | (2 @ | B CAWINDOWSIsysten3Z... || Internet Authenticati... & L0am
D4t tén cho may dong vai tro la Radius Client (& day chinh la Root Domain), sau dé nhan Verify:
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*#Internet Authentication Service

E ) RADIUS SERVER

W o« _ & x| =& ]
: |
B2 |
@ Internet Authentication Service (Local) Friendly Name [ Address [ Protocal | Client-Vvendar |
423 RADIUS Clienks
(] Remote Access Logging

There are no items to show in this view.
Y Remote Accsss Policies
{1 Connection Request Processing
MNew RADIUS Client

x|

Marme and Address

Type a friendly name and either an IP Address or DNS name for the client.

Friendly name

VPN Client
Client address (IP or DN5)

Yerify..

< Back I Mext » I Cancel

[ \
Wstart| | (2 @ | B crwmoowsisystenaz... |[@5 mternet Authenticati...
Nhép dia chi IP cia may dong

*#Internet Authentication Service

W) EE L0 am
vai tro la Radius Client, sau dé nhan Resolve:

ﬂ RADIUS SERVER -
Fle Action View Help
e =]

-8 x ‘ =& ]
: |

ICAENENE] |

@ Internet Authentication Service (Local) Friendly Name [ Address [ Protocal | Client-Vvendar |

423 RADIUS Clienks b N N

3 Remote Access Logging There are na items to show in this view.

Y Remote Accsss Policies

{1 Connection Request Processing

New RADIUS Client

Marme and Address

x|

Type a friendly name and either an IP Address or DNS name for the client.

Jrerify client 21
Friendly name G
Clent

Client address (IP or DN5)

|1 92165101 Resolve

To use an IP addiess to identify the client, select one from the following list

IP address:

ak Cancel

[ \
Wistart| | (2 @ | B CAWINDOWSIsysten3Z... || Internet Authenticati... L] & L0am
Nhan OK dé dong clra s Verify Client va nhan Next:
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*#Internet Authentication Service

g RADIUS SERVER WMe B - - & xl ;IEIEI|
ERIE]

@ Internet Authentication Service (Lacal)
423 RADIUS Clienks

(] Remote Access Logging

Y Remote Accsss Policies

{1 Connection Request Processing

Friendly Name [ Address [ Protocal [ client-vendor [

There are no items to show in this wiew,

New RADIUS Client

x|

Marme and Address

Type a friendly name and either an IP Address or DNS name for the client.

Friendly name

Client address (IP or DN5)

152168101 Yerfy...

< Back I [‘\gexw I Cancel

[ \ \
Wistart| | B & | B cwiNDOowsisystem32... || @ internet Authenticati... W) EE L0 am

Nhap chudi ki tu md hoa chia sé riéng dé xac thuc may ddng vai tro la Radius Client, nhan Finish

Internet Authen Service © RADIUS SERVER We &« _ 8 x =& x|
Fls  Action View Help | |
e+ @@ &R &m

@ Internet Authentication Service (Lacal)
423 RADIUS Clienks

(] Remote Access Logging

Y Remote Accsss Policies

{1 Connection Request Processing

Friendly Name [ Address [ Protocal [ client-vendor [

There are no items to show in this wiew,

New RADIUS Client

x|

Additional Information

IF you ars using 1emete access poliies based o the client vendar attibuts, spscity the
wendr of the RADILIS dlient

Client¥endor

RADIUS Standard |

Shared secret, I XXXXXXXX

Canfim shared secret; I nnnnnnn T

™ Request must contain the Message Authenticator attribute

<Beck | FmE I Cancel

| [
Wistart| | (2 @ | B CAWINDOWSIsysten3Z... || Internet Authenticati... L] B L#1am
Chuing ta ra ngoai man hinh Desktop, chon My Computer, nhan Manage:
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ﬂ ) RADIUS SERVER

Open
Explore
search...

WMap NetworkBrive. .
Disconnect Netwark Drive

Create Shorteut
Delete
Rename

Froperties

| B citwinpowsisystem3z... | 8 Internet authertication .. |

Wistant| | & &
Chung ta s€ tao nhdm ngugi dung co tén la vpn-client dé cho phép cac thanh vién trong nhdom nay
06 thé truy cap tai nguyén may Root Domain thong qua két nGi VPN:

= Computer Management ﬂ £ RADIUS SERVER We @ - -8 x l l;lilill
5] ]
o mEDER @ |

=) Fle  Action Wiew Window Help

E Computer Management (Local) fame [ Description |
5§l System Taols |8 administratars Administraters have complete and U...
(il Event viewer D backup Operators Backup Operators can override secu...
g Shated Foldsrs G istriuted COM Users  Members sre allowed ko launch, acti,.,
5 Local Usersand Groups | @81 jests Guests have the same access as me...
2 Users

B etwork Configuration ... Members in this aroup can have som. .
ap f’”“”s Lo are it @ performance Log Users  Members of this group have remote ..,
] g erformance Logs and Alert:

B o | e 25

£-E Storage D rower Users Power Usets passe

-5 Remavabls Storags € print Cperators embers cen o g e [vprcien
0 Disk Defragmenter #Bremote Desktop Users  Members in this ar
B Dick Management €2 replicator Supports il replc Descrption: | Nham duae phep ket noi VPN|
-8 Services and Applications sers Users are prevent
elpServicesGroup Group far the Help  Members
TelnetClients Members of this gr

Add Fiemove

| —
[ \ \
Wistart| | B & | B cwINDowsisystemaz... | o Inkernet Authentication ... | (=) Computer Manageme... W) EE 14 an

Pong thdi ching ta sé tao mot tai khoan ngudi dung va cho tai khoan nay la thanh vién ctia nhom
vpn-client.

Ching ta md clra s& Internet Authentication Service, chon tlly chon Remote Access Policies,
nhan chudt phai chon New Remote Access Policy:
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¢ Internet Authentication Service

ﬂ £ RADIUS SERVER VMY B o+ _ & x | I
Fie Action View Help | |
G |
2 Internet Authentication Servics (Local) Name [order [
{1 RADIUS Clients =8 Connections to Microsoft Fouting and Remote ... 1
{23 Remate Access Logging EF Cormections to other access ssrvers z
-5
{7 Connection Reque:
New
View »
Refresh
Export List...
Help

|Wew Remote Access Palicy

\
Wistart| | B & | B cwINDowsisystemaz... W
Clra s6 New Remote Access Policy Wizard xuét hién, nhdn Next:

e g y \ 18]
e e T R—] | O " A |
4 welcome to the New Remote |

Access Policy Wizard Tordz |
te 1
This wizard helps you set up  remate aceess polisy, e
wihich is & st of conditions that determing which 2

connection requests are granted access by this server.

To continue, click Mext.

<Back Cancel

[ \
Wistart| | B & | B cwiNDOowsisystem32... || @ internet Authenticati... W yET 1
D4t tén cho chinh sach la “Cho phep nhom vpn-client truy cap”, nhan Next:
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E £ RADIUS SERVER W B o« - 8 x l ;Iilﬂ|
B2 |
2 Internet Authentication Servics (Local) Name [order [
{1 RADIUS Clients ZF Cannections to Microsoft Routing and Remote .. 1
{2 Remate Access Logging EF Cormections to other access ssrvers z
Y Remote Accsss Policies
{1 Connection Request Processing New Remate Access Policy Wizard
Palicy Configuration Method
The wizard can create a typical policy, o pou can create a custom policy.
How do pou want to set up this policy?
% Lse the wizard to set up a typical policy for a common scenario
" Set up a custom palicy
Type & name that describes this policy.
Policy natet  [Cha phep nhom wpn-client tuy cal
Example: Authenticate all VPN connections
< Back I MNexts I Cancel
L
Wistart| | B & | B cwiNDOWsisystem32... || @ internet Authenticati... =) Computer Management
3 9 v AY ~ ~n
Chac chan rang tuy chon VPN da dudc chon, nhan Next:
"pInternet Authentication Service £ RADIUS SERVER VM - B 8 x ‘ =& x|
Fie Action View Help |
[& =] BB @2 |
2 Internet Authentication Servics (Local) Name [order [
{1 RADIUS Clients ZF Cannections to Microsoft Routing and Remote .. 1
{2 Remate Access Logging EF Cormections to other access ssrvers z

Y Remote Accsss Policies
{1 Connection Request Processing

New Remote Access Policy Wizard

Access Method
Policy conditions are based on the method used to gain access to the netwark,

Select the method of access for which you wark to create  policy
S

Use far al VPN cannestians. Ta create @ policy for a specific VPN type, ga back to the
previous pags, and select Set up a custom policy

© Diakup

Use for dialup connections that use a traditional phone line or an Integrated Services
Digital Metwork [ISDN) line.

© Wisless
Uss for witsless LAN connections arily

£ Ethenet
Use far Ethermet connestions, such as cannestions that use a switch.

< Back MNext s Cancel
»\;I

[
Wistart| | B & | B cwiNDOWsisystem32... || @ internet Authenticati... =) Computer Management

Chang ta thém nhém vpn-client bdng cach nhan nit Add va chon nhém, sau d6 nhan OK:
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E ) RADIUS SERVER

B(&@m

-5 Remots Access Polties
{1 Connection Request Processing

[New Remote Access Py Wizard

User or Group Access

groups.
il select Groups

Select this objsct type

*fou can grant access to individual users, of pou can grant access to selected

[Broves

Erom this location:

IHAD\US—SEHVEH

Enter the object names to select [examples):

RADIUS-SERYERYwpreclient

A

Object Tpes
Locations

Lheck Names

cBack | tews | cancel |

2 Internet Authentication Servics (Local) Name [order [
{1 RADIUS Clients EF Cannections ta Microsaft Rauting and Remete . 1
{1 Remate Access Logging Ef Connections to other access servers z

Wistart| | B & | B cwiNDOWsisystem32... || @ internet Authenticati... =) Computer Management
Sau d6é nhan Next:

) RADIUS SERVER

B(&@m

-5 Remote Access Folicies
{1 Connection Request Processing

New Remote Access Py Wizard

User or Group Access

groups.

*fou can grant access to individual users, of pou can grant access to selected

Grant access based on the following:
" User

User acosss permissions are specified in the user account

&+ Group
Individual user permissions override group permissions.

Goup name:

RADIUS-SERVER wpreclient

Add

Bemove

Cancel

2 Internet Authentication Servics (Local) Name [order [
{1 RADIUS Clients EF Cannections ta Microsaft Rauting and Remete . 1
{1 Remate Access Logging Ef Connections to other access servers z

[
Wistart| | B & | B cwiNDOWsisystem32... || @ internet Authenticati... =) Computer Management

Sau do nhan Next:
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g RADIUS SERVER WMe B - - & xl =lelx|

B @ |
2 Internet Authentication Servics (Local) Name [order [
{1 RADIUS Clients EF Cannections ta Microsaft Rauting and Remete . 1

{2 Remate Access Logging EF Cormections to other access ssrvers z
Y Remote Accsss Policies

{1 Connection Request Processing New Remate Access Policy Wizard x|
Authentication Methods ,(}J

“You can select the authentication protocals you want this policy to support

The following protocols are supported by servers running Micrasolt Fouting and Remate
Access. If you use  different remate access server, make sur the protacols you select
are suppated by that suftware

I~ Extensible Authentioation Protosol [EAP)

Tvpe [based on methad of access and netiwark canfiguration)

[Protected EAP (PEAP) | configue
I¥ Microsoft Encrypted Authentioation version 2 [ MS-CHAPy2 |

Select this option if your users supply & password for authentication
I Micrasaft Enciypted Authentication | MS-CHAP )

MS-CHAP is lsss sscurs than M5-CHAPY2. Select this option anly if your network runs
operating systems that do nat suppart MS-CHAPY2

< Back

Cancel

[

Wistart| | (2 @ | B CAWINDOWSisysten3z... || Internet Authenticati... =) Computer Management
DE mic dinh cac tuy chon cdp d6 ma hda, nhan Next:
: g RADIUS SERVER VM & o« - & x} HET

B @ |
2 Internet Authentication Servics (Local) Name [order [
{1 RADIUS Clients EF Cannections ta Microsaft Rauting and Remete . 1

{2 Remate Access Logging EF Cormections to other access ssrvers z
Y Remote Accsss Policies

{1 Connection Request Processing New Remate Access Policy Wizard

Policy Encryption Level
You can select the levels of encryption that this profie supports

The fallawing encryption levels are supparted by servers unning Micrasoft Routing and
Fiemote Access. If you use a different remote access server, make sure the enciyplion levels
you selected ars supported by that software

[¥ Basic encrption (IP5es Be-bit DES of MPPE 40-6i}
I¥ Strong sncwption (IPSes 56-bit DES or MPPE 55-bit)
[¥ Stiongest encryption (IPSes Triple DES or MPPE 1264i)

< Back b Cancel

[ \ \
Wistart| | B & | B cwiNDOWsisystem32... || @ internet Authenticati... =) Computer Management W OER t4ean

Nha&n Finish d& hoan thanh qua trinh cdu hinh chinh séach truy cip cho client théng qua Radius
Server:
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ﬂ RADILS SERVER WM B o+ -8 xl ;IEIEI|

BlEm |

2 Internet Authentication Servics (Local) Name [order [
{1 RADIUS Clients EF Cannections ta Microsaft Rauting and Remete . 1
{1 Remate Access Logging Ef Connections to other access servers z

Y Remote Accsss Policies
[New Remate Access Policy Wizard x|

{1 Connection Request Processing
Completing the New Remote
Access Policy Wizard

You have successfuly completed the New Fiemole Access
Palicy Wizard, You created the fallawing palicy

Cho phep nhom vpr-client tuy cap

Condiians
NAS-Port- Type matches "irtual [P AND
Windows-Groups matches "RADILS-SERVERvwpr-cliert”

Authentication: MS-CHAPY2

Encipplion: Basic, Stang, Strongest

To close this wizard, click Finish,

<Back Cancel

| [

Wistart| | B & | B cwiNDOWsisystem32... || @ internet Authenticati... =) Computer Management DEE 144am
¢ Trén may Root Domain:

Vao Start->Programs->Administrative Tools, chon Routing and Remote Access:

<% Active Dirsctory Domains and Trusts

{54 Active Directory Sites and Services

&5 Active Dirsctory Users and Computers

[ Certification Autharity

Cluster Administrator
§» Comporent Services
(=] Computer Management
9 Configure Your Server Wizard

3 Data Sources (ODBC)

uF Distributed File System

2 Dus

1 Domain Contraller Security Policy

“§1 Domain Securky Palicy

Event Wismer

) Licensing

~fl Manage Your Server

¥ Microsoft \WET Framewark 1.1 Canfiguration

B Microsoft WET Framewark 1,1 Wizards
wimdons @izl @ Hetwork Load Balancing Manager
windows Update 1§ performance

(2 Remote Desktops
) accessories
I Startup » 8 Services
Dacuments * & Internet Explorer B Terminal Server Licensing
. [5) Outlook Express Terminal Services Configuration
" Remote Assistance & Terminal Services Manager

Search © o

Settings

Help and Support

Run...

Shut Down. ..

d | Windows Server 2003 Enterprise Edition

| B cwiNpowsisystemaz... ’m
Chon tén may, nhan chudt phai va chon Configure and Enable Routing and Remote Access:
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5 Routing and Remote Access ﬂ T We @ - -8 x ! ) 5||

W Help

GRS @
I Fourg i emors s

% Server Status
= l:ing and Remote Access Server

Disable Routing and Remate Access Inote Access, on the Action menu, dlick Configure and Enable Routing and Remote Access.

Al Tasks » |ut sstting up a Routing and Remote Access, deployment scenarios, and troublsshaoting, ses Help.

View

Delete
Refresh

Properties

Help

|Corfigures Routing and Remate Access for the selected server

Wistart| | B & | B cwiNpowsisystem32... || E Routing and Remote ...
Nhan Next:

Routing and Remote Access VM B o« - B X l |

|2
=) Routing and Remate Access TEXAS (local)

% Server Status
TEXAS local . .
(e Configure the Routing and Remote Access Server
To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remate Access.
For more information abaut setting up a Routing and Remote Access, deployment scenarios, and troubleshosting, see Help.

Routing and Remote Access Server Setup Wizard

Welcome to the Routing and Remote
Access Server Setup Wizard

This wizard helps you set up your server so that you can
connect to other netwarks and allow connections from
remote chents

To continue, click Nest,

Cancel

|

|
Wistart| | (2 @ | B cowmpowsisystenaz... || Routing and Remote .. oW 2 (EiIy 145am
Chon Remote access (dial-up or VPN), nhan Next:
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. Routing and Remote Access E B Root Domain VM B - & x|
w  Help | |
GRS

=) Routing and Remate Access

% Server Status
TEXAS local . .
(e Configure the Routing and Remote Access Server
To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remate Access.
For more information abaut setting up a Routing and Remote Access, deployment scenarios, and troubleshosting, see Help.

Routing and Remote Access Server Setup Wizard

Configuration
¥ou can snable any of the following combinations of services, of you can
customize this server,

& Femole access (dialup or VEHE
Allow remate clients ta connect to this server through either a dial-up connection or a
secure Virtual Private Network [¥PN] Intemet connection.

£ Metwark address anslation (NAT]
Allow intemal clients b conhect to the Interneat using one public IP address

" Wittual Private Netwark (VPN) access and NAT
Allow remate clients to connect to this server through the Intemet and local clients to
connect ko the Intetnet using a single public |P address.

" Secure connection between two private networks
Connect this network to a remote network, such as 5 branch office.

" Custom configuration
Select any combination of the features availabis in Routing and Remote Access.

For mare information ahout these options. see Bouting snd Remate Access Help

< Back I Mext > I Cancel

[
Wistart| | B & | B cwINDowsisystemaz... lm
Chon tly chon VPN, nhan Next:

5 Routing and Remote Access ﬂ Raot Domain VM B - 5 x|
View  Help | |

Action

EIET=EE |
=) Routing and Remate Access TEXAS (local)

% Server Status
TEXAS local . .
(e Configure the Routing and Remote Access Server
To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remate Access.
For more information abaut setting up a Routing and Remote Access, deployment scenarios, and troubleshosting, see Help.

Routing and Remote Access Server Setup Wizard

Remote Access
You can set up this server to recsive bath diak-up and YPH connections

IV PN
AVPN server [akso called 3 VPN gatsway) can receive connections from
remote clients through the Intemet.

I~ Dishup

A diakup remote access server can receive connections directly fiom
remote clients though dial up media, such as @ madem.

< Back Mext > Cancel

|

| \ [
Wistart| | B & | B cwiNpowsisystem32... || E Routing and Remote ... W (EI 14sam
Chon card mang Internet, bo tuy chon Enable security on the selected interface by setting up

static packet filters sau dé nhan Next:
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- :
Routing and Remote Access E & Raot Domain VWM & v _ & x ‘
w  Help | |

[ = [Em]x &

=) Routing and Remate Access

% Server Status
TEXAS local . .
(e Configure the Routing and Remote Access Server
To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remate Access.
For more information abaut setting up a Routing and Remote Access, deployment scenarios, and troubleshosting, see Help.

Routing and Remote Access Server Setup Wizard

VPN Connection
To enable VPN clients ta connect to this server, at lsast one network interface
must be connected o the Intemet.

Select the network interface that connects this server ta the Internet.

Network interfaces:

Name | Description | IP Address [
Intemet Intel}) PRO/00OMT ... 10.0.0.14 [DHCP)
Intranet IntelF) PRO/T000 MT .. 192.168.10.1

Siatic packet fiters allow onlp VPN tralfic to gain access ta this server tiough the
selected interface.

For more information about network interfaces, see Routing and Remote Access Help

< Back MN > Cancel

[
Wistart| | B & | B cwINDowsisystemaz... lm
Chon tuy chon From a specified range of addresses, nhan Next:

< Routing and Remote Access B Root Domain VWM & - _ & x |

View Help
EIE=EIEL: |

=) Routing and Remate Access TEXAS (local)

% Server Status
NE2 (o) Configure the Routing and Remote Access Server

To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remate Access.

Action

For more information abaut setting up a Routing and Remote Access, deployment scenarios, and troubleshosting, see Help.

Routing and Remote Access Server Setup Wizard

IP Address Assignment
“You can select the method for assigning IP addresses to remote clients.

Haw do you want [P addiesses to be ssigned ta remote clients?

" Automatically

IF you use & DHCP ssrver to assign addressss, confimthat it s corfigured propety
IF you do nat use & DHCP server, this server will generate the addresses

< Back I Mext > I Cancel
L

|

| | |
Wistart| | B & | B cwINDowsisystemaz... lm
Tao mot ddy dia chi IP cho ngudi dung truy cdp tai nguyén may chd thong qua két néi VPN:
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5 Routing and Remote Access E B Roat Domain W & - 8 x| =lelx|
Fi v Help ‘ |
GRS |

=) Routing and Remate Access

% Server Status
TEXAS local . .
(e Configure the Routing and Remote Access Server
To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remate Access.
For more information abaut setting up a Routing and Remote Access, deployment scenarios, and troubleshosting, see Help.

Routing and Remote Access Server Setup Wizard

Address Range Assignment
You can speoify the address ranges that this server wil use ta assign addresses to

remote clients.
fMiNew Address Range 2 x[ef
4d  Type a stating IP adcress and sither an ending IP address of the number of
= addiesses in the range.
F il
Statt IP address 192168 10 . 107
End IP address: 192.168. 10 . 254

Humber of addresses: 155

Cancel

<Back | Hewr | Concel
[
Wistart| | B & | B cwiNpowsisystem32... || E Routing and Remote ...
. ~
Sau do nhan Next:
5 Routing and Remote Access E & Roat Domain W & - 8 x| =lelx|
- ‘ |
|2 |
I Fourg i emors s
% Server Status I
E&A5cal) Configure the Routing and Remote Access Server

To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remate Access.
For more information abaut setting up a Routing and Remote Access, deployment scenarios, and troubleshosting, see Help.

Routing and Remote Access Server Setup Wizard

Address Range Assignment
You can speoify the address ranges that this server wil use ta assign addresses to
remote clients.

Enter the addrsss rangss [static pools] that you want to se. This server wil assian sl of
the addhesses in the fist 1ange before continuing ta the nest

Address ranges,

From [Ta [ Nurber
182.188.10101 192.168.10.255 1559
Mew.. Edit... Delete

Cancel

|

|
Wistart| | B & | B cwiNpowsisystem32... || E Routing and Remote ... e (E 146 A
Chon tuy chon Yes, set up this server to work with a RADIUS server, nhan Next:
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E © Root Domain
Fils ew  Help
GRS 2 |

=) Routing and Remate Access
% Server Status I
TEXAS (local, . :
(e Configure the Routing and Remote Access Server

To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remate Access.

For more information abaut setting up a Routing and Remote Access, deployment scenarios, and troubleshosting, see Help.

Routing and Remote Access Server Setup Wizard

Managing Multiple Remote Access Servers
Connection requests can be authenticated locally or forwarded to a Fiemote
Authentication DiaHn User Service (RADIUS) server for authentication

Although Flouting and Remots Access can authenticate connection 1equests, large
netwarks that include multiple 1emete acosss servers often use a RADIUS server for
central authentication.

IF you are using & RADILS server an your netwark, you can et up this server to farward
authentication requests to the RADILIS server.

Dio you want ta set up this server to work with a RADILIS server?

" No, use Routing and Remote Access b althenticate connection requests

& ¥es. set up this server to wark with 3 RADITS server

< Back qup Cancel

=
| \ \

Wistart| | B & | B cwINDowsisystemaz... lm 5 T EI) 146 AN
Nhap dia chi IP mdy Radius Server trong Primary RADIUS server va nhap chuoi ki tu ma hoa chia
sé riéng ma ching ta da thiét |ap & Radius Server vao Shared secret, nhan Next:

3 Routing and Remote Access E B Roat Domain We & - - & x | —[®x]
Fle Action Yiew Help |
EIE @ |

ﬂ_%utmg and Remate Access TEXAS (local)

e =]

Server Skatus

HE<S5(Iocsl) Configure the Routing and Remote Access Server

To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remate Access.

For more information abaut setting up a Routing and Remote Access, deployment scenarios, and troubleshosting, see Help.

Routing and Remote Access Server Setup Wizard

RADIUS Server Selection

Y¥ou can specify the RADIUS servers that you want to uss for authentication and
accounting.

Enter the primary and altemate RADIUS ssrvers that this server will uss for remate
authentication and aceounting

Piay RADILS server.  [192168.108

Altemate RADIUS server |

Type the shared secret [password) that is used to contact these RADIUS servers.

Shared sacret

< Back I Hexti I Cancel
Ly

[ \ .
Wistart| | B & | B cwiNpowsisystem32... || E Routing and Remote ... e (E 146 A
Nhan Finish dé hoan thanh viéc cai dat:
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g and Remote Access g VM & o« _ 8 x! =lelx

w P
e =+ &[m]x @

2m |

=) Routing and Remate Access TEXAS (local)

Server Status
TEXAS (local)

Configure the Routing and Remote Access Server
To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remate Access.
For more information abaut setting up a Routing and Remote Access, deployment scenarios, and troubleshosting, see Help.

Routing and Remote Access Server Setup Wizard

GCompleting the Routing and Remote
Access Server Setup Wizard

You have successtully completed the Fiouting and emate
Agcess Server Setup Wizard,

Summary:

[WEN clienis connect to the folloving public nerface, =]
Internet

VPN clients are assigned the fallowing network for
addressing: Intanet

Client connections are accepted and authenticated
using: an external RADIUS server,

Befare clients can connect, user accounts must be added
lacally or through Active Directory. For more information about
user sceaunts, ses Fouting and Femate Access Help

To close this wizard, click Finish

<Back Cancel

[
Wistart| | B & | B cwINDowsisystemaz... lm
e Trén may Client:
Vao Start- >Sett|ngs >Network Connectlons

E

DUpNetper s PROZOSC.. showtopic.: decuong
2003.doc

= 7 3 @

SMware  showtopicZ... 260l fa ... udi_otnihtm! Do/An_Ora...
WaIKstation

How to make a Wi-F...
The 10 wackiest tax ...
Windaws Catalog ] x ’ &g How the stimulus bil...
Windaws Update ] Tl ;o ’ — 2 The Crabby Office La...
New Office Dacument
Open Office Document

Blav2006

Programs
Dacuments .o " i ; Ry vpnsitetosit..

Settings

nnections /
Search ]
G Printers and Faxes FolderAccess  Windows) Jpnsietosit...

Help and Support i Taskbar and Start Menu Media Playér

batdichiprod Slanh = - HimssMap...
Shut Down... base(2)idoc Khong Tt :

Windows XP Professional

Tao mét két ndi mdi bang cach nhan Create new a connection:
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Tools  Advanced Help
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Network Tasks

See Also

Other Places

£ Control Panel
B
™ Wy Computer

Details

Network Connes
System Folder

& » Metwork Cannections

~ [ 2] [ search

~]
Thumbnails == lcons BB List Details | &8¢ Tile | ¥ Folder Options E| U NewFolder s @
LAN or High-Speed Internet
mo X “J-  Local Area Connection 2 Sl VMware Network Adapter VMnetl T VMware Network Adapter VMnets
" WS | Disabled o] nnected S | Connected
@ S: pu\:miur all T, Microsoft Loopback Adapter T, VMware Virtual Ethernet Adapter for V T4, Vilware Virtual Ethemet Adapter for v
office networl = = el
% Change Windows - Local Area Connection ), Wireless Netwark Connection
Firewall settings. P | Connected Mot connected
T &, Marvell Vukon B8E8038 PCI-E Fast Ether.. T (p) Intel(R) PRO/Wireless 3945ABG Networ...
@ Network Troubleshooter
9 My Network Places
My Documents
—_— ;
‘Camitasia Studio - L. CAWINDOWS\syste... || ™% Network Connections 8
~ [ 2] [ search B
lcons BB List Details | &8¢ Tile | ¥ Folder Options |: New Folder »

Network Tasks

B create a new connection

@ Setup ahome or small
office network

% Change Windows
Firewall settings.
See Also

@ Network Troubleshooter

Other Places

§ Control Panel
9 My Network Places
& MyDocuments

I Wy Computer

Details

Network Connes
System Folder

LAN or High-Speed Internet

Lacal Area Connection 2
Disabled
apter

Lacal Area Connectid
Connected
Il Yukon §EE30)

VMware Network Adapter Vinetl
nnected
are Virtual Ethernet Adapter far V

VMware Network Adapter VMnetd

=
o] Connected
O

\_ ViMware Virtual Ethemet Adapter for

New Connection Wizard

Welcome to the New Connection
Wizard

This wizard helps your:
* Connect ta the Internet.

* Connect to a piivate network, such s your workplace
network,

* Setup ahome or small office network.

To connect to a wirsless network, view fireless i3
in1ange.

To continue, click Next.

Neit 3 Cancel

[ ———
‘Camtasia Studio - L.

|
CAWINDOWS\syste..

T ——
% Network Connections | |8 New Connection Wiz...

Chon tuy chon Connect to the network at my workplace, nhan Next:
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» Network Connectians ~ [ 2] [ search B

Thumbnails 3= lcons BB List Details | §8 Tie | IBE Folder Options || =] | New Folder @

LAN or High-Speed Internet

Network Tasks

— Pt Local Area Connection 2 A VMware Network Adapter Vinetl A VMware Network Adapter VMnetd
B createa new connedtion ; -

— o' Disabled Connected

¥ Set up a home or small P Microsoft Loopback Adapter irtual Ethemet Adapter for ¥

office network
%2 Change Windows A Lacal Area Connectid
Firewall settings Connected

sl Network Connection Type
T i, Marvell Vukon 5E30 bt eyt 1o s

New Connection Wizard

See Also

Connect to the Internet
Connect to the Intemet so you can browse the \web and read email

@ Network Troubleshooter

& Connect to the network at my workplace

Comnest ta a business network [using diakup or YPN) so you can wark from home,
#- Control Panel afield office. or another location.

Other Places

9 My Network Places

Set up a home or small office network
My Documents Cornect to an existing home or small office network or set up & new one.
™ Wy Computer

Set up an advanced connection

Cornect directly to another computer using pour serial, parallel, or infrared port, o
4 set up this compuiter 3o that other computers can connect to it

Details

Network Connes
System Folder

<Back [ Mewy | [ Canedl
L

e — | S
CAWINDOWSisyste.. | = Network Connections [ |8 New Connection Wiz...

K ~ [ 2] [ search )
fcons Bl List D C New Folder = @
LAN or High-Speed Internet
Network Tasks
- - Lacal Area Connection 2 = VMware Network Adapter VMnetl A VMware Netwaork Adapter VMnets
B create a new connection ; -
= WP | Disabled Connected
¥ Setup a home or small T2, Microsoft Loopback Adapter irtual Ethemet Adapter for ¥
office network == —
% ChangeWindows - Lacal Area Connecti bty
Firewall settings Connected Network Connection
I vell Yukon BBE3Q
g Marvell Yukon B5E8 How do you want to connect to the network t your werkplace? @
See Also
@ Network Toubleshooter Create the follawing cannection:
al-up connection
o Cannect using a modem and a regular phone ine or an Integrated Services Digital

Network (ISDN) phane line:

B gl Pareel Virtual Private Network connection

7 My Metwork Places Connect ta the network using a vitual private network (VPN connection over the
[ — Internet

I Wy Computer

Details

Network Connes
System Folder

<Back || | [ canedl

T L — | S ————— || ———|
Camtasia Studio - U. CWINDOWS\syste.. || & Network Connections || [B New Connection Wiz...

Nhéap tén cong ty can két noi truy cap tai nguyén thong qua VPN, nhan Next:

cremmy g%
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~ [ 2] [ search B

-y us

etails g3 Tile | ¥ Folder Options E| U NewFolder s

Network Tasks

— Pt Local Area Connection 2 A VMware Network Adapter Vinetl A VMware Network Adapter VMnetd
B createa new connedtion ; - -

— o' Disabled Connected Connected

¥ Set up a home or small P Microsoft Loopback Adapter irtual Ethe Virtual Ethemet Adapter for ¥

office network

% ChangeWindows A Lacal Area Connectid
rewall settings Connected

T i, Marvell Vukon 5E30

New Connection Wizard

Connection Name
Spesify & name for this connection to your workplace.

See Also
@ MNetwork Troubleshooter Type a name for this connection in the following bo
Company Name

Other Places Tenns it

B gl Pareel For example, vou could tupe the name of your workplace o the name of a server you
¥ My Metwork Places will connect to.

My Documents
My Computer

Details

Network Connections
System Folder

<Back ugt » Cangel

i TIT T ——m—]
Network Connections New Connection Wiz...

New Folder >

LAN or High-Speed Internet
Network Tasks

- .. 4 Lacal Area Connection 2 = VMware Network Adapter VMnetl A VMware Netwaork Adapter VMnets
a WS | Disabled nnected Connected
“ S:_HD u\:mi or small T, Microsoft Loopback Adapter irtual Ett Virtual Etheret Adapter for ¥

office networl == ——

e Wintows = Lacal Area Connectid New Connection Wizard
" S | FmiVkon sagao| VPN Sorver Selaction
= wihat s the name or address of the VPN server?
See Also
@ Network Troubleshooter Type the host name o Intemet Frotocal (IF) address of the compuler to which you are
connecting.
Host name or IP address [for example, micrasoft com or 157.54.0.1 )

Other Places 100014
F- Control Panel
9 My Network Places

My Documents.

My Computer
Details
Network Connections,
System Folder

<Back [ Mews ] | Caneel
k-
) T[S (S| (T

= = Root Domain - V.. B Camtasia Studio - U. e\ CAWINDOWSisyste... % Network Connections || [@ New Connection Wiz... <7

Chon tly chon Add a shortcut to this connection to my desktop sau d4 nhan Finish dé hoan
thanh viéc cai dat mot két n6i VPN:
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(_J\_J* [/ » Network Cannectians ~ [ 2] [ search B
Thumbnails lcons  EE List etails g3 Tile | ¥ Folder Options E| “New Folder » @
LAN or High-Speed Internet
Network Tasks
- .. - Local Area Connection 2 = VMware Network Adapter VMnetl A VMware Netwaork Adapter VMnets
a WS | Disabled 5 | Connected S | Connected
@ S:_HD u\:miwsmll 4, Microsoft Loopback Adapter L\ e Virtual Ethernet Adapter for v L__b Viiware Virtual Ethemet Adapter for v
office networl == ——
% ChangeWindows A EEPYR e e ew Connection Wizard
rewall settings > | Connected ) il
T, Marvell Vukon 88E80 Completing the New Connection
Wizard
See Also
You have successhully completed the steps needed to
© Network Troubleshaoter create the following connection:
Texas-Office
o * Share with all users of this computer
F- Control Panel
9 My Network Places
My Documents The connection will be saved in the Network
My Computer Connections folder,
[7] &dd a shottcut to this connection ta my desktop
Details
/ To create the connection and close this wizard, click Finish
Network Connection
System Folder
<Back || Finsh | | Caneel
3
e mitasia S i

e — | S
CWINDOWS\syste.. || & Network Connections | B New Connection Wiz... |

Nhap tai khoan ddng nhap va mét khau clia ngudi dung dudc phép truy cap tai nguyén may chu
thong qua két n6i VPN, nhan Connect:

= N

(_J\_J* [/ » Network Cannectians ~ [ 2] [ search B
Thumbna 1 B st i o Folder | New Folder »
LAN or High-Speed Internet
Network Tasks

- Lacal Area Connection 2 = VMware Network Adapter VMnetl A VMware Netwaork Adapter VMnets

Create a new connection = - - -
W | Disabled S | Connected WS | Connected

Set up a home or small A, Microsoft Loopback Adapter & VMware Virtual Ethernet Adapter for ¥ L4, VMware Virtual Ethemet Adapter for ¥

office network == ‘ ! == : == ‘

. Crangewindous G Locsl Avea Connection ————— (0
all settings S | Connected

t_.—"‘p Ma

vell Vukon 88E8038 PCI-E Fast
See Al
- Virtual Private Network
@ Network Troubleshooter

e Texas-Office

- Disconnected ) ‘
Other Places T_Z» WAN Miniport (PPTP)
§ Control Panel

9 My Network Places

User name; | vpn
& My Documents
[ My Computer Password sessseen
[ Save this user name and password for the follawing users:
Details

®
Network Connection:
System Folder

Q

f cunneit_J\ Cancel | | Froperies | | Help

L
= = Root Domain -

-
" Network Connections || @ Connect Tows Office |

Sau khi két n6i thanh cong, s& xuat hién biéu tugng k&t ndi nhu hinh sau:

‘Camtasia Studio - L.

et Tt
¢ CAWINDOWSisyste...

B hu
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Thumbnails

Network Tasks

B create a new connection

@ Setup ahome or small
office network

% Change Windows
Firewall settings.

See Also

@ Network Troubleshooter

Other Places

§ Control Panel

9 My Network Places
& MyDocuments

¥ Wy Computer

Details

Network Connes
System Folder

" RaDIUS SERVER - VM.

b Metwork Cannectians

B st Details

Icons Tile

LAN or High-Speed Internet
@)
=

Lacal Area Connection

ﬁ Connected

t_,_"‘p Marvell Yukon 888038 PCI-E Fast Ether...

\

Lacal Area Connection 2
Disabled
Microsoft Loopback Adapter

Virtual Private Network
Texas-Office
Connected

4% WAN Miniport (PPTP)

| | [
8 Camtasia Studio - U... || cn CAWINDOWS\syste...

Lé Thanh Son (Giang Vién NIIT)

e
[W¥ older Options |~ |

~ [ 2] [ search

U NewFolder »

VMware Network Adapter Vinetl
nnected
VMware Virtual Ethernet Adapter far ¥

VMware Network Adapter VMnetd
Connected
T4, VMware Virtual Ethemet Adapter for

n
]

Wireless Netwark Connection
Mot connected
T & Intel(R) PRO,

ireless 3945ABG Networ...

1) Texas-Office is now connected | X

Click here for more informatian..

e ——
% Network Connections
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Bai 7: ISA Server 2006

Muc tiéu bai hoc

Trong bai hoc nay, chlng ta sé:

binh nghia Firewall.

Churc nang cla Firewall.

Cau truc cla Firewall.

Cac thanh phan cla Firewall.
Nhifng han ché cua Firewall.

Cai dat va cau hinh ISA 2006.

®,
0.0

e

o

e

o

R/
0.0

5

o

K2
0‘0

% Khai niém vé Firewall
BUrc tudng Ira (Firewall) la hé thGng ngan chan viéc truy nhap trai phép tir bén ngoai vao mang.Hé
thong tudng Ira thudng bao gom ca phan cling va phan mém.Tudng Ira thuc hién viéc loc bd nhitng
dia chi khdng hap 1€ dua theo cac quy tac hay chi tiéu dinh trudc goi la cac luat.
Théng thudng Firewall dudc dat gitta mang bén trong (Intranet) clia mdt cong ty, t6 chiic, nganh hay
mot qudc gia, va Internet.Vai tro chinh la bado mat théng tin, ngan chan su truy nhap khéng mong
muon tir bén ngoai (Internet) va cam truy nhap tir bén trong (Intranet) t&i mét s6 dia chi nhat dinh
trén Internet.
+ Chirc nang cg ban cua Firewall
Chirc nang chinh cuta Firewall 1a ki€ém soat lubng thdng tin tir gilta Intranet va Internet. Thiét Iap co
ché diéu khién dong théng tin gitta mang bén trong (Intranet) va mang Internet.Cu thé la:
e Cam hoac cho phép cac dich vu mang tir trong ra ngoai (tIr Intranet ra Internet) hay tir ngoai
cao trong (Internet ra Intranet).
o Kiém sodt dia chi va cac cdng truy cap.
e NO& cd kha néng ki€ém soéat dudc ngudi sir dung truy nhap théng qua cac tép tin xac thuc
e Firewall hién dai cho phép kiém tra ndi dung cutia géi tin trao déi gitta mang bén trong va
mang bén ngoai.
e Firewall ¢ thé ngdn chén dugc mdt phan tan céng tir bén ngoai vao mang ndi bd.
+ Cau tao Firewall
Firewall chudn bao gdm mét hay nhiéu cac thanh phan sau day:
BO loc packet (packet-filtering router).
Coéng (’ng dung (application-level gateway hay proxy server).
C6ng mach (circuite level gateway).
< B0 loc packet (Packet filtering router)
a. Nguyén ly
Khi noi dén viéc Iuu thong dir liéu gilra cdc mang véi nhau théng qua Firewall thi diéu dé cd nghia
rang Firewall hoat ddng chat ché& vdi giao thirc TCI/IP.Vi giao thic nay lam viéc theo thut toan chia
nhé cac dif liéu nhan dugc tir cac ing dung trén mang, hay noi chinh xac han la cac dich vu chay trén
cac giao thirc (Telnet, SMTP, DNS, SMNP, NFS...) thanh cac goi dit liéu (data pakets) roi gan cho cac
paket nay nhiing dia chi d€ c6 thé nhan dang, tai 1ap lai & dich can gui dén, do d6 cac loai Firewall
ciing lién quan rdt nhiéu dén cac packet va nhiing con s6 dia chi cua chung.
Bd loc packet cho phép hay tir chdi moi packet ma né nhan dugc.N6 ki€ém tra toan bd doan dif liéu dé
quyét dinh xem doan dir li€éu dé c6 thoa man mét trong s6 cac luat I€ cla loc packet hay khéng.Céc
ludt 1& loc packet nay Ia dua trén cac thong tin & dau moi packet (packet header), dung dé cho phép
truyén cac packet d6 & trén mang.bé la:
e Dia chi IP noi xuat phat (IP Source address)
Dia chi IP ngi nhan (IP Destination address)
Nhirng giao thirc truyén tin (TCP, UDP, ICMP, IP tunnel)
C6ng TCP/UDP nai xuét phat (TCP/UDP source port)
C6ng TCP/UDP ndi nhan (TCP/UDP destination port)
Dang thong bao ICMP (ICMP message type)
Giao dién packet dén (incomming interface of packet)
Giao dién packet di (outcomming interface of packet)
Néu luét I loc packet dugc thod man thi packet dugc chuyén qua Firewall.NEu khdng packet s& bi bd
di.Nh& vay ma Firewall c6 thé ngén can dudc cac két ndi vao cadc may chi hodc mang nao dé dudc
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xac dinh, hodc khoa viéc truy cap vao hé thong mang noi bo tir nhitng dia chi khong cho phép.Han
nira, viéc kiém soat cac cdng lam cho Firewall c6 kha ndng chi cho phép mét s6 loai két néi nhat dinh
vao cac loai may chu nao dd, hodac chi co nhitng dich vu nao dé (Telnet, SMTP, FTP...) dgc phép mdi
chay ddc trén hé théng mang cuc bo.

b. Uu diém

Pa s cac hé thong Firewall déu s dung b loc packet.M6t trong nhirtng uu dié’m~c0a phuong phap
dung b0 loc packet la chi phi thap vi cg ché loc packet da dugc bao gobm trong moi phdan mém
router.Ngoai ra, b6 loc packet la trong sudt d6i véi ngudi s dung va cac ing dung (vi nd hoat dong &
tang IP), vi vay nd khong yéu cau su huan luyén dac biét nao ca.

c. Hanché

Viéc dinh nghia cac ché doé loc package la mét viéc kha phic tap; doi hoi ngudi quan tri mang can co
hiéu biét chi tiét vé cac dich vu Internet, cac dang packet header, va cac gi tri cu thé cé thé nhan
trén moi trudng.Khi doi héi vé€ su’ loc cang 16n, cac ludt 1€ véE loc cang trd nén dai va phirc tap, rat khé
dé& quan ly va diéu khién. Do lam viéc dua trén header cla cac packet, rd rang la b loc packet khéng
ki€m soat dugc ndi dung thdng tin cla packet. Cac packet chuyén qua van cé thé mang theo nhiing
hanh déng vdi y d6 an cap thong tin hay pha hoai cta ké xau.

< Cong rng dung (Application-level Gateway)

a. Nguyénly

D4y la mét loai Firewall dugc thiét ké dé tdng cudng chiic ndng ki€ém soat cac loai dich vu, giao thirc
dugc cho phép truy cap vao hé théng mang.Co ché hoat dong cta nd dua trén cach thiric goi la Proxy
service.Proxy service la cac bd code dac biét cai dat trén gateway cho tirng ing dung.Néu ngudi quan
tri mang khong cai dat proxy code cho mot 'ng dung nao dd, dich vu tuang Uing sé khong dudc cung
cép va do d6 khong thé chuyén thong tin qua Firewall. Ngoai ra, proxy code cé thé dugc I&p cdu hinh
dé ho trg chi mot s6 ddc diém trong ('ng dung ma ngudi quan tri mang cho la ch3p nhan dugc trong
khi tir chdi nhitng déc diém khac.

M6t cdng (thg dung thudng dudc coi nhu 1a mét phédo dai (bastion host), bdi vi nd dugc thiét ké dat
biét d€ chdng lai su’ tdn cong tir bén ngoai.Nhitng bién phap dam bao an ninh clia mét bastion host
la:

e Bastion host ludn chay cac version an toan (secure version) cta cac phan mém hé thong
(Operating system).Cac version an toan nay dugc thiét ké chuyén cho muc dich chdng lai su
tan cong vao Operating System, cling nhu la dam bao su tich hgp Firewall.

e  Chi nhirng dich vu ma ngugi quan tri mang cho la can thiét méi dudc cai dat trén bastion
host, don gian chi vi néu mét dich vu khdng dudc cai dit, nd khdng thé bi tdn cong. Thdng
thang, chi mét so gidi han cac iing dung cho cac dich vu Telnet, DNS, FTP, SMTP va xac thuc
user la dugc cai dat trén bastion host.

e Bastion host ¢ thé yéu cau nhiu mirc dd xac thuc khac nhau, vi du nhu user password hay
smart card.

e Moi proxy dudc dat cdu hinh d€ cho phép truy nhap chi mdt s6 cac may chu nhat dinh. Diéu
nay c nghia réng bd 1énh va dic diém thiét I4p cho moi proxy chi ding véi mét s6 may chu
trén toan hé théng. B

e Moi proxy duy tri mdt quyén nhat ky ghi chép lai toan bd chi tiét cta giao théng qua nd, moi
su két noi, khoang thai gian két n6i. Nhat ky nay rat cd ich trong viéc tim theo dau vét hay

3 ngan chan ké pha hoai. B

Moi proxy déu doc lap vGi cac proxies khac trén bastion host.DBiéu nay cho phép dé dang qua trinh cai
d&t mot proxy mdi, hay thdo g& mét proxy dang ¢ van dé.

b. Uu diém
Cho phép ngudi quan tri mang hoan toan diéu khién dugc tirng dich vu trén mang, bdi vi ihg dung
proxy han ché& bd 18nh va quyét dinh nhitng may chi nao cé thé truy nhdp dudc bdi céc dich vu.
Cho phép ngudi quan tri mang hoan toan diéu khién dugc nhitng dich vu nao cho phép, bdi vi sy
vang mat clia cac proxy cho cac dich vu tuong (g cé nghia la cac dich vu dy bi khoa.
C6ng (ng dung cho phép kiém tra do xac thuc rét tot, va nd cd nhat ky ghi chép lai thdng tin vé truy
nhap hé thdng. B
Luét I€ loc filltering cho céng ('ng dung 1a dé dang c&u hinh va kiém tra hon so véi bd loc packet.

c. Han ché
Yéu cau cac users thay d6i thao tac, hodc thay d6i phan mém da cai dit trén may client cho truy
nh&p vao cac dich vu proxy.Chang han, Telnet truy nhp qua cdng (ng dung ddi héi hai budc dé ndi
vGi may chu ch(r khong phai la mot budc thoi. Tuy nhién, cling da c6 mot s6 phan mém client cho
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phép (rng dung trén cdng ('ng dung Ia trong sudt, bang cach cho phép user chi ra may dich chr
khdng phai cdng (ng dung trén Iénh Telnet.
< Cong vong (circuit-Level Gateway)
C6ng vong la mét chirc ndng ddc biét ¢ thé thuc hién dgc bdi mot cdng g dung.Céng vong don
gian chi chuyén tiép (relay) cac két néi TCP ma khéng thuc hién bat ky mét hanh déng x(r ly hay loc
packet nao.
Céng vong dan gian chuyén tiép két ndi telnet qua Firewall ma khdng thuc hién mét su’ kiém tra, loc
hay diéu khién céc thu tuc Telnet nao.Cong vong lam viéc nhu mét sgi ddy, sao chép cac byte gilta
két noi bén trong (inside connection) va cac két nGi bén ngoai (outside connection).Tuy nhién, vi su
két nGi nay xudt hién tir hé thdng Firewall, n6é che dau théng tin vé mang ndi bd.
C6ng vong thudng dudc st dung cho nhitng két ndi ra ngoai, ndi ma cac quan tri mang that su tin tu-
dng nhiing ngdi diing bén trong.Uu di€ém I8n nhét la mot bastion host cd thé dgc cdu hinh nhu' la mét
hén hop cung cdp C6ng ('ng dung cho nhitng két ndi dén, va cdng vong cho cac két néi di.biéu nay
lam cho hé thng burc tudng Ira dé dang st dung cho nhitng ngudi trong mang néi bd mudn truc tiép
truy nhap téi cac dich vu Internet, trong khi van cung cip chiic ndng bl tudng Ira d€ bao vé mang
noi bé tr nhirng su' tan cong bén ngoai.
% Kién tric caa Firewall
1. Dual-Homed Host
Firewall kién trac ki€u Dual-homed host dugc xay dung dua trén may tinh dual-homed host. M&t may
tinh dudc goi 1a dual-homed host néu no c6 it nhat hai network interfaces, c6 nghia la may dé c6 gén
hai card mang giao ti€p vdi hai mang khac nhau va nhu thé€ mdy tinh nay dong vai tro la Router mém.
Kién tric dual-homed host rat don gian. Dual-homed host & gilta, mot bén dugc két nGi vdi Internet
va bén con lai nGi véi mang ndi bd (LAN).
Dual-homed host chi c6 thé cung cap céc dich vu bdng cach Gy quyén (proxy) ching hodc cho phép
users dang nhap truc ti€p vao dual-homed host. Moi giao ti€p tir mot host trong mang ndi bd va host
bén ngoai déu bi cdm, dual-homed host la ngi giao ti€p duy nhat.
- Phai disable chlic ndng routing ctia dual-homed host d& cdm hoan toan luu théng IP
tlr ngoai vao.
- Céac hé thdng bén trong va bén ngoai dual-homed host chi cd thé lién lac véi dual-
homed host ma ching khong lién lac truc ti€p dudc véi nhau.
- Dual-homed host cung cdp dich vu théng qua proxy server hodac login truc ti€p vao
dual-homed host.

.------------------- ------------------.
. . - Proxy server [}
' Flrewa" p—— - DNS server [ ]
isable i
' routing - Mail server '
' funr‘rio-n Dual-homed -Web server '
' Host '
' []
' [ ]
' []
TP POOPDTODODS oo d
( , ) Internal

Network

2. Screened Host
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Screened Host ¢d cdu tric ngudc lai vdi cau tric Dual-homed host.Kién tric nay cung cdp céc dich vu
tlr mot host bén trong mang ndi bd, ding moét Router tach rdi v4i mang bén ngoai.Trong ki€u kién
triic nay, bao mat chinh la phugng phap Packet Filtering.Bastion host dugc dat bén trong mang noi
bo.Packet Filtering dugc cai trén Router.Theo cach nay, Bastion host Ia hé th6ng duy nhdt trong mang
ndi bd ma nhifng host trén Internet c6 thé két ndi tdi.

Mac du vay, chi nhitng ki€u két nSi phu hop (dugc thiét I1ap trong Bastion host) méi dugc cho phép
két ndi.Bat ky mot hé thGng bén ngoai nao c¢d gdng truy cap vao hé thdng hodc cac dich vu bén trong
déu phai két ndi téi host nay.Vi thé Bastion host la host can phai dudc duy tri & ché d0 bao mat
cao.Packet filtering cling cho phép bastion host c6 thé ma két ndi ra bén ngoai.Cdu hinh clia packet
filtering trén screening router nhu sau:

- Cho phép tat ca cac host bén trong md két ndi tdi host bén ngoai théng qua mot s6 dich vu c6 dinh.
- Khdng cho phép tat ca cac két ndi tir cac host bén trong (cdm nhirng host nay st dung dich proxy
thdng qua bastion host).

- Ban c6 thé két hgp nhiéu I8i vao cho nhitng dich vu khac nhau.

- MOt s6 dich vu dudc phép di vao truc ti€p qua packet filtering.

- MOt s6 dich vu khac thi chi dugc phép di vao gian ti€p qua proxy.

Bdi vi ki€n triic nay cho phép cac packet di tir bén ngoai vao mang bén trong, né dudng nhu la nguy
hi€m han kién trac Dual-homed host, vi thé né dugc thiét k& dé€ khong mot packet nao c6 thé t6i
dudc mang bén trong.Tuy nhién trén thuc t€ thi ki€n tridc dual-homed host d6i khi cling ¢6 10i ma cho
phép cac packet that su’ di tir bén ngoai vao bén trong (bdi vi nhitng 10i nay hoan toan khéng biét
trudc, n6 hau nhu khéng duge bao vé dé chdng lai nhifng ki€u tdn cdng nay.Han nifa, kién trac
dualhomed host thi dé dang bao vé Router (la may cung cap rat it cac dich vu) han la bao vé cac
hostbén trong mang.

Xét vé toan dién thi kién tric Screened host cung cdp do tin cay cao han va an toan han kién tric
Dual-homed host.

So sanh vGi mét s6 kién trac khac, chdng han nhu kién tric Screened subnet thi kién tric
Screened host c6 mot sO bat 1gi.Bat Igi chinh 1a néu ké tan cong tim cach xam nhdp Bastion Host
thi khong c6 cach nao dé€ ngén tach gilta Bastion Host va cac host con lai bén trong mang ndi
bd.Router cling c6 mot s6 diém yéu 1a néu Router bi t6n thuang, toan bd mang sé bi tdn cong.Vi Iy do
nay ma Sceened subnet trd thanh kién tric phé bién nhét.

- Trong kién trdc nay chiic nang bao mat chinh dugc cung cap bdi chirc nang packet
filtering tai screening router.

- Packet filtering trén screening router dugc setup sao cho bastion host la may duy
nhat trong internal network ma cac host trén internet c6 thé mé két ndi dén. Packet
filtering cling cho phép bastion host m& cac két n6i (hgp phap) ra bén ngoai (external
network).

- Thudng Packet filtering thuc hién cac céng viéc nhu sau:

[1]. Cho phép cac internal hosts md két ndi dén cac host trén internet doi véi 1 s6
dich vu dugc phép.
[2]. CAm tat ca két ndi tir cac internal hosts

- Khi hacker da tan cong dudc vao bastion host thi khdng con mot rao chan nao cho

cac internal hosts.
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3. Screened Subnet
Nham tdng cuGng kha nang bao vé mang ndi b, thutc hién chién lugc phong thu theo chiéu sau, tang
cudng sU an toan cho bastion host, tach bastion host khoi cac host khac, phan nao tranh lay lan
mot khi bastion host bj ton thuong, ngudi ta dua ra kién trac firewall c6 tén 1a Sreened Subnet.
Kién tric Screened subnet dan xudt tir ki€n tric screened host bdng cach thém vao phan an toan:
mang ngoai vi (perimeter network) nham c6 lIap mang ndi bd ra khdi mang bén ngoai, tach bastion
host ra khoi cac host théng thudng khac.Kiéu screened subnet don gian bao gém hai screened router:
Router ngoai (External router con goi la access router): ndm gilra mang ngoai vi va mang
ngoai c6 chirc nang bao vé cho mang ngoai vi (bastion host, interior router).N6 cho phép hau hét
nhiing gi outbound t&r mang ngoai vi.M6t s qui tic packet filtering ddc biét dugdc cai dat & mdc can
thiét d0 dé bao vé bastion host va interior router vi bastion host con & host dugc cai dit an toan &
mUc cao.Ngoai cac qui tac dd, cac qui tac khac can gidng nhau gitra hai Router.
Interior Router (con goi la choke router): nam gitfa mang ngoai vi va mang ndi bd, nham bao vé
mang ndi bd trudce khi ra ngoai va mang ngoai vi.N6 khdng thuc hién hét cac qui tac packet filtering
cla toan bo firewall.Cac dich vu ma interior router cho phép gilra bastion host va mang noi b0, gilra
bén ngoai va mang nodi bé khdng nhat thiét phai giong nhau.Gidi han dich vu gilra bastion host va
mang ndi bd nhdm gidam s6 lugng may (s6 lugng dich vu trén cac may nay) cé thé bij tdn cong khi
bastion host bi t&n thuong va thoa hiép vai bén ngoai.Chdng han nén gidi han céc dich vu dugc phép
gitra bastion host va mang ndi bd nhu' SMTP khi c6 Email tir bén ngoai vao, cé I€ chi gidi han két noi
SMTP gilia bastion host va Email Server bén trong.

- Thém 1 perimeter network dé cd 1ap internal network véi internet.Nhu vy du hacker
da tan cong dugc vao bastion host van con 1 rao chdn nifa phai vugt qua la interior
router.Cac luu thong trong internal network dugc bao vé an toan cho du bastion da bi
“chi€ém”.

- CAc dich vu nao it tin cdy va cd kha néng dé bi t&n cong thi nén dé & perimeter
network.

- Bastion host la diém lién lac cho cac két ndi tir ngoai vao nhu: SMTP; FTP; DNS.Con
doi véi viéc truy cap cac dich vu tir internal clients dén cac server trén internet thi
dugc diéu khién nhu sau:
+. Set up packet filtering trén ca hai exterior va interior router dé€ cho phép internal
clients truy cap cac servers bén ngoai 1 cach truc tiép.
+. Set up proxy server trén bastion host dé cho phép internal clients truy cp cac
servers bén ngoai 1 cach gian tiép.
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- Nén han ché cac dich vu ma interior router cho phép giita bastion host va internal net
dé giam di s6 may c nguy ca bi tdn cdng tiép theo khi bastion d3 bi “chiém”.

- Exterior router cho phép tat ca luu thong tir perimeter net ra internet.Cac packet
filtering rules thiét yéu dé bao vé cho cac internal hosts |a gidng nhau trén tai exterior
router va interior router. Thudng exterior router thuc hién packet filtering rules tdng
quat, chung chung, it chi tiét hon so véi interior router (ngoai trir nhirng packet
filtering rules that thiét yéu thi giéng nhau).Viéc phat hién va ngan cdm su’ gia mao
dia chi dugc thuc hién tai exterior router.

Bastion Host

RS
) |

Pommmmmmcemmmammmmmad Perimeter Network
7 |Interior Rout

N Internal

< Mot s0 luu y vé cac kién truc firewall :
e Cac dang kién truc firewall khac cé thé dung
1. Dung nhiéu Bastion Hosts
DE& t&ng performance, redundancy va tach biét cac servers va dif liéu
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3. Ghép Bastion Host va Exterior Router

Internal
Network

ThuGng dugc dung trong trudng hgp dung két ndi PPP Ién internet
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Bastion Host /
Exterior Router

| D
Perimeter Network I

Interior Router

N Internal

4. Dung nhiéu Exterior Routers
Trong trudng hgp co nhiéu két nGi Ién internet hodc trudng hgp 1 két ndi l1én
internet va cac két ndi dén cac mang bén ngoai khac.

Supplier
Network

Exterior
Router,

Bastion Host

|

Perimeter Network

Interior Router I

Firewall

) Internal

5. Dung nhiéu Perimeter Networks
Dung nhiéu perimeter net d€ cung cdp déc tinh du thira (redundancy) cho hé
thdong.
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e Cac kién tric khong nén dung
1. Ghép Bastion Host va Interior Router
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2. Dung nhiéu Interior Routers
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% Mot s6 luu y do6i v8i may giif vai tro Bastion Host :
1. Cam cac user accounts
2. T4t bo cac dich vu khéng can thiét
3. Cai dét phién ban hé diéu hanh “gon gang & sach s&” nhat cé thé dugc
4. Stfa tat ca cac 10i hé thong
5. System logs
6. Tat bd chirc nang routing
+ Gidi thiéu ISA Server
Microsoft Internet Security and Acceleration Sever (ISA Server) la phan mém share internet clia hang
phan mém nadi tiéng Microsoft, 1a ban nang cap duy nhat (tinh dén thdi diém nay) tir phan mém MS
Proxy Server 2.0.C6 thé ndi day la mot phan mém share internet kha hiéu qua, dn dinh, dé ciu hinh,
firewall t6t, nhiéu tinh nang cho phép ban cau hinh sao cho tuang thich véi mang LAN cla ban.T6c d6
nhanh nhg ché dé cache théng minh, véi tinh nang luu Cache vao RAM (Random Access Memory),
gilp ban truy xudt thong tin nhanh han, va tinh nang Schedule Cache (Lap lich cho tu déng download
thong tin trén cac WebServer luu vao Cache va may con chi can 13y thong tin trén cac Webserver do
bdng mang LAN).
% Cai dat va quan tri ISA Server 2006
M6 hinh trién khai ISA Server 2006 nhu sau:
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Design:Son Thanh Le
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Bé dia cai dat Microsoft ISA Server 2006 Enterprise Edition vao, chay tap tin Setup.exe, man hinh cai
dat xuat hién, chon Install 1SA Server 2006.

B ISA Server

Il Microsoft 1SA Server 2006 Setup =100 5‘

#ﬂ Wﬁuc'i‘bws Server System

Microsoft

Internet Security &
Acceleration Server 2006
Enterprise Edition

Read Release Motes Inslal\[%}\sawerzﬂnﬁ
Read Installation Guide Read Upgrade Guide

Read GQuick Start Guide Exit

@ 2006 Microsett Corparation. All rights reserved

Wstart| | (@ @ | B Ciwinpowsisystenaz. .. | & Google - Microsoft Intern... [ Microsoft TS Server ...
Man hinh Microsoft ISA Server 2006-Installation Wizard xuat hién, nhan Next:

o0 E)% ) 2zoam
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Microsoft 15A Server Installer

The Installation Wizard is progressing as
fallows:

P Core Components

Additional Companents I Microsoft 1SA Server 2006 Setup =0l 5‘

Windows Server System

System Initialization
2 Microsoft 15A Server 2006 - Installation Wizard x|

Welcome to the Installation Wizard for
Microsoft 1SA Server 2006

icrosoft 3
IntemetSenth&
Acceleration Server 2006
The Installation Yizard will install Microsoft 154 Server 2006 on
your computer,

WARNING: This program Is protected by copyright law and
nkernational treaties.

Ta cantinue, cick Next.

< Back | ﬂex%> | Cancel

@ 2006 Microsoft Corporation. All rights reserved

Wistart| | B & | B cwINDowsisystemaz... | 4 Google - Microsoft Intamml o Microsaft 154 Server 2nn...| (= Micrasaft 154 Server Ins.., "m L-L-J=EA0]
Man hinh License Agreement xuat hién, chon I accept the items in the license agreement,
nhan Next:

Microsoft 15A Server Installer

The Installation Wizard is progressing as
fallows:

P Core Components

Additional Companents Il Microsoft I1SA Server 2006 Setup =0l 5‘
Microsoft
Windows Server System
& Microsoft 1SA Server 2006 - Installation Wizard
License Agreement
Please read the follawing license agreement carefully.

System Initialization

4

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT INTERNET SECURITY AND
ACCELERATION SERVER 2006 STANDARD AND
ENTERPRISE EDITIONS

These license terms are an agreement between Microsoft Corporation (ar
based on where you live, one of its affiliates) and you, Please read therm. LI

¥ T accept the terms in the license agreement!

€ 1 do not accept the kerms in the license agrasmeant

< Back N > Cancel

@ 2006 Microsoft Corporation. All rights reserved

o /start J G & J B CHWINDOWSisystem32. ., | 7 Google - Micrasaft Intamml o Microsoft 154 Server 2nn...| [ Microsoft 154 Server Ins... "m
Man hinh Customer Information xuat hién, nhan Next:

oW R ) 221 M
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Microsoft 15A Server Installer

The Installation Wizard is progressing as
fallows:

P Core Components

Additional Companents I Microsoft 1SA Server 2006 Setup =0l 5‘

Windows Server System

System Initialization
& Microsoft 15A Server 2006 - Installation Wi x|

Customer Information

Please enter your customer details,

User Name:

Organization:

Froduct Serial Humber:
‘]6T4B HXCF?K

|.|QCGKD ‘.‘QVSE? H‘tB]VB

< Back | Hext = I Cancel
I

@ 2006 Microsoft Corporation. All rights reserved

o /start J G & J B CHWINDOWSisystem32. ., | 7 Google - Micrasaft Intamml o Microsoft 154 Server 2nn...| [ Microsoft 154 Server Ins... | 15! Microsoft 1SA Server ...

Man hinh Setup Scenarios xudt hién, nhan Next:
27 O e

The Installation Wizard is progressing as
fallows:

P Core Components

Additional Companents I Microsoft 1SA Server 2006 Setup =0l 5‘

ficrosoft”
Windows Server System
% Microsoft ISA Server 2006 - Installation Wizard

Setup Scenarios

System Initialization

Select the scenario that best describes this installation.

The camputer will be an 154 Server array member UNMing [SA Server services,

" Install Configuration Storage server

The computer will store the configuration used by IS4 Server arrays, 1A Server array
computers will connect ko this server to retrieve the configuration.

" Install both ISA Server services and Configuration Storage server

The computer will be an 154 Server array member and used ko store the enterprise
configuration,

" Install ISA Server Management
The computer will be used to remotely manage the 154 Server snterprise.

Canicel

@ 2006 Microsoft Corporation. All rights reserved
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Man hinh Component Selection xudt hién, chon Configuration Storage server->This feature,
and all subfeatures, will be installed on local hard drive:
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Microsoft 15A Server Installer

The Installation Wizard is progressing as
fallows:

P Core Components

Additional Companents I Microsoft 1SA Server 2006 Setup

Microsoft
A Windows Server System
3 Microsoft 15A Server 2006 - Installation Wizard

Component Selection

System Initialization

The selected features will be installed,

Click.on an icon in the lisk bo view or modify how a Feature iz installed,

Feature Description
Stores the enterpriss
canfiguration For 154 Server

=3 - [ 158 Server
3~ | 194 Server Managemerk
=-]

X This featire wil not be available.

Install to:

:\Program Files\Microsoft 154 Server) Change...
Help Space chack [ metr | concel |

@ 2006 Microsoft Corporation. All rights reserved
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Nhan Next, man hinh Enterprise Installation Options xuat hién, nhan Next:

The Installation Wizard is progressing as
fallows:

P Core Components

Additional Companents I Microsoft 1SA Server 2006 Setup

Microsoft
A Windows Server System
3 Microsoft 15A Server 2006 - Installation Wizard

Enterprise Installation Options

System Initialization

Are you creating a new enterprise o replicating an existing enterprise canfiguration to this
Configuration Storage server?

= Create a new ISA Server enterprise:

Use this option ko create a new I5A Server enterprise during installation, This
computer wil become a Configuration Storage server that artays can Uss.

" Create a replica of the enterprise configuration

Uss this option ko copy the enterpriss configuration settings stored on a
Configuration Storage server to this computer. This option enhances fault olerance
by providing a replica of the enterprise configuration. 1SA Server arrays can also

use this Configuration Storage server,

BT Conce

@ 2006 Microsoft Corporation. All rights reserved
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Man hinh New Enterprise Warning xuat hién, nhan Next:
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Microsoft 15A Server Installer

The Installation Wizard is progressing as
fallows:

P Core Components

Additional Companents I Microsoft 1SA Server 2006 Setup =0l 5‘

Mgy Microsoft:
A Windows Server System
& Microsoft 1SA Server 2006 - Installation Wizard 5‘

New Enterprise Warning

System Initialization

This computer will be configured as a new Configuration Storage server.,

enterpriss in your organization. Arrays are only managed through the
enterprise to which they belong. Creating multiple enterprises makes i difficult
to centrally manage al the array cemputers in your organization.

r_\ For the mast effective deployment, we recommend that you create a single

IF an enterprise Is already defined on a different Configuration Storage server,
click Back' and selsct the Create a replica of the entsrprise configuration’
option.

I this is the first Configuration Storage server in your organization, dick Next!
to continue.

Canicel

@ 2006 Microsoft Corporation. All rights reserved
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Man hinh Internal Nextwork xuét hién, nhdn Add, clra s6 Addresses xuét hién, nhan Add

Adapter, chon card LAN, nhan OK:

The Installation Wizard is progressing as
fallows:

P Core Components

Additional Companents I Microsoft 1SA Server 2006 Setup =0l 5‘

Wllibr’loc'i‘uws Server System
|
)

Select the network adapters associated vith the network you are configuring.

System Initialization

|

Netwark adapters:

Metwark adapter detaiis:

Mame: Intel(R) PROY1000 MT Metwork Connection #2
1P Addresses: 192.168.1.1
Route Information:
192.168,1.0 - 192.168.1.255

o /start J G & J B CHWINDOWSisystem32. ., | 7 Google - Micrasaft Intamml o Microsoft 154 Server 2nn...| [ Microsoft 154 Server Ins... "m
Nh&n OK dé ddng ctra s6 Addresses, sau d4 nhan Next:

WY R ) 22z am
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Microsoft 15A Server Installer

The Installation Wizard is progressing as
fallows:

P Core Components

Additional Companents I Microsoft 1SA Server 2006 Setup =0l 5‘

Mgy Microsoft:
A Windows Server System
& Microsoft 1SA Server 2006 - Installation Wizard 5‘

Internal Network

System Initialization

Specify the address ranges you want included In the 1SA Server Internal
network.

Click Change ta edit or add the address ranges.

Internal Network Address Ranges (From-To):

192.168.1.0-192.168.1.255

@Fw details, see the Installation Guide.

Canicel
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Man hinh Firewall Client Connections xudt hién, chon Allow non-encrypted Firewall client

Connections, nhdn Next:

The Installation Wizard is progressing as
fallows:

P Core Components

Additional Companents I Microsoft 1SA Server 2006 Setup =0l 5‘

ficrosoft”
Windows Server System
& Microsoft 1SA Server 2006 - Installation Wizard

Firewall Client Connections

System Initialization

Specify IF 154 Server 2006 wil accept connections from Firewall dients For which
encryption is not supparted

15A Server 2006 encrypts traffic exchanged with Firewall clients over the Firewall client
control channel for computers running Firewall Clent 4.0 and later.

154 Server 2006 does not encrypt traffic exchanged with Firewall clisnts running earlisr
versions of the Firewall Client software, or installed on computers running Windows 98
SE, Windows ME, or Windows KT 4.0,

For best security practice, we recommend that you deploy the latest version of the
Firewall client softwars.

< Back I Mext = I Cancel
L

@ 2006 Microsoft Corporation. All rights reserved

o /start J G & J B CHWINDOWSisystem32. ., | 7 Google - Micrasaft Intamml o Microsoft 154 Server 2nn...| [ Micrasoft 154 Server Ins... | 15 Microsoft ISA Server ...
Man hinh Service Warning xuat hién, nhan Next:

WY R ) 22z am
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Microsoft 15A Server Installer

The Installation Wizard is progressing as
fallows:

P Core Components

Additional Companents I Microsoft 1SA Server 2006 Setup =0l 5‘

Mgy Microsoft:
A Windows Server System
& Microsoft 1SA Server 2006 - Installation Wizard 5‘

Services Warning

System Initialization

During installation, some services running locally on this computer may be
restarted or disabled.

Services that wil be restarted during instaliation:
SHMP Service

FTP Publishing Service

Network News Transfer Protacal (NNTP)

115 Admin Service

world Wide Web Publishing Service:

Services that wil be disabled during installation:

Internet Connection Firewall (ICF) § Internet Connection Sharing (1CS)
IP Netwark Address Translation

Canicel
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o /start J G & J B CHWINDOWSisystem32. ., | 7 Google - Micrasaft Intamml o Microsoft 154 Server 2nn...| [ Microsoft 154 Server Ins... | 15! Microsoft 1SA Server ...

Man hinh Ready to Install the Program xuat hién, nhan Install:
SH# 1 semer Wie % - -8 x

The Installation Wizard is progressing as
fallows:

P Core Components

Additional Companents I Microsoft 1SA Server 2006 Setup =0l 5‘

Windows Server System

System Initialization
& Microsoft I5A Server 2006 - Installation Wi

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation,

TF you want ko review or changs any of your installation settings, click Back, Click Cancel to
exit the wizard.,

< Back | Instd® | Cancel

@ 2006 Microsoft Corporation. All rights reserved
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Qua trinh cai dat bat dau cho dén khi man hinh Installation Wizard Completed xuat hién, nhan
Finish:
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Il Microsoft 1SA Server 2006 Setup =10 5‘

WMI{WN'
~ Windows Server System
crosoft Internet Security and Acceleration Server 2006 x|

Installation Wizard Completed

Microsoft

Inl:EmetSenlitn“ The Installation Wizard completed successfully.
Acceleration Server 2006

I~ Invoke IS4 Server Management when the wizard closes

Click Finish to exit the wizard,

[

@ 2006 Microsoft Corporation. All rights reserved
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v' Quan tri ISA Server 2006(xem Lab)

Lé Thanh Son (Giang Vién NIIT) Trang 98



	Bài 5: IP Sec trong Windows Server 2003.
	Mục tiêu bài học
	Bài 6: VPN trên Windows Server 2003
	Mục tiêu bài học
	Bài 7: ISA Server 2006
	Mục tiêu bài học

